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1. PURPOSE. Open Source Intelligence: Professional Handbook, is published to ensure the 
dissemination of useful information which is vital to successful intelligence support to the military 
commander, and highly pertinent to law enforcement and economic intelligence operations, but which 
may not yet be doctrinally available. 


2. SCOPE. This publication constitutes material that was producted under contract to the Defense 
Intelligence Agency, Joint Military Intelligence Training Center, by OPEN SOURCE SOLUTIONS, 
Inc., using copyrighted OSS Inc. materials. The material has been edited by OSS to develop a single 
integrated publication which can be used as both a primer and an operational guide to acquiring and 
exploiting open source information as part of the all-source intelligence process. Open source 
information is often described as the "source of first resort," and may be the only source available to the 
commander and staff when initially considering an expeditionary contingency. The information 
contained herein does not necessarily reflect the views, nor should any endorsement or approval be 
implied by the Department of Defense or the Defense Intelligence Agency, or any other government 
organization or authority. 


3. COPYRIGHT AND DISSEMINATION. This publication may be reproduced without restriction 
by any agency of the US government. It may not be used by others without prior permission of the 
copyright holder, OPEN SOURCE SOLUTIONS, Inc., 11005 Langton Amns Ct, Oakton VA 22124. 
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INTRODUCTION 


This handbook is based almost entirely on six of the eight lessons comprising the 
Open Source Training Course funded by the Defense Intelligence Agency (DIA). It has been 
prepared by the staff of the Navy-Marine Corps Intelligence Center as a means for 
consolidating the course materials in a form which could be most useful to the Marine Air 
Ground Task Force (MAGTF). Ali Marines will benefit from this DJA-funded initiative, 
which is the first organized course of instruction on open source intelligence available in the 
entire U.S. Intelligence Community. This material is provided to the Fleet Marine Force as 
an interim measure, pending the availability, possibly in 1997 or 1998, or more formal 
training materials from the(U.S. Intelligence) Community Open Source Program Office. 


Chapter 1, OVERVIEW OF OPEN SOURCES & SERVICES, presents a broad 
overview of open sources and services which are important to the all-source intelligence 
analyst. included in this chapter is a definition of open source and a distinction between 
data, information, and intelligence; a brief discussion of the history of open source 
intelligence as a sub-discipline within the all-source intelligence process; a review of why 
open sources are important to military intelligence; examples of open sources and services 
which are not now commonly integrated into all-source analysis; and a discussion of open 
source exploitation within DIA (Defense Intelligence Agency) and in a number of allied 
intelligence communities. This chapter concludes with a discussion of the changing role of 
the analyst; and how each analyst can take specific steps to improve their personal 
exploitation of open sources in support of the all-source intelligence process. 


Chapter 2, ACCESS: INTELLIGENCE IN THE AGE OF INFORMATION. presents 
a more in-depth look at why open sources are critical to the all-source analysis endeavor, and 
how all-source analysts can optimize their exploitation of open source information. Included 
in this overview is a review of definitions distinguishing between data, information, and 
intelligence; discussions of how the art of intelligence is changing in the face of the 
“information explosion", the four kinds of information categories that an all-source analysts 
can consider accessing, and the three elements of information value; a discussion of the nine 
levels of open source information; an examination of possibie collection management 
Strategies which integrate open sources into the ail-source collection management task and 
exploit windows of opportunity in which material is available in open sources just prior to 
being classified or censored; discussion of the four major consumer groups and their 
intelligence productions needs in relation to open sources; an examination of the four 
"warrior Classes” and how open sources apply to intelligence analysis of each; discussion of 
the four types of overt human sources the analyst will encounter; an examination of how open 
source intelligence (OSINT) can help conserve scarce classified resources, and how a national 
information strategy cap increase the amount of open source information available to the 
defense intelligence community; and concluding comments on optimizing OSINT in the all- 
source analysis process. 


Chapter 3. INTERNATIONAL OPEN SOURCES AND SERVICES, provides an 
orientation to international open sources and services which are available to the all-source 
analyst. Although much of the open source world is not yet easily accessible to analysts 
because of security and procurement constraints, the Commission on Intelligence report of 1 
March 1996 has defined such access as “critical”, and recommended that dramatically 
improved analyst access to open sources be a top priority for the Director of Central 
Intelligence and a top priority for funding. This orientation discusses electronic access, the 
identification and acquisition of “grey literature", the identification and exploitation of 
international experts, and several examples of world-class international open source 
capabilities including Jane’s Information Group and SPOT Image Corporation. 


Chapter 4, THE INTERNET AS A TOOL FOR ALL-SOURCE ANALYSIS, presents 
a very broad overview of the global capability known as “The Internet" or “the Net". The 
Internet is a global communications medium that permits extraordinary flexibility in 
communicating with a wide variety of people from all walks of life, in receiving free 
information from many sources (some of dubious authenticity). and in obtaining access to 
distributed databases, many multi-media in nature, all over the world. This chapter will 
discuss in genera) terms the utility of the Internet to the all-source analyst, with special 
attention to the use of electronic mail, newsgroups, lists, and conferencing systems. It also 
discusses some of the dangers of the Internet. including the problems of “noise” 
and “flame wars", as well as the almost total lack of privacy and discretion. The last haif of 
the chapter will focus on the most productive element of the Internet, the World Wide Web, 
and will provide five practical examples of how to exploit the Internet in support of the 
all-source analysis endeavor. 


Chapter 5, OPEN SOURCES AND MILITARY CAPABILITIES, focuses on the 
practical application of open sources to military intelligence analysis requirements. The 
chapter begins by introducing a model for integrated all-source analysis which illustrates the 
critical importance of geographic and civil factors in evaluating the threat at each of the levels 
of analysis. While open sources are useful in conducting research and developing intelligence 
estimates about military capabilities in isolation, open sources are most useful to the military 
intelligence analyst when used to develop a broader analytical model. The general utility of 
open sources for military intelligence analysis, and the specific utility of open sources at the 
strategic, operational, tactical, and technical levels of analysis will be discussed. Next the 
chapter examines specific private sector capabilities for collecting and processing open source 
information. Commercial imagery, private sector order of battle information, and networks 
of experts available for consultation will be reviewed in general terms. Finally this chapter 
introduces the student to the Expeditionary Factors study developed by the Marine Corps 
Intelligence Activity, and used for this handbook because it is the only current and 
authoritative intelligence analysis product which relies exclusively on open sources, is 
unclassified in its final form, and covers a broad range of mission area factors for eighty 
countries specifically chosen because of the likelihood that a Marine Air Ground Task Force 
will be engaged in non-combatant or combatant missions in the countries 


Chapter 6, OPEN SOURCES AND OPERATIONAL SECURITY--THE DARK 
SIDE, documents the premise that everything needed for the planning and execution of 
criminal or terrorist activity can be found in open sources. Indeed, an entire industry exists 
which is devoted to the publication of such material. In addition, equipment designed for one 
purpose and legally available can he used in terrorist or criminal] activity. From both a 
military and a law enforcement point of view, it is critical to understand that even ovr most 
poorly-funded and least organized opponents can gain access to relatively sophisticated 
intelligence collection tools as well as tools of ‘destruction. 


Chapter 7, CONCLUSION: COLLECTING AND PROCESSING OPEN SOURCE, 
wraps up the handbook by providing information about three official U.S. government 
channels for obtaining open source intelligence: the Community Open Source Program Office 
and its global Open Source Information System; the Defense Intelligence Agency Open 
Source Program and the (planned) Defense Intelligence Agency Open Source Intelligence 
Center; and--especially important for Marines--the Marine Corps Intelligence Activity and the 
Expeditionary Factors Study. The Chapter concludes with a brief discussion of the usefulness 
of the Marine Corps Reserve as a source of existing and new open source exploitation 
experts, and some recommendations on additional open source training opportunities. 


The APPENDICES provide both additional background information, and explicit 
teferences and points of contact which can be used ta acquire open source intelligence in 
support of the commander and the staff. Appendix A, a White Paper on "Open Source 
Intelligence: What Is Jt? Why Is 1t Important to the Military?" was commissioned by the 
French Ministry of Defense and used (in translation) to begin the process of creating a 
French open source intelligence capability. Appendix B, consisting of both talking points and 
a formal paper on "Private Enterprise Intelligence: Its Potential Contribution to National 
Security" was developed as an invited paper for the annual open conference on Canadian 
intelligence. Included in Appendix B are a number of direct points of contact and key 
references useful in starting an open source intelligence program. Appendix C, a White 
Paper on "ACCESS: Theory and Practice of Intelligence in the Age of Information", was 
also commissioned by the French, and represents a somewhat abstract but still useful 
discussion of open source intelligence as a supporting discipline. Appendix D is a Concise 
Directory of Selected International Open Sources & Services which was prepared for the 
Defense Intelligence Agency, and remains both current and useful. Appendix E is a series of 
papers prepared for the Defense Intelligence Agency and serving as primers on exploiting the 
Intemet, with over 100 pertinent intelligence-oriented sites and lists being identified in detail. 
Appendix F is a combination of a model (the original Expeditionary Environment Research & 
Analysis Framework & Model 1990) and strategic generalizations from the first Marine 
Corps Intelligence Activity study, Overview of Planning and Programming Factors for 
Expeditionary Operations in the Third World. Appendix G provides key teferences 
documenting what is available to terrorists and criminals which should be of concern to the 
military professional from an operations security viewpoint. Finally, Appendix H provides a 
list of the 80 countries examined in the current MCIA study, Expeditionary Force Mission 
Factor intelligence Analysis Requirements Study dated 15 September 1994. 


Chapter 1 
OVERVIEW OF OPEN SOURCES & SERVICES 
1001. Purpose of the Chapter 


The purpose of this chapter is to present a broad overview of open sources and 
services which are important to the all-source intelligence analyst. 


Included in this chapter will be a definition of open source and a distinction between 
data, information, and intelligence; a brief discussion of the history of open source 
intelligence as a sub-discipline of the all-source intelligence process; a review of why open 
sources are important to military intelligence; examples of open sources and services which - 
aye not now commonly integrated into ail-source analysis; and a discussion of. open source 
exploitation within DIA (Defense Intelligence Agency) and in a number of allied intelligence 
communities. 


This chapter concludes with a discussion of the changing role of the analyst; and how 
each analyst can take specitic steps to improve their personal exploitation of open sousces in 
support of the all-source intelligence process. 


Appendices A and B are provided for background information. This initial chapter 
serves as the introductory element of the handbook. 


1002. Definitions 


It is important for the professional intelligence analyst to remember that the final 
intelligence product is supposed to represent a refined process which integrates requirements 
analysis (defining what the customer needs to know). collection management, source 
validation, analytical integration, and presentation. 


For the purposes of this handbook, the following definitions are provided: 


-- Data is the raw print, image, or signal. Data can be classified, as in a technical 
intelligence signal intercept, or unclassified, as in a report from the Foreign Broadcast 
Information Service (FBIS) on a public television report. Please note that open source data 
includes commercial imagery such as is available from SPOT Image Corporation. 


-- Information is data that has been collated, processed, in order to produce a report 
that is of generic interest. Information can be multi-media, with integrated graphics and 
imagery, or simply a print report including interpretation of imagery. 


-- Intelligence in this context is used to distinguish those products which tailor 
information in order to support a specific decision by a specific customer. 


Nowhere is it written that "intelligence" must be classified. A good intelligence 
product can be based exclusively on open sources, or only on signals intercepts--it is of 
course likely that the best intelligence will be “all-source" in nature, integrating an open 
source foundation with unique value-added insights from classified sources. 


The official definition of open source information, established in Director of Central 
Intelligence Directive 2/12 (effective 1 March 1994) is: "publicly available information (i.e. 
any member of the public could lawfully obtain the information by request or observation). as 
well as other unclassified information that has limited public distribution or access". The 
latter is referred to as "grey literature" and inchides non-proprietary information from 
companies and other organizations. 


1003. Brief History of U.S. OSINT 


The Office of Strategic Services (OSS), when first formed, was intended to serve 
primarily as a coordinator of information, and was initially constructed around a Research 
and Analysis Branch which relied almost exclusively on open sources. In fact, when the OSS 
later had significant but scarce clandestine collection capabilities, they utilized The New York 
Times to prepare “secret” reports to satisfy many of their customers’ requirements which did 
not merit the risk or expense of clandestine collection.’ 


Over time, and after the Central Intelligence Agency (CIA) was created by the 
National Security Act of 1947, the responsibility for open source collection became ~ 
fragmented between the federal departments, such as the Departments of State, Defense, and 
Commerce; and selected elements of the CIA which specialized in open source collection. 
The two most important, still existing today as elements of the CIA, are the Foreign 
Broadcast Information Service (FBIS), and the National Collection Division (NCD). The 
former monitors foreign print and broadcast media; the latter works with private sector 
parties to obtain unclassified information. Today the Community Open Source Program 
Office (COSPO) coordinates open source investments across the entire U.S. intelligence 
community. Most other organizations including the Defense Intelligence Agency (DIA) 
utilize External Research & Analysis (ER&A) funds to contract for open source collection 
and analysis from the private sector--however, these funds have been severely reduced in the 
1990°s as fiscal cut-backs and the desire to keep U.S. government personne! on board have 
led to great reductions in contracting for external (i.e. open source) assistance. 


‘Mile Copeland, Withour Cloak or Dagger: The Truth About the New Espionage 
(Simon & Schuster, 1974), pages 47-48. Testifying to Congress in 1947, Allen Dulles 
himself stated "...in time of peace the bulk of intelligence can be obtained through overt 
channels...these overt, normal, and aboveboard means would supply us with over 80 percent, 
1 should estimate, of the information required for the guidance of our national policy.” As 
quoted in Peter Grose, Gentleman Spy (Houghton Mifflin, 1994). 
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In recent years, the “information explosion", together with major political upheavals 
within formerly denied areas, have made a vast quantity of open source information available 
to the public and to the intelligence community. Latin American investigative reporting. 
processed by Department of Energy laboratories, has been used by the U.S. Southern 
Operations Command to support Drug Enforcement Administration (DEA) interdiction 
operations; open source information is playing a critical role in countering proliferation, and 
in understanding transnational crime and especially financial crime. 


Today, within the intelligence community and within Congress, there are differing 
views on the degree to which the intelligence community should collect and exploit open 
sources. Most observers, however, agree that the U.S. Intelligence Community should not 
be the focal point for open source collection per se, but that it should maintain a core 
capability to exploit private sector capabilities and to integrate global all source information 
into the ali-source collection and production process. In practical terms, this means that 
intelligence consumers are expected to manage and fund their own open source collection and 
production endeavors. 


1004. OSINT & All-Source Analysis 


Open Source Intelligence, or OSINT, is an important part of the all-source intelligence 
process which includes clandestine Human Intelligence (HUMINT), Imagery Intelligence 
(MINT). and Signals Intelligence (SIGINT). There are other important sub-disciplines, such 
as Measurements and Signatures Intelligence (MASINT) which analysts must understand and 
integrate to produce the best-possible intelligence. 


Dr. Joseph Nye, then (1994) Chairman of the National Intelligence Council, used the 
jig-saw puzzle analogy to explain the relationship between OSINT and the classified 
disciplines. He likened open sovrces to the outer pieces of the puzzle, without which you can 
neither begin nor complete the puzzle. Classified sources, however, were essential to fill in 
the hardest to understand middle of the puzzle, and to complete the picture. 


Mr. Paul Wallner, a member of the D1A Senior Executive Service, and the first Open 
Source Coordinator for the Director of Centrai Intelligence, described OSINT as: "the source 
of first resort". His original conception was later adapted by a private sector commentator 
into the more dramatic phrase, "do not send a spy where a schoolboy can go’> Both drive 
home the point that open sources should be used to the fullest possible extent before risking 
and expending the more precious classified capabilities. 


Dr. Joseph Markowitz, the current Director of COSPO, in addition to publishing the 
Community Open Source Strategic Plan (February 1995), has studied the utility of open 
sources in relation to traditional and emerging target sets, and concluded that open sources 
offer their greatest value as gap-fillers and initial orientations against Tier 4 Countries. Tier 
4 Countries are those Third World countries which have not rated coverage by scarce 
classified capabilities, but to which the military must often deploy. 
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In brief, open sources are not a substitute for classified capabilities, bur they can 
provide a valuable foundation and context for rapid orientation of the analyst and the 
consumer, and for the establishment of collection requirements which take full advantage of 
the unique access provided by classified sources. Analysts must be careful about relying 
exclusively on classified sources, especially against Tier 4 countries, because often the narrow 
range of classified sources may mislead the analyst into accepting a narrow interpretation of 
events. 


1005. Knowledge Terrain: The Information Continuum 


The figure below illustrates the "information continuum" which comprises the 
knowledge terrain of the private sector within which each all-source analyst must learn to 
navigate if they are to make the most effective use of classified as well as open sources. 
Appendix B has more detail on private enterprise intelligence capabilities. 


Private Investigators 
K-12 Libraries Information Brokers Government Intelligence 


Universities Businesses Media Defense 


Schools and Universities are a source of both labor (student as well as faculty), and 
data. Mercyhurst College. for instance, which has the only undergraduate degree in the USA 
focused on producing trained intelligence analysts, has its students using open sources to 
produce newsletters on narcotics and other topics of interest to law enforcement agencies. 
Universities across the country--and around the world--serve as “centers of excellence” in 
various areas of interest to intelligence community analysts. Knowing how to access and 
exploit such distributed capabilities can save the analyst time, save the community money, 
and improve support to the consumer. Libraries offer similar opportunities, including the 
Special Libraries maintained by major multinational corporations and international non- 
governmental organizations. 


Businesses maintain a great deal of information, much of it unpublished but available 
for the asking, on both conditions in the countries in which the do business, as well as about 
key personalities. During the war in Southwest Asia, it was businesses which provided the 
most critical information about Iraqi command & control systems, including the detailed plans 
for his instalted communications and computing infrastructure. 


Private Investigators and Information Brokers spend their careers at someone else’s 
expense developing expertise in certain areas and research methods. The Burwell Directory 
of information Brokers, for instance, has specialists worldwide indexed by topic, country, and 
language fluency. They constitute a “ready reserve” for the intelligence analyst. - 


Few people realize that media reporters publish less than 10% of what they know. and 
are often happy to accommodate requests for information “on background". Although direct 


contact by the analyst may not be appropriate, the analyst can use services such as LEXIS- 
NEXIS to identify experts in the media (e.g. the stringers covering Burundi or Somalia) and 
then task appropriate agencies with interviewing these experts along specific lines. Finally. 
analysts should catalogue their counrerparrs in other agencies and governments. 


1006. OSINT and the Military 1 


The figure below illustrates the four warrior classes which confront both the military 
and Jaw enforcement, and heips us understand that the intelligence challenges facing the 
military in the 21st Century require greater and distinct capabilities than those from the Cold 
War. 


GUERRILLA 
Physical HIGH TECH WARS LOW TECH Natural 
Stealth, BRUTES ——————. BRUTES Stealth, 
Precision (MIC/HIC) (LIC) Random 
Targeting Money--Ruthlessness Targeting 
ECONOMIC WAR Power Base | TERRORISM 
Cyber- Knowledge--Ideology Ideo~ 
Stealth, HIGH TECH LOW TECH Stealth, 
Database SEERS —_ SEERS Mass 
Targeting (C3I WAR) CULTURAL (JIHAD) Targeting 
WARS 
————— 


It is Significant that our entire defense establishment, and our entire intelligence 
community. have been optimized over forty years to deal with just one of these warrior 
classes, the high-tech brute. The other three warrior classes represent significant intelligence 
challenges--the criminal, for instance, represents a "low-slow singleton" target which does not 
move high enough or fast enough, or emit enough of a signature, to be detectible by most of 
our space-borne early warning systems. The economic and computer warriors, the high-tech 
seers, represent both problems of jurisdiction, and problems of collection. 


This training does not address policy, doctrine, or acquisition issues. The point of 
this chart is to both illustrate the challenges confronting intelligence analysts as they adjust to 
new targets; and also to make the point that open sources are--fortunately--both plentiful and 
pertinent when attempting to understand the three increasingly threatening warrior classes. 


The information explosion has been a mixed blessing. Although a great deal of 
information about virtually every topic is available for purchase if not for free, the validity 
and utility of much of the information is questionable, and requires both heavy screening-- 


much of which cannot be done by machines--as well as translation and interpretation, All- 
source analysts today are trained to use classified tools and methods, and do not have optimal 
access to open source experts and databases. 


Open source exploitation by DLA and the U.S. intelligence community is certain to 
improve, as this chapter concludes, because of the value of unclassified intelligence in 
support of unilateral information-based warfare, coalition operations, joint civilian-military 
operations, and support to law enforcement operations. 


This chapter does not recommend that all-source analysts spend less time on classified 
sources and more time on open sources, but rather that they leverage private sector collection 
and production capabilities in order to optimize the collection management of classified 
capabilities. 


1007. OSINT and the Military 11 


OSINT can be very important at each of the four levels of intelligence analysis. 
Appendix A provides additional discussion 


At the strategic level, analysts have found that a careful review of open sources, even 
from societies subject to censorship, can provide a sound understanding of political plans and 
intentions. Open sources are especially helpful in forecasting cultural turmoil and providing 
warning of revolution or upheaval. Also at the strategic level, open sources are very useful 
for developing the encyclopedic generalizations needed to develop theater capabilities for 
-multiple contingencies. Finally. open sources are very helpful in orienting both troops and 
the public. 


At the operational level, open sources can help force planning as well as the 
coordination of joint and coalition operations. it is open sources, for instance, which have 
established that the average temperature for expeditionary operations in the Third World is 
80°, with high humidity. Since most aircraft are designed for "warm"days rather than “hot” 
days, this means that their range and lift are significantly reduced. 


At the tactical level, open sources have proven valuable in obtaining commercial 
imagery and related products, including 1:50,000 combat charts with contour lines, for Third 
World areas for which the Defense Imagery Agency does not have digital data or ready 
maps.’ Analysts requiring imagery and tactical maps to support a commander should not 


? Of 69 countries established in 1990 by the USMC as being "high probability" 
deployment areas, DMA had no data or maps for 22 of the countries, old maps for the ports 
and capita) cities only of another 37; and very old maps for the remaining ten countries such 
as Cuba, North Korea, and Jamaica. Overview of Planning and Programming Factors for 
Expeditionary Operations in the Third World (MCCDC, March 1991). 
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hesitate to request commercial imagery. Commercial imagery products also include multi- 
spectral imagery sensitive to heat differences, and automated three-dimensional "fly-by" 
videos of approaches to airfields and landing areas. 


At the technical level, open sources are very important to developing information- 
based warfare capabilities and plans for attack; they are also useful in establishing realistic 
mobility estimates and weapons range and intervisibility (line of sight) needs. 


1008. Militarily Useful OSINT: Two Examples 


Two examples are offered here of how useful OSINT can be, either as the foundation 
for a classified collection effort, or "in a pinch” when classified offerings are non-existent 
and unlikely to be quickly forthcoming. The first example, Somalia, was developed in 
support of a Marine Corps Wargame in which LtGen Zinni requested a post-mortem on his 
performance in Somalia. The individual invited to serve as the United Nations Commander 
for this wargame requested and received the following products via overnight mail: 


-- From Jane's Information Group, a one page map of Somalia clearly demarcating 
the nine clan areas; a one page order of battle for each clan including key artillery and 
mobility systems; and a compendium of one paragraph summaries with citations of every 
major article about Somalia published in any Jane’s publication in the previous two years. 


-- From Oxford Analytica, twenty-two two-page summaries “suitable for a President 
or Prime Minister" covering U.S. foreign policy toward Somalia; UN operations in Somalia, 
and US operations in Somalia. 


-- From The Economist \ntelligence Unit, a country study which, while shallow, had 
valuable insights regarding both the limitations and the fragility of the infrastructure. 


Subsequently, in a second example. Burundi, the Commission on Intelligence 
requested and received, through overnight mail, products similar to the above from Jane's 
Information Group and Oxford Analytica, and in addition: 


-- From Eastview Publications, a list of all immediately available Soviet maps of 
Burundi, with their scale and price. 


— From LEXIS-NEXIS, a listing of the top 25 journalists reporting on Burundi. 


-- From the Institute of Scientific Information, a listing of the top 10 academic 
knowledgeable about all aspects of Burundi. 


Subsequently, it was determined that complete coverage of Burundi was available 


from SPOT Image Corporation, data already collected and stored, from which both 1:50,000 
combat charts with contour lines, and landing point fly-by simulations could be created. 
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1009. Representative Open Sources } 


Contract information for all of the references and organizations discussed in this 
handbook is provided in Appendix D. Most libraries will not have these references or access 
to these organizations--asking them to subscribe or develop support contracts is something 
anyone can do to improve your entire organization’s access to key open sources. 


The British Library specializes in monitoring international publications, and does 
especially well with respect to Africa and Asia, and conferences about both scientific & 
technical topics, and general topics including military matters. They are an especially good 
source now for examining the contents of conference Proceedings, and offer their products in 
CD-ROM. 


Oxford Analytica is unique for having a global network of almost 1,000 overt human 
experts on-call to prepare concise forecasts and situation reports suitable “for Presidents, 
Prime Ministers, and you". They specialize in political-economic reporting. 


A number of directories can help the analyst rapidly identity experts, many of whom 
are not likely to charge for quick informal inquiries. 


-- Specializing in electronic access is the hook Find Ir Fast: How 1o Uncover Expert 
Information on Any Subject. 


-- For rapid identification of predominantly academic experts, the Social Science 
Citation Index and the Science Citation Index are unmatched--they are particularly useful in 
that they provide the expert's address, prior publications, and list of citations by others, 
establishing their peer recognition as authorities. 


-- Government authorities world-wide can be identified, with their full tides, 
addresses. and voice and fax numbers, through Worldwide Government Directories. Also 
available from the same organization is a biographic reference, Profiles of World Government 
Leaders. 


-- Finally. the best private sector information brokers world-wide, with complete 
contact information and indexes identifying their topical and language strengths, can be found 
through the Burwell Directory of international Information Brokers. 


1010. Representative Open Sources I 
International research sponsored by other governments, international non- 
governmental organizations, multinational corporations, and universities has been poorly 


documented in the past; now a new service, ResearchBase, is available which aliows analysts 
to determine if there are projects underway which can be built upon rather than duplicated. 


1) 


The Internet is--like the information explosion which it represents--a mixed blessing. 
Internet resources are in constant motion, and no search path can be duplicated from one day 
to the next. However, a number of entrepreneurs are beginning to offer useful guides. 
Among the three best are the Clearinghouse for Subject-Oriented Internet Resources; the 
Guide to Network Resource Tools; and netguide. 


info-South is an example of how universities can provide distributed database and 
media monitoring services to analysts. This service provides english-language translations of 
key Latin American newspapers, and also biographic profiles of Latin American leaders. 


Business community information can be accessed through the Special Libraries 
Association, over 15,000 corporate librarians, through the publication Inside Information: 
Profiles of Association Libraries and Information Centers. 


Maps are always very useful, both to the analyst developing the all-source product, 
and to the consumer, who often does not know where to go once DMA tells them no maps 
are available. The following two sources are helpful: 


-- Eastview Publications can rapidly identify and obtain maps of the Third World, 
generally down to the 1:250,000 leve] but sometimes better. which were created by the 
Soviet Union. 


-- SPOT Image Corporation has most of the world digitized at the 10 meter scale, 
and from this scale can create 1:50,000 combat charts with contour lines, targeting packages 
for precision munitions, and three-dimensional “fly-by” visualizations of landing site 
approaches. 


Unciassitied photographs can add value to intelligence reports; the archive of DoD 
photographs is now available twough the National Technical Information Service (NTIS); a 
vasi collection of international photographs is available from United Press International. 


1011. Representative Open Services L 


One of the most important changes in the open source world pertinent to the analyst is 
not the dramatic increase in the availability of raw data, but rather the significant 
improvement in the variety and capabilities of open services able to provide value-added 
collection, processing, and production. 


Unlike direct acquisition requests for sources, these services generally have 10 be 
contracted for by the organization before they can be exploited; once a contract is established, 
however, individual analysts can then obtain direct support on demand. 


Academic Journal Monitoring by Uncover Reveal or the Institute for Scientific 
Information allows analysts to receive tables of contents--via fax or email--for various 
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journals of interest, from which articles can be selected for acquisition. 


Commercial online searches can be carried out directly by the providers, such as 
LEXIS-NEXIS or DIALOG, or through intermediaries such as NERAC. The former tend to 
be more efficient at exploiting their own databases, the latter has the advantage of charging a 
fixed price per year. 


Daily current awareness profiles are a very good way of following the international 
media. The profiles generate daily lists of key articles, which can then be ordered if of 
imterest. Besides LEXIS-NEXIS and DIALOG, the two most popular services are Heads Up 
from Individual, Inc., and NewsEdge from Desktop Data. 


Document Acquisition world-wide is something private sector organizations do very 
well. Instead of burdening an Embassy with finding an obscure but essential document, 
organizations such as FIND/SVP can be relied upon. 


Environmental information, of increasing importance to some intelligence consumers, 
* depends heavily on commercial imagery as well as databases of environmental research. 
CIESIN (Consortium for Internationa] Earth Science Information.Network) is among the 
leaders in this area. 


European Economic Research is a specialty of Fuld & Company--specific research 
projects might be best conducted through a preliminary open source effort such a private 
sector company, followed by classified tasking. 


1012. Representative Open Services H 


Grey literature refers to publicly available (non-proprietary) documents printed in 
very limited numbers and generally not available outside the country of publication. 
ACCESS International, and Eastview Publications, are among the best in this area. 


Infrastructure surveys, including "ground truth” photography and surveying, can be 
done by some private sector organizations which employ former SAS (Special Air Service) 
personnel traveling discreetly under tourist or business cover. E2G, a British company, is 
one of the few that is openly available. In the US, BDM Federal specializes in remote 
infrastructure surveys, using legally obtained open sources. 


International investigations, including economic surveys and technical acquisition 
projects, can be carried out by private firms such as Kroll Associates or Parvus-Jericho. 


Refugee debriefings world-wide can be a gold-mine of raw intelligence. 
Organizations such as Rapport Research & Analysis, based in the UK, specialize in 
organizing teams of trained military interrogator-translators in any language, and then 
conducting debriefings in the major international cities where refugees are legally accessible. 
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Third World economic analysis can be contracted to such firms as S]S international. 
which had created a network of host-country business research organizations with special 
strengths in Asia and Africa. 


Telephone Surveys are often a very low-cost means of creating new knowledge and 
obtaining a rapid sense of where a specific topic stands among leading authorities in the field. 
Telephone research is a special skil]-set which includes a sound understanding of how 
professional associations around the world are organized and can be exploited. Risa Sacks 
Associates is one of the top US firms with this unique capability. 


Trade database creation is a specialty of the Monterey Institute of International 
Studies, which is already very well known to the intelligence community for its use of 
graduate students fluent in Arabic, Russian, and other hard languages to create their 
proliferation database. 


Special comment: in the open source world, niche providers outside the beltway are 
generally more capable, and cheaper, than large corporations based in Washington, D.C. 


1013. Intelligence in the Age of Informatioa 


The two major differences between intelligence during the Cold War and intelligence 
today are as follows: 


-- During the Cold War, the enemy was a well-known conventional power with 
nuclear capabilities, and the threat was relatively static over forty years. This led to the 
creation of an intelligence community optimized to do repetitive classified collection against a 
denied area, with a strong focus on major weapons systems with strong electronic and heat 
signatures. Today. as addressed by the earlier discussion of the four warrior classes, the 
threat is much more diverse, and consists of many smaller groups that are more difficult to 
identify. track, and analyze. 


-- During the Cold War, the necessary information for intelligence analysis was 
generally not available through public sources; today much of what is needed to satisfy 
intelligence consumers is available from open sources, and the intelligence community is 
often in competition with open sources reaching the consumer directly. 


Today, analysts must be responsive to their consumer’s desires for intelligence reports 
that are short, fast, and often unclassified, for the latter can then be shared with 
Congressional staff and media as well as the public, and thereby help to influence policy 
change. If is the consumer, not the analyst, who should make the decisions regarding 
preferred length, level of classification, and time permitted for report preparation. 


Classified information, which cannot be duplicated by open sources, represents a 
unique value-added capability--it will be most successful if it builds on open sources, rather 
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than competing with open sources or--worse--ignoring open sources and finding itself out of 
context and under-priced by “good enough" open source intelligence. 


The most successful all-source analysts will develop methods of harnessing distributed 
experts and data in the open source worid; do “just in time” analysis and production that 
supports specific decisions being faced by their consumers each day; stay close to the 
consumer to monitor and add value to the flood of open source reaching the consumer 
directly: and will master the art of integrating unclassified and classified products so as to 
give the consumer added power through more disseminable open source intelligence, and 
added confidence through the unique value-added insights that only classified all-source 
intelligence can provide, 


1014. Changing Role of the Analyst 1 


The traditional all-source analyst has generally been focused in the task of monitoring 
and integrating classified intelligence (HUMINT, SIGINT, and IMINT) reaching their 
classified workstation, and has relied only to a very limited extent on the full range of open 
sources and services available through the private sector. At the same time, because of time, 
resource, and security constraints, the analyst has generally not interacted on a regular basis 
with either their private sector subject-matter counterparts, or their customers. 


There is a growing belief that the role of the analyst must change in this decade, 
moving away from a relatively isolated emphasis on processing hard-copy and electronic 
intelligence into "products" that are then passed anonymously to a generic set of consumers 
through an impersonal broadcast, and toward a much more active--a much more interactive 
role as a manager of people and resources. 


Specifically. since no analyst can hope to master both the flood of classified and the 
flood of unclassitied information, some envision the “reinvented” analyst as a manager of a 
network of overt sources which serve as a foundation (not a@ substitute) for all-source 
collection and production. Such a network, maintained by distributed centers of excellence in 
the private sector, at no expense to the government, could serve as a filter of subject-matter 
open sources, provide “tiger teams” for short periods to develop surge knowledge bases (e.g. 
Somalia, Rwanda), and help the analyst frame key questions which cannot be provided by 
open sources and must be tasked to classified capabilities. 


1015. Changing Role of the Analyst Il 

At the same time, in order to manage and mobilize such a network of overt sources, 
the analyst as a manager of resources must emerge--an analyst that knows who the top 
experts are, and has the authority to hire them "on demand” for very specific and relatively 
inexpensive direct support tasks. 


Although the intelligence community bas received very fine support from a number of 
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major beltway corporations, these corporations have constituted an “outer ring” of 
institutionalized capabilities with the same limitations as the intelligence community itself. 


The envisioned change in the role of the analyst brings with it the possibility of more 
direct analyst control over external research & analysis, with more analyst authority over day- 
to-day direct support contracts with individual experts rather than anonymous institutions. 


The significant advantage of this approach is that the community pays only for what it 
uses, when it is used--this allows the analyst to take advantage of experts whose overhead-- 
whose lifetime of acquired expertise--has been funded by someone else, someone other than 
the U.S. taxpayer. 


1016. Changing Role of the Analyst 111 


Given the vast amounts of open sources that reach the consumer, there is increased 
interest in developing analysts able to serve as a manager of consumer relations, with three 
specific objectives: 


-- to win the consumers confidence on a day to day basis, and 
-- to ensure that the consumer is receiving appropriate decision support daily: and 
-- to monitor and exploit the open sources reaching the consumer. 


It is very important for analysts to understand that consumers have and value their 
own open source connections, and they have and like to pay attention to their own 
departmental analysts. 


The analyst, by developing a very close and constant relationship with their consumer, 
can not only gain access to the open sources that reach the consumer and do not reach the 
intelligence community--but can help the consumer avoid being taken in by open sources that 
might at first glance appear authoritative but which can--with the insights gained from all- 
source collection and analysis—he called :uto question. 


1017. Changing Role of the Analyst IV 


The professional intelligence analyst will always be different from scholars, 
journalists, and other expert commentators because only the professional intelligence analyst 
will have access to classified intelligence sources and classified intelligence tools. 


The professional intelligence analyst that ignores open sources and relies exclusively 
on classified data for their raw input will not be competitive. In contrast to open sources, 
which represent the "information explosion” with all its pluses and minuses, the classified 
sources tend to be very finely focused and to produce narrow slices of information which 
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have to be melded and integrated. 1f you fail to use open sources to provide the context for 
analysis as well as the foundation for estimative intelligence. you will in all likelihood either 
miss the mark, or miss important tip-offs suggesting the need for classified tasking. 


Open source information, therefore, should be seen as a pre-amble to fulfilling the 
analyst's ultimate responsibility as a manager of classified capabilities which iead to the 
production and delivery of an all-source product. 


The role of open source information in the final product is important. At the Central 
Intelligence Agency, the general rule of thumb is that open source data comprises 40% of the 
final all-source intelligence product. Within the Defense Intelligence Agency, the general 
percentage, according to one graduate thesis survey, is 30%. In Canada, according to Mr. 
Ward Elcock, the director of the Canadian Security and Intelligence Service, open sources 
comprise 80% of the final all-source product. 


What this means is that open sources are both a critical element in targeting classified 
capabilities, and also a critical element ia explaining classified information in an all-source 
context. 


Open sources are also very helpful when the analyst has classified sources which 
cannot be shared by the consumer with a specific audience (e.g. international organizations or 
the press)but which confirm the accuracy and utility of specific open source reports over 
others, Although the fact that the intelligence community lends its authority to specific open 
sources differentiates those sources at the time, this -is sometimes the only way to provide 
intelligence in support of certain requirements. 


1018. Overt Human Networks: Some First Steps 


Most analysts know who their counterparts are at the other major intelligence 
agencies, and in the Joint Intelligence Centers (or, for law enforcement missions, the 
Regional Intelligence Centers). However, most analysts have not been afforded the time or 
given the incentive to identify and exploit their subject-matter counterparts in the private 
sector, and have perhaps also been concerned about the security implications of such contacts. 


The analyst interested in evaluating the potential of the private sector to enbance their 
performance as an all-source analyst can take several steps in tura, with increasing 
Management involvement, to achieve a unique status as a "hub" for both open and classified 
sources pertinent to their area of interest. 


First, without engaging in any direct contacts of possible security concern, the analyst 
can inventory the private sector’s capabilities in their area of interest, and rapidly establish a 
listing of key people--academics, journalists, business experts--who have something to 
contribute. At the same time, the analyst can inventory the availability of geographic 
information for their area of responsibility—as a former Director of the Marine Corps 
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Intelligence Center told the Council of Defense Intelligence Producers in 1992, "1 don't care 
how much order of battle data you give me, if 1 cannot plot it on a (1:50,000) map, it is 
useless to me.” 


Jane’s Information Group. which publishes both Jane's Intelligence Review and the 
SENTINEL series of Country Reports, also has an online database, and the capability to 
prepare special reports containing the 80% of the information they have about a country, but 
cannot publish for a variety of reasons including source protection. 


Once the analyst has a good sense of who the top people are that might be of service 
as a personal network of overt sources, a few of these can be selected, and a specific plan 
proposed to management which seeks to fund individual familiarization meetings, possibly an 
exchange of unclassified data, and contingency arrangements for on-call support when 
tequired by a contingency. 


Sponsorship of inter-agency subject-matter conferences, including an unclassified day 
with external experts, is a good way for the analyst to position themselves as focal points for 
voluntary information sharing. 


1019. OSINT Among Selected Allies 


in general, other intelligence communities are not any better off than the U.S. 
intelligence community with respect to open source exploitation. However, a number of 
them illustrate how improvements might be made in our own future endeavors. 


Canada has gone on record publicly, stating that 80% of its all-source product comes 
from open sources; Canada is also a leader in doing unclassified strategic intelligence 
production which is receiving wide circulation and praise because it can be shared. 


israel has perfected the utilization of host-country information brokers, and 
exploitation of local laws such as the U.S. Freedom of Information Act, to obtain great 
quantities of information at almost no cost. 


The United Kingdom, influenced by the open source movement within the U.S. 
intelligence community, has leaped ahead with the first public tender (Request for Comments) 
for an Open Source Information Center for the Ministry of Defence. 


The United Kingdom Open Source Information Center is especially important because 
it could serve as a model for the United States of America, the other partners in the North 
Atlantic Treaty Organization, and the United Nation. An initiative to develop a center of 
expertise at the Joint Analysis Center (Molesworth) would be especially useful as a vehicle 
for linking United Kingdom and U.S. open source acquisition programs in the military arena. 
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1020. OSINT In Asia 


In Asia there are several examples of strong approaches to open sources as a 
foundation for both national security and national competitiveness. 


Australia, and specifically the Defence Intelligence Organization, has collected a 
significant amount of open source information on Papua New Guinea, the Spratley Islands, 
and other areas of interest to the U.S. Pacific Command, but they have no focal point for 
open source burden sharing. 


Japan relies heavily on its private sector, notably the trading companies, for its open 
source collection, with a stated daily collection of 6,000 newsprint-size pages. Japan has also 
perfected "dissemination trees" in which each major organization collecting open sources 
from other countries--whether in the government or in the private sector—has roughly sixty 
other organizations to which copies are immediately routed. 


Singapore relies primarily on open sources, and focuses heavily on economic 
intelligence. As a major banking center in its own right--and the likely base for those who 
choose to leave Hong Kong once it is turned over to the Republic of China, Singapore 
understands the value of providing its business community with a robust information 
environment. The National Computer Board (NCB) has representatives in every government 
department and is rapidly integrating all government databases. They will do the banks next- 
-focusing on encyclopedic marketing information--and then elements of the private sector on 2 
voluntary basis. 


Taiwan has not been adequately studied, but it should be high on our list of countries 
to be observed hecause in Singapore, Taiwan is considered the "model" for open source 
coliection. 


1022. OSINT in Europe 


France is actively orchestrating economic intelligence collection and education. In 
1993, after the publication of the book Friendly Spies, and coincident with the privatization 
of a number of key French companies, the Prime Minister directed increased focus on the 
utility of open sources of intelligence. A conference was sponsored in October 1993 at which 
General Heinrich, then Director of Military Intelligence, and several other authorities 
including the leading U.S. advocate for open sources, made presentations to 300 leaders from 
across France on the subject of reinventing intelligence and using open sources. The 
government continues ‘to play a strong role in organizing economic and information strategies, 
and in encouraging economic intelligence education. 


The Netherlands has reorganized its collection to make open sources co-equal with 


technical and clandestine collection; uses a task force approach to analysis that beings with 
open sources; and optimizing its exploitation of the Internet by having specialists do 
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centralized discovery of Internet resources, while analysts do the decentralized exploitation of 
the resources once specifically identified. 


Sweden, although small, has optimized its performance in science & technology by 
coordinating government, business, and academic collection of open sources through an 
informal committee called the Swedish Open Source Coordination Forum. The Swedish 
goverment is considering the "privatization" of the existing scientific & technical attache 
service, motivated largely by the need to decrease government spending. Swedish scientific 
& technical attaches have been aggressive about patrolling the Internet in search of both data 
and points of contact. 


1022. OSINT Within DIA 1 


The Program Manager for Open Source Intelligence within the Defense Intelligence 
Agency is Ms. Alice Cranor, whose contact information is provided here. She serves as the 
DIA representative to the Open Source Council, which is the advisory body formed to 
support the Community Open Source Program Office (COSPO). Each agency and service 
has a single representative to the Council. In addition to an agency-level focal point, every 
branch within DIA has an OSINT focal point. 


The only survey to date of open source intelligence exploitation within DIA was 
completed in August 1995. "Open Source Intelligence: An Examination of \ts Exploitation in 
the Defense Intelligence Community", by Major Robert Simmons, USA, is a Joint Military 
Intelligence College thesis which surveyed ali analysts in DIA and its two production 
elements. the Armed Forces Medical Center and the Missile and Space Intelligence Center. 


Maj Simmons’ findings are shown here: 


Less than 30% input from open sources 
-- Such open sources as are used come through SAFE trom FBIS 
-- Most analysts do not have Internet access 


-- Most analysts rarely discuss issues with external experts 


Most analysts are not aware of other open source resources 

-- Most analysts are generally satisfied with their level of access to open sources 

Maj Simmons’ concludes that the analytical components of DIA are generally "ill- 
prepared and ill-supported to make full use of any information outside of the small, restrictive 


and limited domain of classified intelligence sources. The cultural attimde at DLA generally 
reinforce(s) using classified information as the first and last stop in the analytical process and 
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open sources are used rarely to fill the gaps. The result is an intelligence product limited in 
its scope and overly expensive." 


1023. OSINT Within DIA Il 


Although the thesis results are negative with respect to existing DIA practices, and 
funding constraints do not appear to offer significant relief in terms of new initiatives to 
exploit open sources in support of military intelligence, there has been a significant increase 
within DIA of appreciation for the potential of open sources. 


Maj Simmons’ thesis concludes with these findings: 


-- Tier 3 and 4 countries, where there is a very high probability of U.S. military 
involvement in contingencies, are not covered by established classified collection priorities. 


Almost all of the countries of concern to the Marine Corps, as defined in the 
Expeditionary Force Mission Factor Intelligence Analysis Requirements Study (Marine Corps 
intelligence Activity. 15 September 1994), are Tier 3 and 4 countries. In addition to a lack 
of encyclopedic intelligence, there also exist severe shortfalls in mapping, charting, & 
geodesy (MC&G) data needed to produce 1:50,000 combat charts for combined arms 
coordination and ground maneuver. Fortunately, commercial imagery, including 10-meter 
resolution imagery from SPOT Image Corporation, is capable of providing 1:50,000 maps 
with contour lines within hours or days--HOWEVER such commercial products still require 
assistance from classified capabilities orchestrated through the Defense Mapping Agency in 
order to integrate "ground truth” precision points needed to ensure the accuracy of the maps. 
as they are to be used for coordinating combined arms fires.* 


1024. OSINT Within DIA Ill 


Continuing with the conclusions from Maj Simmons” thesis: 


3 Two major surveys have been done in recent years of MC&G short-falls in the Third 
World. The first was done by the Special Operations Command (J-2) in 1987-1988; and the 
second, focusing specifically on expeditionary contingencies, was done by the new Marine 
Corps Intelligence Center (now Activity). The Marine Corps Study. published as Overview 
of Planning and Programming Factors for Expeditionary Operations in the Third World 
(Marine Corps Combat Development Command, March 1990), found that of the 69 countries 
of concern to the Marine Corps, there were no combat charts at ali for any portion of 22 of 
the countries; old combat charts for ports and capital cities only—not for maneuver areas--for 
another 37 countries; and very old combat charts for the remaining ten countries where 
higher priorities has permitted full coverage at one time--countries such as Cuba and North 
Korea. 
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-- OSINT is often the only resort in the early stages of a crisis, and critical in support 
of rapid-response planning for deployment--it should be noted that commercial imagery and 
1:50,000 combat charts with contour lines from commercial imagery can be obtained within 
hours or days of demand. 


-- Private sector publications such as those produced by Jane’s Information Group 
often provide defense intelligence analysts with their first tip-offs on weapons modifications 
and sales. 


-- Open sources serve as valuable tip-offs about national leaders’ inteations, since 
actions are often justified in advance to their public through the press. 


-- The majority of Third World terrorist information is obtained from FBIS and wire 
services (proliferation specialists say the same thing) 


-- OSINT is essential when unclassified products are needed for coalition operations 
or briefings to uncleared Congressional members and staff. 


What is the bottom line here: improved exploitation of OSINT as part of the all- 
source product is not going to be driven by top-down directives, but rather through bottom-up 
initiatives. Every analyst must understand the value of open sources, and the range of open 
sources and services available to support their subject-matter production requirements. 
Through a concerted effort hy all analysts to request funding for access to open sources and 
services, defense intelligence will gradually be revitalized. 


1025. OSINT and the All-Source Product 


Concluding in this vein, recognizing that the analyst is the focal point for change in 
how we prepare the all-source product, this chapter suggests that each analyst must: 


-- Strive to understand the information continuum and how private sector subject- 
matter experts and databases can provide direct support to the all-source process; 


-- Develop a personal "map" of open source experts of possible value, including 
complete contact information. This is something which can be done without direct contact, 
as a pre-amble to securing management and security approvals for interaction. 


-- Submit specific proposals to management for employing specific experts in specitic 
ways to enhance the all-source intelligence product; and finally, 


-- Work with security to establish comfortable ground rules for both planned and 


spontaneous contacts and unclassified information exchanges with external experts who will 
rarely have--or accept--security clearances. 
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The imtelligence analyst is the critical linch-pin for reinventing the intelligence process 
and fully integrating open sources as a foundation for the all-source product. Those analysts 
that fully understand open sources, and develop proposals for exploiting open sources, will 
find themselves able to manage networks of overt open sources, able to justify and to manage 
modest resources to mobilize those open sources on demand; able to significantly improve 
their management of consumer relations and their exploitation of open sources reaching the 
consumer directly; and able to dramatically improve their management of classified 
capabilities, both in collection and production. 


Open sources are pot a substitute for classified sources--they are an essential and 
valuable foundation for making the most ‘of our scarce classified capabilities. 
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Chapter 2 
ACCESS: INTELLIGENCE IN THE AGE OF INFORMATION 
2001. Purpose of the Chapter 


The purpose of this chapter is to present a more in-depth look at why open sources are 
critical to the all-source analysis endeavor, and how all-source analysts can optimize their 
exploitation of open source information. 


Included in this overview will be: definitions distinguishing between data, 
information, and intelligence; discussions of how the art of intelligence is changing in the 
face of the “information explosion", the four kinds of information categories that an all- 
source analysts can consider accessing, and the three elements of information value; a 
discussion of the nine levels of open source information; an examination of possible 
collection management strategies which integrate open sources into the all-source collection 
management task and exploit windows of opportunity in which material is available in open 
sources just prior to being classified or censored; discussion of the four major consumer 
groups and their intelligence productions needs in relation to open sources; an examination of 
the four “warrior classes" and how open sources apply to intelligence analysis of each; 
discussion of the four types of overt human sources the analyst will encounter; an 
examination of how open source intelligence (OSINT) can help conserve scarce classified 
resources, and how a national information strategy can increase the amount of open source 
information available to the defense intelligence community; and concluding comments on 
optimizing OSINT. in the all-source analysis process. 


2002. Definitions 


For the purposes of this chapter, the following definitions are reviewed. This 
is a review of definitions provided in Chapter 1. 


-- Data is the raw print, image, or signal. Data can be classified, as in a technical 
intelligence signal intercept, or unclassified, as in a report from the Foreign Broadcast 
Information Service (FBIS} on a public television report. Please note that open source data 
includes commercial imagery such as is available from SPOT Image Corporation, and trom 
which 1:50,000 combat charts with contour lines can be quickly constructed. 


-- Information is data that has been collated, processed, in order to produce a report 
that is of generic imterest. Information can be multi-media, with integrated graphics and 
imagery, or simply a print report including interpretation of imagery. 


-- Intelligence in this context is used to distinguish those products which tailor 
information in order to support a specific decision by a specific customer. 
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These definitions are important hecause the analyst will often deal with consumers and 
with questions where the best answer is an unclassitied answer. The all-source analyst must 
avoid falling victim to the concept that only a classified answer has authority. The fact that 
the all-source analyst has access to classified information is what lends a special credibility to 
their selection of an open source and their provision to the consumer of an unclassified 
answer. 


Intelligence consumers have important political and public responsibilities which 
frequently require candid discussions of “the threat” or "the situation” with individuals who 
are not authorized access to classified information. To the extent that the all-source analyst 
can provide the consumer with credible unclassified intelligence, the analyst will be 
facilitating the intelligence consumer’s policy tasks. 


2003. New “Rules of the Game" 


As the defense intelligence community moves away from focusing almost exclusively 
on the former Soviet Union and "denied area" intelligence, the all-source analyst is faced 
“with requirements from new consumers, about threats and situations in the past which 
previously did not warrant all-source collection and production. Examples of such old bur 
now More important intelligence problems include proliteration, terrorism, transnational 
crime, environmental! threats, and economic fatelligence, 


Here are four new “rules of the game”: 


-- The National Foreign Intelligence Board has stated for the record that open sources 
comprise 40% of the all-source product, at a cost of Jess than 1% of the National Foreign 
Intelligence Program. For some intelligence problems, such as proliferation, and for some 
allied intelligence services such as the Canadian Security and Intelligence Service, open 
sources comprise 80% of the all-source product. 


- The private sector has most of the real experts for those problems which are 
not traditional intelligence concerns. The Vice President has spoken about the need to 
“harness the distributed intelligence of the Nation". The all-source analyst needs to identify 
and exploit experts in the private sector and experts in allied governments. 


- Although electronic sources are fashionable, and most defense intelligence 
analysts rely almost exclusively on open sources collected by the Foreign Broadcast 
Information Service and delivered to their desktop workstation by the Secure Analysts File 
Environment (SAFE), in fact most open sources are in hard-copy. in a foreign language, and 
not available on the library shelves. Analysts must consciously define their open source 
requirements and set in motion the process to acquire the necessary open source material. 


-- Analysis can no longer afford to do "just in case” collection and production. The 
demands on analysts are so extensive--almast overwhelming--that only a “just in time” 


approach will permit them to satisfy consumers. This is especially true hecause information 
changes so quickly, that old archived information is usually overtaken by events. Analysts 
will do better going out to distributed databases at the last possible minute, and then 
integrating recent classified collection into their all-source product. 


2004. Four Information Categories 


The all-source analyst should understand that there are four information categories, 
and the relative cost and degree of difficulty for exploiting each category. 


-- Open Source Information is legally and ethically available, at a low cost. The 
analyst that fully exploits open source information to establish a foundation for their all- 
source product can generally improve their understanding of the problem and its context at a 
low cost, and can often reduce requirements for classitied collection. 


-- Open Proprietary Information, can be Jegally and ethically obtained, but require a 
moderate cast to commission reverse engineering studies to extract the information from the 
product. This is a good alternative to riskier and higher cost espionage intended to steal the 
information trom within the target organization. Examples: buying a French missile to study 
the missile guidance software and hardware, buying Russian imagery to calculate their 
overhead technical capabilities. 


-- Closed Proprietary Information is only available from within the secure areas of 
the target organization, and requires espionage, at high cost, to obtain. Some intelligence 
services use private sector investigative agencies to obtain such information, under the guise 
of industrial espionage--a form of false flag operation. Examples: stealing source code for 
major computer applications; stealing designs for delicate machinery used to create scientific 
& technical instruments. 


-- Classified information, collected by spies and satellites, is very expensive, and in 
the cast of Human Intelligence (HUMINT), often very risky. It does, however, have a very 
special value to the all-source analyst as its accuracy and reliability is high--this is especially 
the case with Signals intelligence (SIGINT) products. 


As analysts are thinking about an intelligence problem, they can benefit by drawing 
four circles around the problem definition. The outer circle, the largest, is the open source 
information domain. The analyst can annotate what open sources might offer insights to the 
problem. The next two circles moving inwards are open proprietary information and closed 
proprietary information. Finally, the smallest circle, classified information, can he annotated 
to show what precise and specific collection could help the analyst complete the intelligence 
puzzie. Using this method will help optimize the contribution of low-cost open sources while 
focusing demands on classified capabilities. 
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2005. Information Value 


Here we want to consider the three elements which--taken together--comprise the 
value of information. Each is important because each can help the all-source analyst think 
about their collection management and production processes. 


The raw content, a specitic document, is often easy to obtain once it has been 
identified, but not so easy to identify. Any analyst who has ordered a commercial online 
search and received a listing of thousands of documents, with no means of sorting through 
them to determine relevance to the problem, will understand how difficult it can be to 
identify exactly the right document. Resources are scarce, and it is not cost effective to 
collect all possible documents and then review al! personally. Analysts need to work closely 
with librarians and other open source collectors to refine the inquiry as much as possible. 
Ofien, the best way of refining the inguiry is to consuls a private sector expert--such as a 
defense industry expert--who is fully familiar with available conient. 


The context within which specific content can and should be evaluated is often 
overlooked. For lack of both background and time, the analyst may not realize that specific 
cultural or political conditions give the content a meaning different from that which it might 
have in a U.S. context. Again, consultation with a private sector expert--perhaps including a 
reputubic journalist or a businessman resident in the area of interest--is often the best means 
of rapidly coming up to Speed on context. 


Finely. we have timeliness. Analysts need to be sensitive to the fact that Foreign 
Broadcast Information Service reporting, while it contains value-added commentary, often 
arrives two to three weeks after it has been published. Internet news sources and commercial 
online services ate more timely. "Near real time” media monitoring may not always be 
necessary. but analysts should consciously evaluate the timeliness with which they are 
receiving open source (and classitied) information, and take steps to improve timeliness when 
it is important two the accuracy and relevance of their all-source intelligence production for the 
intelligence consumer. 


2006. Opes Sources 


Here we briefly review nine levels of open source information. Future chapters in 
this course provide more detailed examination of sources such as the Internet. 


The Internet is largely "free" once access is obtained, but analysts have to remember 
that "you get what you pay for". The reliability of Internet sources varies widely, and 
exploration: of the Internet is very Jabor intensive, and can be misleading. For instance, 
analysts accessing the Internet through America Online or Compuserve need to know that 
they are seeing only those Internet sites pre-approved by their service provider. 


Commercial online services are very useful, but represent the tip of the knowledge 
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iceberg. 11 is also critical for analysts to understand that commercial online services have 
different kinds of access and are not equivalent to one another. A CIA study found that of 
all the journals of interest to their analysts, one fifth were accessible through LEXIS-NEXIS 
(generally trade publications), one fifth through DIALOG (generally academic publications), 
one fifth through other online services (such as specialty scientitic & technical publications), 
and rwvo fifths were not online (such as Third World publications). Therefore, a collection 
Strategy which mixes and integrates the different online services with hard-copy document 
acquisition is most likely to be successful. - 


Limited access electronic databases, such as are maintained by universities, industrial 
associations, or businesses, can over time be identified, and access gained through formal or 
informal contact. Here again, overt human contacts are your best means of identifying 
pertinent databases that are nor in the public domain but are accessible. 


Published literature and "grey literature " (limited edition publications) are the more 
commonly recognized mainstay of the open source world. Do not overlook foreign language 
materials. The Burwell Directory of Information Brokers will help the analyst identify 
professional searchers who speak a foreign language and are familiar with specific topics such 
as aerospace or nuclear proliferation. 


Speeches and briefings are often overlooked as critical sources of "tip-off" on changes 
in policies and capabilities. In addition to LEXIS-NEXIS searches for media reports on such 
speeches, organizations such as The British Library carry conference Proceedings. Finally. 
direct interviews and sponsored external research complete the list. 


2007. Collection Investment Strategies 


Realistically, the analyst is Jargely dependent on classified information that reaches 
their desktop workstation or their desk in hard-copy, and on such open source information 
that reaches them through SAFE, The analyst is also constrained hy security and 
procurement processes that limit their ability to directly access external open sources 
including overt human experts. 


Over time, we can expect progress in developing more direct access options for the 
analyst. In the interim, analysts can engage in several collection investment strategies where 
they allocate their time as a means of optimizing open source contributions to the alJ-source 
product. 


First, analysts--in their role as collection managers--should pay heed to the words of 
Mr. Paul Wallner, the first Open Source Coordinator (and a member of the DIA senior 
executive service), who says that “open source should be the source of first resort". 
By focusing first on what is available through open sources, analysts will more quickly come 
up to speed on both content and context. 
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Second, analysts--in their role as resource managers--must recognize that it takes time 
to develop new forms of access, and that when they identify promising open sources which 
can contribute to the all-source intelligence production process, they should document their 
findings and make a business case for allocating funds to maintain access to such sources. 
Generally such resource planning must occur a year in advance of funds being obligated. 


One investment strategy--initially addressing only how an analyst spends their time but 
ultimately suggesting how dollars might be allocated--would have the analyst spend twenty 
percent of their time identitying and analyzing open source information. It is important to 
note that because of the broadness of the open source environment, and the facility with 
which open sources can be exploited, a 20% investment of time or dollars yields dividends in 
excess of the investment, on the order of 50% of better of the contribution to the alJ-source 
product. 


OSINT is well-suited to be the foundation for classified collection management 
through its provision of encyclopedic and contextual knowledge. However, classified sources 
Thust be used, and the analyst must create an integrated all-source product. 


2008. Windows of Opportunity 


One of the interesting realities about scientific & technical intelligence which has been 
noticed by expert analysts over time is that often, critical information is published in open 
sources for a time before it is suddenly classified. 


"Secrecy" is in reality an administrative classification of information. Analysts should 
be alert to precedent knowledge as a foundation for targeting classified capabilities agai. 
programs that have suddenly become classified. Censorship is in fact an excellent “tip-off” 
that a body of knowledge is now being exploited for military purposes. 


Pre-publication opportunities for collecting knowledge directly from overt human 
sources are especially valuable, since “secrecy” tends to be imposed on written information 
rather than inherent knowledge. If an analyst cannot obtain approval tor direct access to 
foreigh scientists and observers, the analyst might consider developing an external research 
contract with key academics whose foreign travel and attendance at conferences can he 
funded. There will be significant regulatory guidance on what is permitted, and close 
coordination with established HUMINT agencies will be required, but the analyst can serve as 
a catalyst for targeting specific kinds of knowledge before it is published. 


Pre-recognition of emerging knowledge areas is also a worthwhile analytical focus. 
Using citation analysis and bibliometric studies from such unique sources as the Institute for 
Scientific Information is a very good means of rapidly identifying clusters of knowledge 
experts and new trends in their relationships to one another. Bio-technology, for instance, 
could he anticipated by an analyst observing increased cross citations between biologists and 
computer scientists. 
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In the final analysis, there is no substitute for peer contact. Analysts must strive tw 
identify, get to know, and interact professionally with their counterparts in the private sector, 
for these individuals are funded full-time by their institutions to follow the topic the analyst is 
interested in, and can often provide short-cuts and direct access to information that would 
otherwise take weeks or months to identity and exploit. 


2009. Collection Management 


There are a number of influences on how classified collection capabilities are actually 
managed, and analysts need to be aware of the relative priorities and the inevitable gaps in 
coverage. 


Tier One and Tier Two targets (e.g. Russia, China, Germany) will generally receive 
solid coverage but occasionally require emphasis or follow-up. It is important to note that 
just because a target is receiving a Tier One or Tier Two priority, this does not mean that 
classified sources are providing comprehensive coverage. Open sources can provide 
invaluable additional information including contextual knowledge. 


Tier Three and Tier Four targets (e.g. Somalia, Burundi, Haiti) will generally not 
receive in-depth coverage. and the analyst wil] have to be very specific about their 
requirements. It is possible ta request a temporary increase in priority for an important “gap” 
in knowledge about the target. Open sources can be especially helpful in providing “tip-off” 
information and contextual information which will help the analyst make a case for a 
temporary increase in priority against a specific aspect of the target. 


“Needs-driven" intelligence production, which is to say production that responds to 
direct Tequests from the intelligence consumer, is under scrutiny from Congressional statt 
hecause they are presuming that such requests are being communicated outside the existing 
priorities management system, Analysts need to exercise care and have the support of their 
managers when fulfilling “opportunity analysis” requests. Here, however, open sources will 
often provide a cheap and quick means of giving the consumer "good enough" intelligence 
without tasking classified capabilities. : 


Traditionally, consumers talk to analysts, afialysts talk to collectors, and collectors talk 
to or examine sources. This is the “linear” paradigm for collection management. 
Increasingly, as open sources become more useful to intelligence consumers, and security 
obstacles are gradually eliminated, a new paradigm is utilized, the “diamond paradigm". 
This means that consumers, analysts, collectors, and open sources can and should talk 
directly to one another, as a means of improving communications, avoiding 
misunderstandings, and getting “real time" answers from the source to the consumer. 


The bottom line for analysts in the open source world: the more overt human sources 


you can develop in your field of expertise, the more ACCESS you will have to useful 
OSINT. 
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2010. Four Major Consumer Groups 


In developing their research plans and thinking about how to craft their all-source 
products, analysts can benefit from an understanding of the four major intelligence consumer 
groups, each of which has a different “level of analysis” interest. 


At the strategic level, departmental consumers are concerned with strategic 
generalizations and with the plans & intentions of their counterpart leaders across the board, 
in all regions. For example, if an analyst were to examine all of the countries where the 
contingency employment of U.S. troops is likely in the next few years, they might find that 
all of the countries less one or two are characterized by very high temperatures and humidity. 
This is an important strategic generalization because it impacts on aviation capabilities by 
reducing the amount of lift and the range of aircraft. Departmental planners can thus benefit 
from understanding that their “average” aviation capability in most contingencies will be less 
is assumed by doctrine. 


At the regional level, theater commanders and their staff need regional generalizations 
and detailed mobility studies. For example, very few operational staffs will focus on port 
clearances (the deepest ship draft), the location of the five fathom line (critical to naval 
gunfire support), or the distance of the Embassy trom the five fathom fine (which determines 
it CH-46's can get there and back without Forward Area Refueling Points). Analysts able to 
draw out such generalizations wil] be able to provide a regional intelligence model that is 
very useful. Most of this information is available from open sources. 


At the tactical level, mission area specifics and demographic and cultural studies are 
helptul. Most of this information is available from open sources, and in the case of 
demographic and cultural information, is often available only from open sources. 


At the technical level, in addition to mission area specifics, it is helpful to develop 
realistic assessments of the degree to which both friendly and enemy capabilities are 
supportable by their respective logistics and intelligence capabilities. 


There is no “schoolbouk" solution for how to shape an intelligence analysis product in 
relation to the likely consumer, but if analysts are sensitive to the “Jevel of analysis” that 
their consumer requires, they can provide intelligence products which are more meaningful 
and which reduce the burden on the consumer to sift through products. 

2011. Intelligence Production 


Continuing our discussion of the "level of analysis", here we can see that open sources 
have a great deal to contribute to the all-source product at each level. 


At the strategic level, much of the information about military sustainability, including 
the availability of fuel, water, and rations, can be obtained through analysis of open sources. 


31 


The analyst that understands history and geography can exploit open sources to establish a 
good sense of how geographic location and civil allies might influence plans and intentions. 


At the operational level, open sources are not only vita], but often more pertinent than 
classified sources when studying military availability, geographic resources, and civil 
instability. Jane’s Information Group is regularly credited by analysts with providing “tip- 
offs" on new weapons acquisitions. A sound understanding of geographic resources can help 
analysts interpret various scenarios, some of which may not be supportable (or may be driven 
by) a lack of resources such as oil. - Civil instability is especially understandable through open 
sources. One Department of State analyst, studying the possibilities for instability in Iran in 
the event of the leader's death, found that clandestine sources tended to reflect the biases of 
the sources, all former officers under the Shah, and that local newspapers, despite censorship. 
were provided the most accurate sense of the situation. Foreign language skill is essential ro 
derive the fullest possible benefit from open sources. 


At the tactical level, while military reliability (troop training, equipment maintenance) 
is best established through classified sources, open sources offer a great deal.- Here it is 
“important to understand that organizations like Jane’s Information Group have a great deal of 
information about military reliability that they do not publish, but which is available on 
demand. Geographic terrain, particularly for the bulk of the Third World for which the 
Defense Mapping Agency does not have data, can be studied through commercial imagery. 
Very few people in Washington realize that 10 meter commercial imagery is adequate for the 
production of 1:50,000 combat charts with contour lines, as well as simulated three- 
dimensional fly-bys. SPOT Image Corporation can provide these products for anywhere on 
earth within 24-72 hours. 


Finally, at the technical level, open sources are especially useful in evaluating the civil 
infrastructure, including the telecommunications, power, and financial networks. 


2012. Target Categories 


Each area of operations is likely to have a mix of four different kinds of "warrior 
class“ which must be studied. These distinctions are provided in order to help the analyst 
broaden their effort beyond standard order of battle information, and to emphasize the utility 
of open sources in understanding non-traditional capabilities. 


The traditional opponent which the U.S. has prepared for is the “high-tech muscle” 
warrior, represented by most of the Western allies and such major powers as Russia and 
China. This also includes powers such as Iraq which have invested heavily im expensive and 
sophisticated mobility and weapons systems. Existing classified callection capabilities are 
best suited for studying this warrior class, as the military systems generally emit heat or have 
clearly recognizable electronic signatures. 
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The next most understood warrior class, the “low-tech muscle" warrior, is generally 
associated with low intensity conflict scenarios. This warrior class is very difficult to track 
using existing classified capabilities because it represents the “low slow singleton" problem. 
This class of wasior utilizes single human couriers, Cessnas, and unsophisticated means of 
communications which do not lend themselves to interception. Surprisingly. open sources 
turn out to be useful against this class of warrior. The best example of a “success story” is 
found in the Southern Operations Command, which worked with the Los Alamos National 
Laboratory to obtain, translate, and study Latin American newspaper articles about drug 
activities in Latin America. SOUTHCOM discovered that Latin American investigative 
journalists are very good and provided complex reporting on the relationships between drug 
cartel members, the supply routes, the arrival of precursor chemicals, and a wide variety of 
other useful information. 


The least understoud warrior class is the “low-tech brain" represented by Islamic 
fundamentalism, for example. This is a warrior class for which open sources are the only 
viable means of understanding its plans and intentions. However, the open source materials 
to be mastered are so voluminous, and almost always in a foreign language, so that this 
becomes a very labor-intensive activity. Against this kind of problem, overt human experts 
in the private sector often offer the shortest route to insights. 


Finally. the “high-tech brain" warrior class, now very popular as we. think about both 
information wartare and economic warfare....here open sources play a very important role. 
Examples include hackers, electronic bank robbers, and industrial spies. 


2013. Types of Overt Human Sources 


The purpose of this chapter is not to over-generalize of to categorize all human 
sources into four groups, but rather to stimulate analyst consideration of what biases and 
accesses might be represented by any particular overt human source whose written or verbal 
wark they are integrating into the all-source product. These generalizations are offered for 
discussion purposes only! 


These categorizations are drawn from a French source with a strong background in 
clandestine intelligence, who has spoken publicly on open source intelligence methods. 


“Ivory Tower” academics, irrespective of their cuJtural backgrounds, tend to quote 
one another and to focus on abstract aspects of a problem in isolation from political and 


economic realities. 


“Band-Wagon" journalists, always following the latest story, have a tendency to write 
about whatever the latest trend is, whatever the latest "spin" is on a story. 


"Mainstream" operators are bound by their instiqutional or political loyalties to cite the 
conventional] wisdom, 
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“Up and coming" leaders are the best source for tip-offs on emerging trends and plans 
and intentions, because they are change agents and more likely to put forth innovative and 
controversial ideas. 


In evaluating the range of open sources that can he collected and integrated into an all- 
source product, the analyst might wish to consider each open source document with respect to 
the above four categories, and then to search for open source materials from those categories 
that are nol yet represented. In this fashion, a “collage” of opinion can be charted which is 
more likely to offer insights, and to provide a solid context for the integration of classified 
intercepts and other classified materials. 


2014. OSINT As A Resource Saver 


Apart from its value as “content”, as part of the all-source solution, open sources offer 
significant savings when they are used to avoid waste and unnecessary tasking of classified 
intelligence capabilities. It is sensible to avoid sending a spy where a schoolchild can go. It 
is also sensible to understand that intelligence products which limit themselves to classified 
sources are likely to miss important contextual knowledge and perhaps suffer from serious 
misperceptions. 


Open sources can be the foundation for establishing a more efficient and more focused 
classified collection management plan. Open sources can be a means of satisfying 
. intelligence consumers with “good enough" answers that avoid tasking classified systems at 
all, Open sources can be supportive of classified collection targeting, by helping the analyst 
identify specific human, communications, and organizational targets so that classified 
capabilities can be “pin-pointed”- 


Mr. Keith Hail, Director of the Community Management Staff, coined the term 
“ASK-INT" when he was a member of the professional staff of the Senate Select Committee 
on Intelligence. Too often, he noted, classified capabilities were tasked to obtain information 
that could be had for the price of a telephone call. Naturally there will be times when the 
analyst does not wish to reveal imterest in a topic. but there are means for asking open source 
questions through contracted private sector parties at a lower cost than would be incurred 
when assigning the question to classified capabilities. 


In the signals intelligence arena, open sources have proven to be extraordinarily useful 
in monitoring conditions across entire nations and in specific areas of interest such as the 
political and economic arena. For example, analysts tracking regional newspaper stories and 
editorials can form very accurate impressions about stability and changes in political power. 
Open sources also pravide very valuable information about telecommunications networks (for 
example, the exact location and nature of power plants, telephone switching stations, and 
satellite downlinks) which can be used to target classified capabilities. 
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in the imagery arena, commercial imagery is now available at 10 meters resolution 
trom SPOT Image Corporation, and 2 meter resolution from the Russians. A variety of other 
commercial imagery providers are emerging. some offering 1 meter resolution imagery 
capabilities. Low cost commercial imagery, and maps, are a very important resource saver. 


2015. National Information Strategy 


The national and defense intelligence communities are part of a much larger 
information continuum, discussed in Chapter 001. One of the challenges facing our Nation 
as it enters the Age of Information is that of fully exploiting open sources, and ensuring that 
the broadest possible range of open sources are available to the national and defense 
intelligence analyst. . 


The Defense Information Infrastructure (Dil), the National Information Infrastructure 
(NII), and the Global Information Infrastructure (G11) are pan of an innovative and 
comprehensive effort by the current administration to develop increased connectivity across 
all sectors of the information continuum. 


As the Vice President of the United States of America has noted on many occasions, 
the N11 seeks ta “harness the distributed intelligence of the Nation". What this really means 
to the professional intelligence analyst is that new means are being developed which will 
allow the analyst to access distributed centers of excellence where overt human experts and 
unclassified electronic databases are maintained. This is helpful to the intelligence 
community because it enables exploitation of expertise that has been funded by the private 
sector. 


Sull lacking for the intelligence analyst is an inventory of such centers of excellerice 
as they apply to the needs of the various functional area specialists. In the interim, each 
analyst must attempt to identity such centers on their own, and to then work with the library 
and other collection channels to develop regular actess. 


An opportunity exists for analysts to take the initiative in developing international 
unclassified burden-sharing agreements with their counterparts in allied intelligence agencies. 
Australia has unclassified information on the South Pacific, France and Italy on Africa, and 
so on. Creative exchanges of unclassified information could be helpful. 


Finally, it is important to stress that the existing electronic infrastructure for accessing 
Open source information is nol secure. Analysts need to recognize that Internet transactions 
can be monitored, that viruses are rampant outside the TEMPEST environment afforded by 
the intelligence community, and that there are many security hazards, both in terms of 
monitoring and in terms of destructive software, in the open source world. A national 
information strategy will begin the process of making it safe to work in cyberspace. 


2016. Optimizing OSINT 
The puspose of intelligence is to inform the policy-maker and the commander. 


In developing their collection management and intelligence production plans, the 
analyst should consider the following paraphrase from the Navy Wing Commander who led 
the lead flight over Baghdad during the Gulf War: 


“If it is 80% accurate, on time, and I can share it, this is a lot more 
useful to me that a compendium of Top Secret CODEWORD information that is 
too much. 100 late, and needs q safe and threé security officers to move it 
around the battlefield.” : 


Navy Wing Commander 
Technology Initiatives Wargame 1992 
Naval War College, Newport RI 


In striving to satisfy an ever-growing demand for intelligence, about an always 
expanding range of topics, the analyst will have to adopt the traditional public administration 
principle of "satisticing”, working to provide the inteHigence consumer with "good enough" 
intelligence. Just as "better" is the enemy of “good enough", excessive reliance on Classitied 
capabilities which are already over-tasked, can be counter-productive to the task of informing 
the intelligence consumer. 


In the chaos of the 21st century. the distributed centers of excellence in the private 
sector which collect and process open source information, are the analyst's first line of 
defense--as Mr. Paul Wallner has noted, "the source of first resort”. 


Ultimately the all-source analyst is responsible for thinking in context and ensuring 
that the policy-maker and the commander receive the best possible intelligence product. 
Open sources are not a substitute for classified sources--they are a contextual and 
encyclopedic foundation for thinking about the problem. Open sources are the means by 
which the all-source analyst extracts the greatest possible return from classified sources. 


In the Age of Information, “intelligence” is defined less by whether it is classified or 
unclassified, and more by whether it is on time, on target, and useful to the consumer. 
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, Chapter 3 
INTERNATIONAL OPEN SOURCES AND SERVICES 
3001. Purpose of the Chapter 


The purpose of this chapter is to provide an orientation to international open sources 
and services which are available to the all-source analyst. Although much of the open source 
world is not yet easily accessible to analysts because of security and procurement constraints, 
the Commission on Intelligence report of 1 March 1996 bas defined such access as "critical", 
and recommended that dramatically improved analyst access to open sources be a top priority 
for the Director of Centra} Intelligence and a top priority for funding. 


This orientation will discuss electronic access, the identification and acquisition of 
“grey literature", the identification and exploitation of international experts, and several 
examples of world-class internationa] open source capabilities including Jane’s Information 
Group and SPOT Image Corporation. 


Appendix D provides a concise directory (includimg complete contact information) tor 
all international open sources & services discussed in this chapter. There are many, many 
more international sources available to the analyst which can be readily identified either 
through traditional library research, or through direct contact with international experts who 
can tell the analyst what sources they have found most useful for specific topics. The 
References are good starting points for additional direction. 


3002. American Online Services 


Most people unfamiliar with the world of open sources think of America Online and 
COMPUSERVE when they think of “online services”. 


In fact, "real" commercial online services, the kinds used by professional information 
brokers and specialists world-wide to do serious research, are completely different in nature 
and operation. 


LEXIS-NEXIS and DIALOG are the two premier U.S. commercial online services. 
They each offer, for specific subscription and access fees, a wide range of electronic 
libraries. Access can be as cheap ds $20 for a quick search, or $70-100 an hour for a 
complex search. It is best to work with an expert searcher to save money. 


}t is very important to understand that these two services are complementary and that 
searching one of them by themselves wil! not produce the best possible online search results. 
In the early 1990's a survey was conducted of all analysts in the Central Intelligence Agency. 
and each was asked to list journals of importance to them. The survey found that one fifth of 
the journals were available through LEXJS-NEXIS, one fifth through DIALOG, one fifth in 
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CD-ROM or electronic form, and two fifths were not available online. 


American online services, although they have shown significant improvement in the 
past few years, are still primarily a source of English-language materials from the mainstream 
of the Western hemisphere, and specifically the United States and the United Kingdom. 


America Online and COMPUSERVE are the equivalent of the comer drugstore when 
compared to the far more robust and extensive holdings of LEXIS-NEXIS and DIALOG 
"libraries". They do, however, offer very fine interfaces to the world of newsgroups as 
available on the Internet, and they also offer a number of organized conferences (such as the 
Military Forum in COMPUSERVE). Most people think of these services, available for 
around $25 a month, as cheap, but in fact that is only the basic access cost--once the per hour 
online charges are added, those who spend a Jot of time browsing can find themselves 
spending $200 a month. Direct access to the Internet, including free NEWSNET services, is 
available for $20 a month from numerous services such as UUNET, Capital Area Internet 
Services, and DIGEX. 


3003. Foreign Online Services 


The world of foreign online services is more complex, and for the analyst concerned 
with international matters, often more rewarding. Unfortunately, these services are not 
routinely available to the U.S. intelligence analyst today. They are, with the increased 
emphasis on open sources brought ahout by the Commission on Intelligence, likely to be 
made available if requested by the analysts. Their fees are compasable to US services. 


The Derwent World Patents Index (DWPA) is the most comprehensive database of 
inventions published worldwide. Every week more than 20,000 patent documents from 40 
countries are processed into patent families, that is, groupings of patent documents trom 
different countries covering the same invention. Each record has an English language 
abstract, is fully indexed, and is online. Selected technical drawings are included in the 
online holdings. Generally comprehensive coverage of all technology dates from 1974. 


Questel/Orbit is an international online service specializing in patent, trademark, 
scientific, chemical, business, and news information, It was the first company world-wide to 
provide access to patent drawings online. Its holdings include materials from the European 
Patent Office, Japan Patent Information Organization, and the U.S. Patent Office. This 
service also focuses on international trademarks, and on scientific & technical research, 
breakthroughs, and products. 


STN International, standing for (the Scientific and Technical Information Network) is 
an online search service providing direct access to over 190 scientific, technical, business, 
and patent databases. STN is operated jointly by the Japan Information Center of Science 
and Technology in Asia, by FIZ-Karlsruhe in Germany, and by CAS in North America. 
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GaleNet is the new online service from one of the most prominent and reliable 
publishers of international directories such as the Encyclopedia of Associations, the Guide to 
Internet Databases, the Gale Directory of Databases, and the Research Centers and Services 
Direciory. 


International Thomson Publishing does not offer its basic references online, but it does 
offer a free online search service which is useful, allowing simple searches by author, title, 
or other user-defined search criteria. Among the titles they publish are Geographic 
Information Systems: A Guide to the Technology (1991). 


3004. Information Brokers 


What is an information broker? The short answer is: the information broker is and 
can be an analyst's best friend. This is an individual who specializes in discovering, 
evaluating. and distilling information available from public sources, in order to answer a 
specific question from a customer. They generally charge between $70 and $120 an hour 
inclusive of search fees (they are expert at keeping the online cost down, but their offline 
expertise is valuable), plus between $15 and $60 for individual document delivery. Generally 
online searches identify the existence of specific documents, which must then be located in a 
library. copied, and faxed to the buyer. 


Perhaps most importantly to the analyst. information brokers tend to specialize in 
specific scientific and technical, or industrial areas, and so over time they build up an in- 
depth knowledge of open sources and methods which can be of invaluable assistance to the 
analyst working a short-fused problem set. This is important: a good information broker can 
save the analysts days if not weeks of preliminary research. 


The Bunvell World Directory of Information Brokers is available in both hard and soft 
copy. and is indexed by subject matter as well as by foreign language expertise. Ordering 
information. is provided in the hand-out. 


Information brokers differ from all-source analysts in two important ways: 
First, they specialize in discovering, evaluating, and distilling information for a client, 
but they do not conduct the kind of analysis and estimative forecasting that a typical 


intelligence community analyst is expected to perform; and 


Second, they deal only with unclassified public sources which are legally and ethically 
available. 


Having said that, there is much that analysts can learn from information brokers. 


Two books, for which complete ordering information is provided in Appendix D, are 
especially recommended: 
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. Reva Basch, Secrers of the Super Searchers: The Accumulated Wisdom of 23 of the 
World's Tap Online Searchers; and 


Sue Rugge and Alired Glossbrenner, The Information Broker's Handbook. 
3005. Grey Literature 


A major obstacle to U.S. understanding of foreign events, foreign cultures, and 
foreign plans and intentions is the fact that most of what is published about these foreign 
targets is in a foreign language and generally published in limited editions which are not 
Teadily identifiable, translatable, and reportable by existing U.S. intelligence capabilities. 


"Grey Literature” is a growing field of interest, as experts worldwide begin to focus 
on the importance of “niche” information. Because grey literature is not “mainstream” and is 
often not electronic, the challenge of identifying and obtaining just the right piece of 
information requires the employment of expert intermediaries. 


Examples of grey literature include trade show information, conference proceedings, 
unpublished "pre-prints" or works in progress, local area telephone directories, university 
yearbooks, and mailing lists for specific industries or countries. 


Information brokers remain one of the best paths to grey literature because these 
information brokers specialize in selected areas and by virtue of their constant focus, are 
aware of new publications as they emerge, and are also in contact with key people in foreign 
industries and governments who can help them obtain selected materials not on the public 
market but stil} legally available in limited numbers. The Burwell World Directory of 
Information Brokers is unique for having an index identifying individual brokers based on 
their foreign language, foreign database, and foreign residence knowledge. 


Professional associations, including U.S. associations, are a very rich source of leads 
and often will provide original source materials at no cost. At a minimum. professional 
associations can help analysts quickly identify authoritative individuals in specific countries 
who can be approached with a question or request. : 


Finally, international experts who are not information brokers and may not be 
associated with any professional association, are key players in linking analysts to exactly the 
right information. Two means of identifying such experts will be discussed momentarily. 
3006. Document Acquisition 

Before looking at international experts, it is useful to examine several services which 


specialize in document acquisition. The most prominent of these, with offices world-wide, is 
FIND/SYP, where SVP stands for the French-language phrase "if you please". FIND/SWP 
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has a major office in New York, and operates both a “quick find” service that will locate :wo 
or three relevant articles upon telephone request, and a more in-depth strategic research arm. 


CISTI is the Canada Institute for Scientific and Technical Information; it provides 
world-wide scientific, technical, and medical information services, and also provides at no 
cost online, the CIST] Online Catalogue. One of the special features of CISTI is its 
collection of conference proceedings and serial reports. 


Disclosure, Inc. has teamed up with American Business Information to provide access 
to high quality mailing lists and company financial and credit reports. Although publicly 
traded companies have the most information available, privately owned companies also have 
financial statements and credit reports, and primary research through industry experts (such as 
the editors of trade newsletters) can uncover more information. They also have a world-wide 
presence and can respond to document acquisition requests in their area of expertise. 


Genuine Article is the document delivery service offered by the Institute of Scientitic 
Information, which is unique for having a global citation analysis database in both science 
and social science. Citation analysis is a uniquely valuable analytical tool. The references 
tell the analyst who has cited or is cited by any major article in academic, scientific & 
technical, and international business literature. This allows the analyst to determine several 
things: taking a known relevant work, to determine who has done the latest work in this area, 
idenutying them through their citation of the relevant work; taking a known author, rapidly 
establish the author's peer standing and influence through citations by others; or taking a 
specific area of inquiry. quickly cluster the different expert groups through their citations of 
one another. 


Uncover Reveal is an online periodical article delivery service and a current awareness 
alerting service. It indexes nearly 17,000 English language periodicals in its database. There 
is no charge for searching the database; articles ordered can be delivered by fax, often within 
one hour. 


3007. International Experts I 


Analysts forced to rely on "umbrella" support contracts with a few specific 
intelligence industrial base companies will often find that these companies are simply one 
bureaucracy removed from the government, and do not have the flexible access to 
international experts that is needed. 


One solution for analysts is to use in-house access to commercial online services such 
as LEXIS-NEXIS and DIALOG, to identify international experts. 


In two different exercises, one on Somalia for the Marine Corps and one on Burundi 


for the Commission on Intelligence, LEXIS-NEXIS proved superb at identifying the top 
twenty-five journalists whose by-lines suggested they were expert on the country on which 
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they were reporting. Such individuals could be easily contacted for background information 
and insights on emerging trends. It is worth noting that journalists publish less than ten 
percent of what they know, and often have an understanding of personalities and motivations 
that they can share off-line but could never publish. 


At the same time, using commercial online sources to search for quoted experts is a 
fast means of locating key individuals whose expertise has already been evaluated and is now 
relied on by journalists. Their knowledge will be different from that of the journalists. 


Finally, since both LEXIS-NEXIS and DIALOG carry the transcripts of Cable News 
Network and other major international broadcast media such as the British Broadcasting 
Network, it is also possible to identify the "world-class" experts that are routinely called upon 
to comment on air. 


3008. International Experts II 


A second and deeper means of identifying experts is to work through the capabilities 
provided by the Instimte of Scientific Information, and its unique proprietary publications and 
databases. . 


Both the Social Science Citation Index and the Science Citation Index were created to 
perform a unique service which is not available from any other source: they identify who has 
cited whom up to date (generally up to within three months). This allows an analyst to take a 
known work that is directly pertinent, and by examining who has quoted that work, to 
quickly identify those who are publishing in the field today. 


Perhaps even more importantly, the Institute of Scientific Information is able to 
perform bibliometric analysis on all of this data, and cluster papers according to their 
influence. “Bibliometric” refers to the study of citation patterns and their meaning, rather 
than to content analysis. In effect, individual papers can be evaluated based on the degree to 
which they were considered relevant by others, and at the same time the relationships 
between different authors and schools of knowledge can be plotted using clustering 
techniques. 


Finally, complete addresses and contact information are available for each author, 
enabling an analyst to quickly establish direct contact with an individual whose publications. 
and peer citation establishes them as a high-value subject matter expert. . 


3009. International Directories 


There are many international directories, but a few stand out. Ordering information 
for all of these are contained in Appendix D. 


The Encyclopedia of Associations is a unique tool for it identities key professionals in 
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every scientitic and technical endeavor, and often permits direct contact with individuals who 
would otherwise be constrained by corporate non-disclosure terms. 


The Worldwide Directory of Government Officials, updated frequently, is a 
comprehensive source for complete names, titles, telephone numbers, and even fax numbers 
for government officials from defense, intelligence, and all other government departments. 


The Research Centers Directory and the Directory of Publications and Broadcast 
Media are examples of useful tools for gening in touch with key people. 


A number of excellent references, all listed in the hand-out, are published by The 
Reference Press, Inc., and these include directories of key contacts in the various 
geographical regions of the world. 


Finally. the International Supplement to The National Directory of Addresses and 
Telephone Numbers. 


It merits comment that even without any directories at all, an analyst willing to use 
directory assistance, including international directory assistance, should ,in the space of four 
telephone calls, be able to identify somebody with knowledge useful to the problem at hand. 
An example: an analyst interested in environmental conditions in an area not covered by any 
directory. could cali directory assistance in that country, ask for any listing beginning with 
the word “environment” in the loca] language, and within four telephone calls probably 
identity someone who is moderately familiar with exactly the information desired. 


The hottom line: if you are persistent, the telephone really can help you reach out 
and touch someone. 


3010. Jane’s information Group 


Jane’s Information Group has long been a primary source for many military 
intelligence analysts. In his thesis on Open Source Intelligence: An Examination of Its 
Exploitation in the Defense Intelligence Community, then Major (now LtCol) Robert M. 
Simmons found that many analysts relied on Jane's for tip-offs about new weapons 
developments and technology transfers. 


Among the more obvious benefits from Jane’s Information Group are its widely 
admired publications, International Defense Review, Jane's Intelligence Review, and of course 
its entire series of handbooks on different weapons and mobility systems, now available in 
both hard and soft copy, including a CD-ROM version with illustrations. 


Less well known, but still popular, aré the Sentinel Country Series, which very few 


people realize is based on the original analysis madel developed by the Marine Corps 
Intelligence Activity in association with Marine Corps warfighters, and provided to Jane's as 
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an incentive to meet the demand for an unclassified country study. Jane's also publishes a 
series of extremely detailed reports on defense budgets world-wide. 


Not-so-ohvious capabilities which every analyst needs to understand are the following: 


First, under special arrangements, the full range of information available through 
Jane’s can be obtained online; this can include information on training and maintenance 
which has not been published and will not be published. 


Second, Jane’s can undertake special studies on demand, and utilize its special access 
as well as its in-house store of knowledge to produce useful “proprietary” reports which can 
serve as the foundation for follow-on all-source studies. 


Finally, Jane's has a gloha] network of experts who have spent years studying specitic 
countries and are intimately familiar with specific defense personalities including field 
commanders. Under appropriate conditions, analysts can arrange to be put in touch with the 
pertinent Jane's expert, who can then become the analyst's “running buddy” for a specific 
-analysis project. 


3011. Oxford Analytica 


Oxford Analytica, whose complete range of products is now available to the analyst 
through the Open Source Information System (OS1S), is believed by many to he the world's 
best private intelligence agency in the purest sense of the word. 


Founded by an American, Dr. David Young, Oxford Analytica was inspired by Dr. 
Young's experience as the private secretary to Dr. Henry Kissinger when both served on the 
National Security Swatf under President Richard Nixon. 


The organization combines a fifteen person “watch team" which is organized by 
region and reads all the wires each day, with the Dons of Oxford who are rotated through a 
morning meeting each day. always asking three questions: 

-- What's right in the news that needs to be expanded for our clients? 

-- What's wrong in the news that needs to be correct for our clients? 

-- What "weak signals” are emerging which require a forecast for our clients? 

Upon concluding that a special report is required, Oxford Analytica then commissions 
either a resident Don from Oxford, or one of over 1,000 experts world-wide. In most cases, 


the experts have direct access to key decision makers and can obtain authoritative insights 
through a telephone call. 


The final unique element of the Oxford Analytica program, strongly influenced by Dr. 
Young's experience in serving the President of the United States, is that no report is allowed 
to he over two pages Jong. and all reports are required to he complete within four hours of 
commission--as Oxford Analytica is proud of noting, their material is tailored "tor Presidents, 
Prime Ministers, and you". 


3012. Eastview Publications 


Eastview Publications, a popular provider of services to the Foreign Broadcast 
Information Service, is representative of the kinds of niche providers that have emerged with 
the “information explosion” and the opening of formerly denied areas. 


It is the foremost provider to the world of military maps from the former Soviet 
Union, and distinguished itself during the Commission on Intelligence benchmark exercise on 
open sources by providing, overnight, a listing of all Soviet maps available for Burundi-- 
maps that did not exist in the U.S. inventory and could not have been created by the U.S. for 
days if not weeks. 


Eastview Publications is also a premier source for Russian grey literature, and through 
its office in Moscow is able to respond to a wide variety of requirements. 


Another example of private sector capabilities focused on Russia and Eastern Europe 
is that of Access International, based in Albuquerque, New Mexico. This organization, 
managed by Ms. Marjorie Hlava, a distinguished leader of many key U.S. information 
associations including the American Society for Information Science and the Association of 
Independent Information Professionals, produces a CD-ROM in both Russian and English on 
major Russian information sources including legal and technical sources. 


In the scientific and technical arena, Information International Associates, closely 
associated with the Department of Energy Laboratories, the Defense Technical Information 
Center, and the National Technical Information Service, is one of the best access 
intermediaries for international information. Ms. Bonnie Carroll, its President, has heen a 
leader in professional organizations such as the National Federation of Indexing and 
Abstracting Services and others. 


The above are only a small sampling of the kinds of capabilities that can help the 
analyst exploit international sources. Many others exist--for instance, THIRD WORLD 
RESOURCES is a quarterly review of resources from and about the Third World. Ordering 
information is contained in the hand-out. 

3013. SPOT Image Corporation 


During the Gulf War, it took just over sixty days to collect the mapping, charting, & 
geodesy data that was required for both the targeting of precision munitions, and the creation 
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of 1:50,000 combat charts with contour lines. As U.S. forces are confronted with a variety 
of contingencies in the Third World--in areas which have not traditionally heen high on the 
U.S. intelligence collection priority list--they are finding that the lack of maps is a critical 
encyclopedic intelligence shortfall. 


Fortunately, the private sector is in a position to make a major contribution in this 
area. Ten meter imagery from the SPOT Image Corporation, for instance, can be both multi- 
spectra} and panchromatic, and is suitable for creating both 1:50,000 combat charts with 
contour lines, and three-dimensional mission rehearsal programs. The Air Force also finds it 
adequate for the targeting of precision munitions. 


What SPOT imagery cannot do is provide the "ground truth" precision points needed 
to ensure accuracy for combined arms operations, and especially for the coordination of 
artillery and air strikes. This precision is now provided by the National Reconnaissance 
Office, and can also be provided by human assets on the ground with Global Positioning 
Satellite Receivers--each SPOT image requires roughly eight precision points (e.g. a precise 
location for an intersection visible from space), and each country had from 60 10 200 wide 
area images which comprise its coverage. 


The Defense Mapping Agency has made great strides in the past few years in 
recognizing the value of commercial imagery, and is now in a position to integrate 5 and 10 
meter commercial imagery for broad areas, 1 meter imagery for urban detail, and NRO or 
GPS precision points. 


It merits comment that SPOT imagery is the source for project EAGLE VISION, 
which combine real-time downlinks from SPOT satellites with mission rehearsal software. 
This project, sponsored by the Air Force Chief of Staff, was used in Aviano, Italy to prepare 
air crews for flights to Bosnia, and was credited with doubling sortie effectiveness. 
Commercial imagery is low-cost in comparison to national imagery. in large part because it 
has a much lower resolution (10 meters versus under 1 meter) and in part because it does not 
have the security costs associated with national imagery. A normal procurement for a wide 
area is on the order of $3,000 to $5,000; individual “snap-shots" can be had for as low as 
$450, and SPOT advertises sales of imagery at $1.50 a square mile. 


3014. Universities 


Universities, both U.S. and international, comprise a "virtual intelligence community” 
of great-value to the intelligence analyst. Among their unique features are the fact that they 
focus exclusively on knowledge collection and processing, and that they do so at the expense 
of someone other than the U.S. taxpayer. University faculty, university student bodies, and 
university databases are all available to the intelligence analyst at either no cost, or at the 
nominal cost associated with access to an existing system. 
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Here are four examples of exceptional facilities of direct utility to intelligence 
analysts; contact information for each of them is provided in the hand-out: 


-- Monterey Institute of Intemational Studies. They have created and they continue 
to maintain a database on the proliferation of nuclear weapons, utilizing graduate students 
with native fluency in Russian, Chinese, Korean, Vietnamese, and other languages. They 
capability is so extraordinary that they have become the foundation for all-source 
enhancements within the Nonproliferation Center. 


-- Mercyhurst College. This small college in Erie, Pennsylvania is unique because it 
offers the only program in the United States which grants an undergraduate degree in 
intelligence and research analysis. Founded and managed by Mr. Robert Heibel, a thirty- 
year veteran of the Federal Bureau of Investigation, this program requires its students to 
produce regular newsletters, relying only on open sources, about international narcotics, 
transnational crime, and other key issues. Students in this program are in very high demand 
as interns throughout the intelligence community. 


-- University of Michigan. They operate a “clearinghouse for subject-oriented 
Internet resources", including resources for aerospace engineering and government sources of 
business and economic information. 


-- Rice University. They operate an Economic Bulletin Board Service which provides 
a number of useful files including press releases trom the U.S. Trade Representative, defense 
conversion information, East European trade leads, and so on. 


3015. Knowledge Age 


Knowledge Age, an intended pun, is intended to highlight the fact that knowledge gets 
old quickly, and to sensitize the analyst to the fact that there are degrees of currency in 
knowledge which can be very important. 


Books are generally ten years old by the time they are published, and many of them 
Started as graduate theses. Magazine articles were generally commissioned and researched ten 
months before being published. Even newspaper articles, all but the most sensational, were 
directed by editors and researched by reported up to ten days before publication. On the 
Internet, where time moves quickly, clips may be ten hours old. 


The point here is that knowledge which has been published is old knowledge. 
Where the analyst can get ahead of the curve, and develop insights not yet available to 
the general public, is by going after unpublished knowledge. By identifying and getting in 


touch with international experts, the analyst creates the opportunity to ask for tailored new 
knowledge which is based on unpublished "works in progress”. 
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The analyst should also become sensitive to the existence of “barter networks", and 
knowledge networks, in which the elite in a particular area of inquiry routinely exchanges 
insights and information months if not years before publishing. The goal] of the analyst 
should be to establish themselves as a member of this elite, and to use their own unclassitied 
knowledge and their access to unique unclassified information collected at government 
expense, as their “membership fee" into this broader network of international experts who 
comprise the analyst's de facto "virtual intelligence community“. 


3016. Conclusion 


There are no hard figures, and in any case the figures will vary from subject to 
subject and crisis to crisis, but informed judgement is fairly consistent on this point: 80% of 
what the analyst should know, in the ideal, is not in the USA, is not in English, and is not in 
electronic form. 


The leveraging of international sources is essential for the analyst intent of obtaining a 


fresh perspective and good "tip-off" value. Internationa! open sources and Services should he 
the foundation for a strong all-source analysis program. 
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Chapter 4 
THE INTERNET AS A TOOL FOR ALL-SOURCE ANALYSIS 
4001. Purpose of the Chapter 


The purpose of this chapter, developed by Dr. Ross Stapleton-Grey, a former civilian 
intelligence analyst widely known for his Internet skills, is to present a very broad overview 
of the global capability known as “The Internet" or "the Net”. 


The Internet is a global communications medium that permits extraordinary flexibility 
in communicating with a wide variety of people from all walks of life, in receiving free 
information from many sources, some of dubious authenticity, and in obtaining access to 
distributed databases, many multi-media in nature, all over the world. 


This chapter will discuss in general terms the utility of the Internet to the all- 
source analyst, with special attention to the use of electronic mail, newsgroups, lists, 
and conferencing systems. 


We will discuss some of the dangers of the Internet, including the problems of noise 
and flame wars, as well as the almost total lack of privacy and discretion. 


The last half of the chapter will focus on the most productive element of the 
Internet, the World Wide Web, and will provide five practical examples of how to exploit 
the Internet in support of the all-source analysis endeavor. 


The Internet is a work in progress--it is changing every day at an astonishing rate. 
Some have characterized it as "the Library of Congress with all the books on the floor”. 
Tt has its uses, but using it also has its limitations. 


This course includes five hand-outs intended to facilitate self-study and hands-on 
exploration of the Internet’s utility as one of the sources for information in support of the all- 
- source analysis endeavor, as well as a source of continuing professional education for the 
intelligence analyst. 


4002. Introduction: What Is the Internet? 

The Internet is a "network of networks" based on standard protocols which have been 
established by common consensus among international experts. It is unique in that it is not 
controlled by any governmental body, and is a relatively autonomous, almost anarchistic, 
system that works because of its common standards. 


Jt began in the 1970's as a Defense Advanced Research Projects Agency (DARPA) 
testhed to meet Department of Defense research needs and to develop internetworking 
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technology. It was divested in 1986 to other agencies in the U.S. government, notably the 
National Science Foundation, with participation from the Department of Energy and the. 
National Aeronautics and Space Administration. The National Science Foundation initially 
funded regional and national back-bone service providers, and then switched its funding 
support to end users--this led to the development of commercial service providers. In 1994 
U.S. government funding for the Internet ended. 


Internet protocols (the standards which allow any computer to join "the Net" from 
anywhere in the world)won the competition as a general-purpose technology for constructing 
networks. It’s not the most elegant system, and the Internet has a great many faults that 
other networking schemes avoid (it is still missing a lot of security features), but it is an open 
protocol, that is, the standards were developed in an open forum. It is now part of every 
commercial on-line service and computer company’s planning because it has become the 
world’s general-purpose digital information carrier. 


Most people think of the Internet as a Jarge electronic mail environment. This is 
its most common use. However, from an analysis point of view it is much more important in 
its capacity as a global network of distributed databases maintained at the expense of 
different universities, companies, and individuals. The Internet is an electronic library. with 
Many public spaces and some private spaces. 


Commercial services now include data maintenance, data discovery, and--the 
foundation for future exchanges of content--digital cash. Today, in the absence of wide 
spread digital cash capabilities, the Internet is largely a direct marketing network, but in the 
near future it could become the primary vehicle for organizing the exchange of goods and 
services. The Internet Society is a non profit activity that coordinates Internet standards, but 
it does not “control” the Internet. 


4013. Where Are We Today? 


The Internet is evolving from an academic luxury to a commercial necessity. Today, 
although the exact numbers are in dispute, we see at least 30 million individual users and 
over 40 thousand host networks which can be accessed via the Internet. 


The Internet continues to grow at geometric rates. Local Internet access providers 
are finding that they can barely keep up with demand and service is often poor because of 
the speed with which large numbers of customers sign up daily. 


The Internet was fairly closed to users outside government and the universities for 
much of its history. Big changes occurred when the National Science Foundation (NSF) took 
steps to turn it from an experimental, research effort, to a commercialized service. The NSF 
stopped funding networks, and started providing end users (such as schools) with funding to 
buy network services, establishing the first competitive markets for Intemet services. Growth 
has been enormous ever since the NSF established regional networks (such as SURANET in 
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the Washington D.C. area) and especially since most of the restrictions (such as NSF's 
“Acceptable Use Policy” tor its networks that required traffic be noncommercial research and 
academic in nature) were removed. 


Today over 50% of the Internet sites are commercial in nature, with research 
organizations inchiding universities comprising another 29%. 


There is less "content" than one might éxpect. One authority, Dr. Joseph Markowitz, 
Director of the Community Open Source Program Office, notes in his primary briefing on 
open sources that “content” comprises just one percent of the Internet, with electronic 
mail, advertising, and other uses occupying 99% of that capability. 


"The Internet is like the Library of Congress, 
but with all the books strewn randomly on the floor.” 


This popular quotation, in several variations, has been around for years, but no one, 
including Dr. Vint Cert, founder of the Internet and most recent President of The Internet 
Society, knows just who first thought of the analogy--but it is a good one! 


4004. How Representative Is the Internet? 
There are three ways to understand the character of the Internet. 


In global political terms, it is dominated by the United States of America, which has 
more users, more hosts, and more bandwidth than the rest of the world taken together. 
Western Europe is a very weak second to the USA. The major online service providers, 
American OnLine and Compuserve, are U.S. companies with a global membership. 


In most countries, only a relatively small number of prominent scientists or wealthy 
users are able to access the Internet, and many of them are restricted by local 
telecommunications {imitations to a very low baud rate and a short access time. This 
represents the technical character of the Internet. In much of Africa, Asia, and Latin 
America, fur instance, technical constraints. are severe. 


The Internet became a popular phenomenon around 1994, and exploded on the 
commercial markets in 1995. Online services all established connections to the Internet, so 
many of those users can be considered to be "on the Internet." However, it is very imporiant 
for online service customers, such as those using America Online and Compuserve, to 
understand that the access they receive to the Internet from these services may be 
constrained-- Internet search tools such as Web Crawler will "see" only those Internet sites 
that have been registered by the managers of the online services. Analysts using the Internet 
need to understand what "hidden limits” might be placed on their searches and the search 
results hy such constraints. 
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Examining the Internet at a personal level, the overwhelming majority of users 
around the globe, i.e. factoring in al! countries, is comprised of research scientists. Within 
the USA, on the other hand, the largest group is individuals for whom the convenience and 
low cost of electronic mai] and conferencing has become a major attraction. A third kind 
of user, the organizational user, is being provided with Internet access as a means of 
reducing organizational communications costs and increasing informal coordination among 
members of the organization. 


4005. Lists: Versatile Low-Tech Tools 


Electronic mail is the single most familiar tool on the Internet. Distribution lists are a 
first step beyond simple point-to-point E-mail. Analysts can quickly create their own 
individual "broadcast" groups that permit them to share information or ask questions of their 
counterparts world-wide. 


Automated Lists, known as "Listservs" can be moderated or open. Such lists maintain 
a constantly changing directory of interested parties, and re-broadcast any messages sent to 
them to al] current members of the list. Membership can be restricted, or open 


Electronic mail is the lowest common denominator, since it can be used from virtually 
any platform (including dumb terminals) and doesn’t need 10 be real-time. Usually one or 
more individuals interested in an issue or topic will create a distribution list as their set of 
correspondents grows beyond a few dozen. Some mailing lists may have thousands of 
subscribers. 


Three examples of listservs of interest to the all source analyst are the Open Source 
List, maintained by the U.S. Amy's 434th Military Intelligence Detachment (Strategic); 
the C41 List maintained by the Naval Postgraduate School, and the Information Warfare 
List, maintained by Dr. Fred Cohen, an international authority on information warfare who 
has served as a principal investigator for many defense and intelligence projects. Information 
on subscribing to all three lists is provided in Appendix E-2. 


lf you cannot find a list that meets your needs, consider starting your own--you 
could create one within the classified environment, and another within the open source 
environment. If you do not wish to be burdened with the maintenance, consider contracting 
this task out to a related center of excellence, such as a university with a strong 
program in your regional or functional area of interest. 


A complete discussion of listservs and how to find and use them is provided as 
Appendix E-4. 


4006. USENET and Its Newsgroups 


USENET is a collection of thousands of newsgroups. Newsgroups are much like 
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E-mail distribution lists, focused on specific topics and with an emphasis on current events. 
Internet hosts pass each other. USENET “feeds”. USENET is not be confused with the larger 
Internet, something which happens frequently among new users. 


USENET newsgroups are similar to bulletin boards, but require special newsreader 
programs to access the material. Instead of having mai] arrive in the user’s mailbox, the 
user accesses postings being held on a server, which is something like using a bulletin 
board system over a network. , 


Analysts contracting for an online service should note that in those instances where the 
basic membership only covers a few hours a month, and there are additional charges for any 
more time on line, it can hecome very expensive to do news reading online. One simple way 
to reduce costs is to utilize the “capture” feature in the communications software, and set for 
screen scrolling when entering the news area. This will allow for off-line reading as well as 
cutting and printing, and reduce online time to a minimum. 


Here are three examples of pertinent newsgroups; a listing of typical headlines from 
each is contained at the end of Appendix E-1: 


<soc.culture.kuwait > 
<alt.current-events.bosnia > 
<alt.politics.org.us > 


Newsreader programs are generally provided by the same service through which you 
obtain access to the internet. They are all generally similar. 


4007. Conferencing Systems 


Conferencing systems are organized discussions, and are hosted on a server of servers 
which allow authorized participants, those who have password access to the system, to 
create conferences and within conferences, topics. All other users then have the option 
of reading entries, contributing their own entries, or “forgetting” the conference or 
topic by marking it as not being of interest. 


Both Compuserve and America Online can be thought of as conferencing systems that 
“grew up;" when they first began members could only exchange information with other 
members, using both E-mail and public postings. As the Internet began to become an 
attractive resource, there was a great deal of pressure on the.online systems to tie their 
services to the Internet, or risk loss of their members to ones that did. Some of the 
conferencing systerus police their content, as Pradigy (to ensure that it’s “family 
friendly") and America Online (which calls its rules its "terms of service”) do. The 
online services do face some policy dilemmas, though: the Stratton Oakmont legal case 
Tuled that because Prodigy censored some members’ postings they could be held liable for 
not censoring libelous postings. 
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An examples of a Compuserve conference of possible interest is the Military Forum, 
which you reach--if you are a Compuserve subscriber, by typing "GO MILFORUM". 
Compuserve provides a number of other services of possible interest to analysts, including 
"GO MAGELLAN", where maps of current hot spots are available in GIF format, free, and 
other maps are available for a fee; "GO MAGDB", a large collection of journal articles; and 
"GO ENS", where ENS stands for Executive News Service, and permits you to establish a 
profile that selects articles of interest for your personal maiJbox. 


In the Whole Earth Electronic Link, possibly the most well-known and respected 
conference system ever built, topics 268 and 288 in the Whole Earth Review conference 
focus on open sources of intelligence and the reinvention of intelligence. Like most 
conference systems, monthly subscription fees are required to gain access. 


4008. CAUTION: Some Probiem Areas 


Lists, newsgroups or conferences are contributed to and seen by hundreds 
to hundreds of thousands. The “noise to signal ratio” on the Internet is very high. If, 
one subscribes to too many lists, or becomes too well known, they can be flooded with 
information. Aijthough there are some sophisticated tools available today to help filter 
incoming information, one crude technique is to maintain several electronic identities, 
including an “unlisted” identity for personal friends. Another technique is to file 
everything. and then search for specific items of interest within this more limited (but 
still Jarge) pool of information. 


Another problem on the Net is that of “flames” and "flamers". Information on lists, 
USENET, conferences comes from broad communities of individuals. Although closely 
moderated lists may produce a high ratio of “wheat” to "chaff", many unmoderated 
discussions collapse under the weight of a few disruptive sources. “Flame wars“ 

(harassing postings, name calling, and generally disruptive noise) are also common. Some 
contentious political and ethical discussions (such as on abortion, religion, race, etc.) 

are guaranteed “flame" generators. Analysts examining newsgroups and posting pertaining 
to the Middie East or the Balkan region are likely to find diverse and strong opinions, 
-and have some difficulty sorting usable information from personal opinion. 


It js important to understand that virtually anyone could be posting the 
Materials found on the Internet, and that it will often be hard to ascertain the 
credibility of the source. Tools exist to explore "who is" a particular poster, and very 
good biographical information can often he obtained--as provided by the source themself. 


Search tools and online services have their own limitations. Some Web search tools 
are best for thoroughness, others for new materia], others for finding related information 
that does not have the actual key words. Searching the Net through an online service 
rather than a direct access provider will severely limit your results because online 
service providers impose censorship and access restrictions. 
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Everything about the Net is open for scrutiny by anonymous lurkers who can watch 
everything you post without revealing their presence, and in-some cases arrange 
(illegally, or by abusing their authorized access as service providers) to monitor your 
private electronic mail. Internet users need to understand that there really is no such 
thing as private mail--an electronic message is forever, and might be seen by anyone! 


4009. How On-Line Communities Form 


It only takes two people to form an online community and share information. Word 
of mouth and existing personal relationships can quickly expand such communities. The 
practice of forwarding electronic mail to others is a very low-cost way of sharing 
information, and leads to widening communities. Broadcasting messages to lists of known 
interested parties also strengthens communities. 


Users with common interests join (or create) lists and newsgroups. Their public 
postings are advertisements for communication, and users respond to each others’ postings. 
Lists can be attract participants with very specific interests, e.g., C41. 


"Face to Face" communications are an essential aspect of online credibility and 
sustainability. At some point individuals will want to meet professionally, and this may 
strengthen or weaken the willingness to invest time online. 


Given the face to face rapport, however, and a desire to share information, online 
communications quickly proves to be better than voice (you can send and forget electronic 
mail or have it cheaply translated enroute), it is cheaper than voice, and it provided an 
automatic record of exchanges. 


Whether or not a professional and official email address is provided to the analyst, 
a personal email address through a commercial service provider is a good investment, both 
for personal communications with relatives and friends who are increasingly turning to the 
internet as a primary communications channel, and for professional browsing in the open 
source world, where a great deal of information can be legally and ethically examined and 
downloaded without revealing your interest or your organizational affiliation. Analysts 
must ensure they follow approved procedures when integrating open source digital 
information into their all-source digital environment. The easiest and safest means is to 
keep external open source material in printed form, and to scan or keyboard pertinent 
passages. The alternative is to provide a diskette or send an electronic file to the 
authorized security point of transfer. Do not take chances with open source digital data! 


4010. On-Line Communities, Virtual Contacts 


The Internet community has literally exploded in the 1990's, and 
one can quickly find an online community for just about any topic. Not only are there 
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many, many pre-existing communities, but the conferencing systems spawn new ad hoc 
communities every day to deal with current events. 


Such communities are a first step in identifying experts who can then be cultivated 
directly through “off line" personal electronic mail or more formal communications. An 
analyst can quickly build a "short list of key people whose commentary can he observed 
and evaluated from a distance, as a "lurker", before ever introducing one's self. 
Networking informal sources to get a "head start” on an analysis issue is one of the best 
possible uses of the Internet. Remember, these communities of experts have spent decades 
of cumulative time becoming expert in specific areas, and they are usually going to be 
more familiar than the analyst with other experts and open sources of information about 
the topic or issue. They can provide a "first cut” that might otherwise take weeks of 
expensive library research. 


There is an Internet culeure, and there are standards of behavior. Although, as the 
New Yorker cartoon of two dogs dramatizes, "on the Internet, no one knows you are a dog“, 
in fact first impressions matier and people will quickly form an opinion as to whether you 
are abusing their time, contributing to the discussion, or being stupid. Building trust 
on the Net takes patience, maturity, and a willingness to make constructive contributions 
to whatever discussions are important to you. 


The Internet is today largely a barter or gift economy. At one meeting of 
international hackers, it was generally agreed that for every piece of information they 
each contributed to the Net, they generally got 100 pieces back, of which 10 were useful-- 
hence a 10 to 1 noise ratio, but also 2 10 to 1 return on investment. 


Analysts who are cruising the Internet for information need to be aware of and comply 
with whatever official constraints may apply. If in doubt, don't post--just Jurk and 
download, use the Internet as a cheap background briefing. The analyst also has the 
option of using the Internet. together with other traditional research tools such as the 
Social Science Citation Index and the Science Citation Index published by the Institute 
for Scientific information, to identify possible direct contacts for official approval. 


4011. Structuring Knowledge: Tools and Trends 


Gopher was the first, popular tool for moving beyond lists and searching for 
information. The command, used at the prompt with the name of the site which must be 
known in advance, allows the analyst to access embedded menus and to select items to be 
downloaded, The Veronica search engine was created to search across a multitude of 
poorly documented Gopher sites. As gopher sites are now almost extinct, this is mentioned 
primarily as background. 


WAIS was, until the World Wide Web, developed, the Rolls Royce of search engines, 
and for the first time provided a reliable means of both weighing the relevance of the found 
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files, and also of refining searches by commanding it to look for other documents "like" 
documents already in hand and found to be valuable. 


Today, the two most popular tools are Netscape and the Web-Crawler. However, 
tools for the Internet are literally "exploding". Besides WebBrowser and the Microsoft 
Internet Explorer, the most impressive new tool, not yet widely used by the average 
individual, is Alta Vista, from Digital Equipment Corporation. Where the four programs 
Teturn between 20 to 2000 "hits" on the name "Bill Gates", Alta Vista powers through the 
entire Internet and identifies 80,000 hits! Directions for using each of the above programs are 
found in the first student hand-out, together with other useful information for exploring the 
Web. Two of the hand-outs list specific sites of value to the intelligence analyst. 


The Internet has always had an information organization problem, since 
very few people have ever been paid to create catalogs or indexes, there are few standards for 
online citations, and a great many documents and resources have just been dumped onto 
Internet sites with litle regard for documenting their origin, validity, or even date of creation 
(much less expiration), Although commercial providers can be expected to offer value-added 
discovery and discrimination tools of increasing sophistication, it is difficult today to replicate 
a search, and most experienced navigators find that their best aid is a logbook in which they. 
keep meticulous track of their wanderings in cyberspace. “Bookmarks” are citations of Web 
sites that a user can Save, allowing them to find their way back later--the bookmarks are 
saved locally, and constitute a personal "map" of key terrain in cyberspace. Organize your 
hard drive and save the good stuff. Use your electronic mail program, such as PINE, to 
maintain electronic files with copies of messages from key contacts sorted by topic or area of 
expertise. 


4012. The World Wide Web 


The World Wide Web is a true multi-media environment which moves well beyond 
Gopher’s linking of documents and sites, to allow true “hypertext” and "hyper-linking™ of 
images 10 sounds, sounds to text, documents to other documents, and sites to other sites. 


Readers can jump from the middle of a document to some supporting or related 
document, navigating the Web just like they might move through a library, pulling a 
reference volume off the shelf upon encountering an unfamiliar term. The Mosaic browser 
made the Web extremely easy to use, and the work that went into Mosaic was used to 
create the Netscape browser, which Jed to the creation of a billion dollar company. 


The biggest problem with the Web today is that because it is multi-media, it is a 
band-width hog, and the demand for access is overwhelming most service providers. There 
will probably be a slow-down in the Internet in 1996, because a new performance plateau is 
achieved by the industry. 
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Users of the Web environment also require a special kind of Internet access, called 
SLIP, rather than the normal electronic mail and gopher text capability. 


Appendix E-1 contains details instructions on how to explore the Web, and how to use 
different tools. 


Here are four examples of useful Web sites. The first is a site dedicated to providing 
information about different countries; the second focuses on open sources and methods, and 
includes a full year of its newsletter; the third is a current news service focused strictly on the 
intelligence profession; and the last is the main access point to all federal government 
databases arid bulletin boards that are accessible to the public. 


<www.embassy.org > 
<www.oss.net/oss > 
<www-.awpi.com:80/IntelWeb/ > 
<www.fedworld.gzov > 


4013. Where the Web Has Been, and Where It’s Headed 


The Web relies on Hypertext Markup Language (HTML). which in turn is an open 
and evolving document creation standard that will permit new applications to work on any 
standard document. 


While running a Web site is technically demanding. many companies are 
now providing Web space (called a Home Page) for users, just like management companies 
buy and rent space in commercial buildings. Individuals have the option of hiring a "virtual" 
server” and obtaining their own domain name, such as “ANALYST.COM", 


Security is an issue. Many Web servers do support secure connections, so a user can 
be sure that the information passing hetween his or her browser and the server is 
confidential important when passing credit card information, or other sensitive 
persona! information. Password access can be complicated, so today most home pages and 
web servers are “wide open". 


The next step will be for widely accepted commercial transaction standards to emerge; 
when this happens we’re likely to see it happen quickly, just as point of sale (POS) 
devices (e.g., credit card swipe readers) have appeared at most retail stores. 
Digital cash, called by some “cyber-cash", is likely to be commonly available by 1997, 


Popular Web sites attract thousands of users per day, and many include advertising 
graphics on their sites, being paid by the number of "hits" or "page views" they 
guarantee advertisers. Several companies provide auditing services to verify how much 
visibility sites provide advertisers. 
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The Web is likely to make virtual consulting by individual a real possibility, and 
permit many experts to establish part-time or full-time “cottage industries” selling their 
expertise to people all over the world in return for digital cash. This is like to cause 
a number of governments great concern, and may lead to a "virtual taxation” regime--the 
latter, will however, be very difficult to impose in a world where many encryption 
alternatives are available. 


The professional analyst should think of the Web as a virtual collection environment, 
where Web sites can be established, and good content provided, as a means of drawing out 
expertise and collecting both fact and opinion about the topic in question. 

4014. Finding Information on the Web 

Like the earlier favorite Gopher, searching for things has led to the creation of special 
search sites. Some sites are important clearinghouses for links to other sites 
Several very powerful full-text search sites have been established. 


Four examples, each fully described in Appendix E-1, are listed here. 


Yahoo: <htep://www-.yahoo.com > 
Alta Vista: < http://altavista.digital.com > 
InfoSeek: <hbup://www-.infoseek.com> 


Open Text: <hnp://www.opentext.com> 


Analysts must naturally be concerned that any search they make might reveal a 
classified interest, but in reality, most analyst is responding to current events and the 
analyst can find security in obscurity. Everyone else is searching the same sites at the 
same time. As long as the analyst is searching and not posting, a very reasonable degree 
of discretion can be assumed. 


The appendices corresponding to this chapter are your best guide to finding 
information on the Web, and contain a great deal of information which could not possibly be 
communicated in this short one-hour course. 


Explore the Net, and keep a log-book. The Web discovery tools also provide 
“bookmark” features which allow you to keep a list of especially valuable sites to which you 
can return regularly. 

4015. "Intranetting” 
Many companies are concerned about security and create their own internal networks, 


hiding behind firewalls, which are ostensibly “total” breaks between the internal system 
and the external Internet. 
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Intranetting is an important consideration to note, because while such 
information won’t be accessible to the public at large, sources and 
contacts met through the Internet may themselves have access. An analyst can thus obtain 
access in only two ways: by being an authorized internal user of the system in question, 
or by going through a personal intermediary, an authorized liaison, who can conduct 
internal searches and then transfer to the analyst the resulting data. 


Examples of two intelligence community "intranets" are INTELINK and OSIS. 


INTELINK is a classified Internet; that is, the Intelligence Community has built a 
secure copy of the Internet for sharing information, with the ease and efficiency enabled by 
use of World Wide Web servers and browsers, but in a classified setting. In this case, the 
“firewall” is an air gap. with no direct connections to the global unsecure parent. 


OSIS, standing for "Open Source Information System", is a “virtual private network", 
where several intelligence agencies use the Internet itself for sharing unclassified information 
more easily, but software, in the form of firewalls and filters, keeps this traffic apart from 
the rest of the Internet. 


Some of the best information available is hidden from the Internet in private 
intranet environments. This includes both university and corporate data. Analysts need 
to identify centers of excelience and then explore how they might obtain authorized access 
to the available data even if it is not directly accessible through the Internet. 


The whole area of "intranetting" demonstrates the critical importance of pefsonal 
networks--the analyst that identifies and cultivates a network of experts will find that 
the personal contacts can identify and gain access to data regardless of whether it would 
have been identified through an Internet search--and the Internet will often be the 
vehicle used for communicating with those experts, and receiving file transfers from them. 


4016. Practical Example #1: Indications and Warning 


In each of these four cases, information was quickly shared over the Internet, 
though in several of the cases the information was also traveling through more traditional 
means. 


Researchers at a Swedish university have published a two-volume set of excerpts from 
network traffic around the Tiananmen Square incidents, including notes calling for 
protests at Chinese diplomatic facilities in the West, and information passed out of 
China via fax and phone (and carried by hand) and resent through E-mail. An analyst 
following Chinese newsgroups is very likely to have been alerted to these events prior to 
official reports from the U.S. Embassy or other collection capabilities. 


Similarly, details of the situation in Moscow during the coup attempt 
against Gorbachev and Yeltsin were broadcast over the Internet (Yeltsin 
used a fax to get his statements to the Western press, however, and 
Gorbachev taped a statement about his detention using his VCR). 


The Intel Pentium problem demonstrated the Internet's power as a consumer 
awareness channel: the bug that Intel considered minor (it only affected 
the work of serious mathematical processors) was blown up into a major 
public relations issue. It did however have significant financial ramifications for Intel 
stock. Similarly, other corporate or technical news can be studied for tip-offs. 


Mathematicians have heen using the Internet for the past several years to coordinate 
attacks on complex factoring and other problems, and their achievements have been widely 
announced via the Internet as solutions are found. On the other hand (and reminding 
us of the need for caution) the bogus "cold fusion" research was also spread via the 
Internet, attracting far more attention than it merited. 


4017. Practical Example #2: Cultural Context 


The Internet is a rich resource of information on distant countries and 
cultures. Because it's an open channel for information from virtually anyone with access to 
E-mail, it can become choked with both information and disinformation, but it’s hard not to 
be able to find something on virtually any topic. 


At the very end of your first hand-out you will find some extracted lists of messages 
and files pertaining to Kuwait, Bosnia, and the United Nations. 


In combination, newsgroups, listservs, and web sites provide a nch background ahout 
cufrent events and historical context. These passive sources of information--passive in the 
sense that you can "lurk", also permit analysts to rapidly identify articulate individuals to 
whom "off-line" questions can be posed, saving the analyst significant research ime by 
providing a local perspective and a sense of a situation that would otherwise require hours of 

“reading and might never result in the kind of insight that can be obtained from someone who 
is heavily involved in the issues under consideration. 


4018. Practical Example #3: Basic Research 


While the Internet covers a broad spectrum of exotic information, it’s 
also a good repository for basic information. 


Some of the first information resources were library card catalogs (catalog databases 


were simply connected up to allow searching via the Internet); any other product that could 
be placed on a disk or CD-ROM might also be placed on a Web host. 
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Appendix E-2 lists a wide variety of sites especially pertinent to intelligence analysts. 
Appendix E-3 focuses on popular web sites covering computer resources, news. government, 
and reference. Examples from hoth lists are shown here. 


MILNET: Open Source Military Information Database 
Military Intelligence: 20th Special Forces Group 
CIA Country Reports 
Department of State Country Reports 
CNN Interactive 
Reuters NewsMedia 
Library of Congress 
Britannica Online 


4019. Practical Example #4: Science and Technology Collection 


Virtually every area of interest can be found through the web and listservs. Every 
analyst with an S&T aspect to their work should consider searching for selected sites and also 
subscribing to selected listservs in their areas of interest. 


Appendix E-2 lists a number of sites associated with weapons transfers and 
information warfare, some shown here. 


High Energy Weapons Archive 
Germ Warfare 
Code Names and Numbers for Weapons 
IW Database 
Defense Information Systems Agency--Information Security 
Computer Security Institute 


Appendix E-3 lists a starting point for scientific and technica! information, elements 
of which are shown here. 


Biographical Information 
Directory of Scientific Institutions 
Electronic Journals 


4020. Practical Example #5: Spotting and Assessment 


The Internet is both open and public, and capable of allowing private communication. 
As users interact on mailing lists, newsgroups and conferences, they are seen (or read) by 
others. Estimates are that roughly 90% of the members of most conferences or newsgroups 
are "lurkers," that is, only read, and never contribute materials of their own. But a visible 
poster may attract private E-mail, volunteering information that the sender would like known, 
but wouldn’t be comfortable posting directly. 
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You can often bait the hook, by offering (sucerely) to exchange information that you 
are authorized to share without violating copyrights. Sometimes your personal impressions 
as a professional analyst, and copies of articles that you have published in the 
unclassified literature, are enough to attract your counter-parts into dialogue. 


Occasionally you may find yourself dealing with an electronic walk-in, someone who 
is volunteering information which appears credible and which may also be subjecting the 
individual in question to some risk if discovered. Such cases should be brought to the 
immediate attention of HUMINT and counterintelligence through established channels, not to 
give them up, but to ensure that the analyst has a full range of HUMINT and CI assistance 
in developing the source or--in some cases--turning over the source to a clandestine case 
officer. 


Analysts who find names and backgrounds of interest always have the.option of 
requesting security traces through channels. Working with HUMINT professionals can be a 
rewarding way of furthering any analyst's understanding of the network of human experts 
available to support the all-source project. Analysts can help the HUMINT discipline by 
identifying high-value targets for clandestine recruitment, and as the same time receive 
HUMINT assistance and cooperation in developing approved overt human sources, for whom 
funds can be budgeted. 


4021. Second Caution: Mischief in Cyberspace 


Because of the "faceless" nature of the Internet, it’s possible to make mischief, from 
harassment to propaganda on a grand scale. "Astroturf" and “whisper campaigns" are where 
a few individuals (or even a single individual) can create numerous postings, attributed to a 
great many more people, in an effort to create a seeming consensus toward an issue or 
candidate. 


"Spamming" occurs when an individual sends numerous and inappropriate postings to 
large audiences, through numerous mailing lists or newsgroups. This is at best annoying, and 
can, at worst, severely disrupt recipients’ systems, choking their Internet connections or 
incurring significant costs if they have to pay by the volume of 
information received. 


Because there are few if any restrictions on the collection of information from Internet 
search tools, and one should presume that, unless encryption is used, communications over 
the Internet can be at least noted, if not intercepted, one should be 
concerned about traffic analysis (on the other hand, if one owns a Search tool site, one can 
readily gauge what issues Internet users find interesting!). 


Trojan horses and viruses are malicious code that could be placed in resources made 


available on the Internet; while troublesome, they can be easily avoided by scanning any 
downloaded software, or limiting collection to text only. Analysts need to be aware that 
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icons are now also known to he active, and executable code can in fact be imported when 
importing “non-executable” data and graphics. 


4022. Pulling It Ail Together 


This one-hour introduction to the Internet as a tool for all-source analysis has provided 
you with an overview of various tools and sources you can find on the Internet. 


Here we show a sequence of steps which an analyst can pursue to exploit the Internet 
in support of a specific project. 


Step 1. Search for Background 

Step 2. Identify Experts 

Step 3. Identify Lists and Newsgroups 

Step 4. Send Some Electronic Mail 

Step 5. Post Some Queries on Conferences 
Step 6. Establish a List or Web Site 

Step 7. Host a “Face to Face" Working Lunch 
Step 8. Contribute Unclassified Information 
Step 9. Develop Collaborative Relatonships 


An initial Web search can readily identify background documents. Together with a 
search of newsgroups and listservs, a number of experts commentators can he identitied 
through ‘their public postings. 


Depending on the sensitivity of the query, the analyst can then take an active role by 
sending selected electronic mai! or posting some general queries. Analysts should be mindful 
of Net protocols and the general expectation of the barter environment which characterizes 
the Imternet--a sense of professional sharing and the expectation of exchanged favors. 


At a more sophisticated level, analysts can work with appropriate infrastructure 
personnel to create a list or web site focused on their specific interests. This can serve as a 
magnet for individuals world-wide. In the-early stages of the list or web site, it is useful to 
"salt" it with an introductory document that is deliberately loaded with “hot” words or 
keywords. Also, it is important to note that direct contact with the more popular 
clearinghouses can ensure that the site is properly listed and described. 


Finally, the analyst can use the Internet to keep in touch with specific individuals, to 
coordinate face to face meetings, and generally to develop collaborative relationships with 
private sector peers eager to share unclassified information. 


4023. Anticipating Coming Changes 


Electronic commerce, as it arrives, wil! limit some formerly open resources (as peopte 
begin to charge what they’d had to previously give out for free) but will also help to fund 
efforts (such as cataloging) that are sorely needed, and will let others feel comfortable putting 
hew resources online. As the volume of materials become such that most information needs 
can be met via the Internet (one-stop shopping) such 
catalogs and directories will become critical. 


Since human searching is a chokepoint (there's only so much one person can scan 
through), we'll see tools for automating searches, or even turning them over to software 
“agents” to do the heavy lifting of browsing through hundreds or thousands of sites in 
search of relevant materials. 


We've already seen some restrictions on Internet content, such as bans on “indecent” 
content. Some countries have much stricter restrictions on speech than the US, but the 
Internet, as a global system, will challenge attempts at censure. Access will continue to 
expand, especially to let travelers more easily access the Internet when away from home or - 
office. 


Some things, bowever, will NOT change. Analysts will continue to encounter a 
world of knowledge in which most of the information they really need is in hard-copy, is in a 
foreign language, and is somewhere else. In all these cases, it will be people who can 
help the analyst discover key data, discriminate between good and bad data, and distill 
masses of data into raw information which can then be considered by the analyst as part of 
the all-source intelligence process. 


4024. Conclusion: A Work in Progress 


Not only has the Internet changed dramatically over the last several years, the rate of 
change appears ta be increasing. Commercialization is likely to cause further bends in the 
curve, as it will suddenly become possible for easy electronic sales of information, creating 
incentives hoth for companies to put resources online, and for others to 
create indexes and catalogs to those resources. Low cost global access and vistual 
conferencing are a rapidy approaching reality. 


The Internet isn’t the sum of all the world’s information, but it is a good jumping 
off point, and grants easy access to potential sources and experts worldwide. It 
can also provide new avenues of access to traditional intelligence sources, e.g., aS a 
spotting and assessment tool. Jt certainly allows activities that would have been 
impossible previously because of time and distance (such as convening a pane] of experts 
on a fast-breaking topic), and will only improve in that regard as most potential 
participants in such activities get online themselves. 
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The analyst’s access to both raw data and alternative perspectives is growing quickly 
because of the Internet; analysis will never be the same. However, the process of 
analysis has not changed--in evaluating the potential contributions of the Internet to the 
all-source analysis process, the analyst must remember security, remember source 
authentication, and remember completeness. 
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Chapter 5 
OPEN SOURCES AND MILITARY CAPABILITIES 
35001. Purpose of the Chapter 


This chapter focuses on the practical application of open sources to military 
intelligence analysis requirements. : 


We will begin by introducing a model for integrated all-source analysis which 
illustrates the critical importance of geographic and civil factors in evaluating the threat at 
each of the levels of analysis. While open sources are useful in conducting research and 
developing intelligence estimates about military capabilities in isolation, open sources are 
most useful to the military intelligence analyst when used to develop a broader analytical 
model. 


The general utility of open sources for military intelligence analysis, and the specific 
utility of open sources at the strategic, operational, tactical, and technical levels of analysis 
will be discussed. 


Next we will look at specific private seciar capabilities for collecting and processing 
open source information. Commercial imagery, private sector order of batle information, 
and networks of experts available for consultation will be reviewed in general terms. 


Finally this chapter introduces the student to the Expeditionary Factors study 
developed by the Marine Corps Intelligence Activity, and used for this class because it is the 
only current and authoritative intelligence analysis product which relies exclusively on open 
sources, is unclassified in its final form, and covers a broad range of mission area factors for 
eighty countries specifically chosen because of the likelihood that a Marine Air Ground Task 
Force will be engaged in non-combatant or combatant missions in the countries 


There are three Appendices associated with this chapter--Appendix A, which was 
introduced in Chapter 1, and Appendices F-] and F-2. 


5002. Model for Integrated All-Source Analysis 


The four levels of analysis first popularized and thoroughly explained by Edward N. 
Luttwak in his book, STRATEGY. The Logic of War and Peace (Belknap, 1987), are most 
easily understood with an illustration. The Marine Corps Intelligence Center expanded this 
model by distinguishing between military, geographic, and civil factors. The third hand-out 
is a complete description of the model, including 2 summary illustration on page v. 


When the model was first developed, a specific Middle Eastern country was used by 
the Marine Corps, in consultation with DIA, CIA, and NSA analysts responsible for that 
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country. to test assumptions. Their tank warfare capahility. traditionally assessed as a high 
threat. proved on examination through the four levels of analysis, to be a high threat only at 
the technical level, because the country had an inventory of T-72 tanks, the best tanks that 
money could buy at the time. At the tactical level of analysis, the threat dropped to low 
because the tanks were not being maintained, in fact were being cannibalized for parts, and 
the troops were not trained. At the operational level, the tank threat increased to medium 
because there were a significant number of tanks available around the country. Finally, at 
the strategic level of analysis,the tank threat again dropped to low because it was not possible 
for the country to sustain tank operations for very long. 


This analytical model becomes even more useful when we introduce the three analysis 
domains--military, geographic, and civil--and consider how the three domains interact at each 
level of analysis. At the strategic level, military sustainability, geographic location, and civil 
allies are the essential elements of employable power. At the operational level, military 
availability. geographic resources, and civil instability bear on the regional influence of the 
target country. At the tactical level, military reliability, geographic terrain, and civil 
psychology come together to determine battlefield dynamics. Finally, at the technical level, 
military lethality (and accuracy), geographic atmosphere--specifically temperature--and civil 
infrastructure including communications and computing systems, help determine the balance 
of power. 


in short, the threat varies depending on the level of analysis. Open sources provide 
both raw information, and a general context, for this more complex form of analysis. 


5003. General Utility of OSINT 


There are three major ways in which open sources are very useful to the defense 
intelligence analyst: 


First, open sources are very quickly and cheaply available, and even when the full 
weight of the traditional classified capabilities are being brought to bear, will offer the 
analyst--and the supported policy maker or commander--a rapid orientation useful for 
planning purposes. 


For example, in one case where U.S. forces were being directed to deploy quickly to 
a remote area of Turkey, it was an open source reference which quickly identified the nearest 
airfields and their runway, navigation, and bunkerage capabilities. 


In many cases, open sources may be the only available source for a significant period 
of time. As military operations other than war, and unanticipated contingencies, tend to 
occur in Third World countries that are Tier 3 or Tier 4 in terms of standing intelligence 
priorities, it will often be the case that the military intelligence analyst and the operating 
forces will be forced to rely exclusively on commercial imagery, private sector news 
broadcasts, and direct contact with overt human experts, in order to produce intelligence. 
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The second area where open sources have a significant value is with respect to 
collection management. By providing a rapid and inexpensive oriemation, a “first cut" on 
what is known and what is not known, ‘open sources has enable the analyst to develop 2 
collection management strategy which avoids wasting precious classified resources of essential 
elements of information which can be handled by open sources, and which focuses the 
clandestine and technical capabilities on “the hard stuff". 


Finally, open sources are very helpful when conducting joint or coalition operations, 
including support to law enforcement, where there are constraints on the sharing of classified 
intelligence, -and it is considered pmdent to avoid sharing Sensitive intelligence and the means 
by which the intelligence was obtained. 


5004. Strategic Intelligence 


At the strategic level, military sustainability, geographic location, and civil allies are 
critical elements of national power. Much of the information needed at this level is in fact 
available through open sources. 


In the indications & warning arena, open sources can--through the technique of 
content analysis and comparisons of content over time--provide very reliable gauges of 
national intent. In fact, the Office of Strategic Services and its original Research & Analysis 
Branch made the analysis of open sources an art form--by studying what the German leaders 
were telling their own people through the public media, the OSS was able to develop 
estimative intelligence. 


Open sources are also critical in two areas traditionally not within the normal scope of 
classified systems--demographic intelligence and cultural intelligence. Today, as 
organizations such as the U.S. Information Agency begin to apply intelligence methods to 
open sources, and adopt a collection and reporting role in these areas (as was recently 
Tecommended to their oversight body, the U.S. Commission on Public Diptomacy--the 
analyst may find that one of their most important sources for partially analyzed open source 
information is the traditional consumer of intelligence. 


Strategic generalizations are not yet a well developed aspect of national intelligence 
Support to acquisition, but as the concluding chapters will demonstrate, a potentially 
important means of money and improving system performance. To take just one example: if 
aircraft are built to a standard "warm" day, and the "real world” of contingencies is in fact a 
“hot” world, then by definition our forces will be using aviation resources which can fly half 
as far and carry half as much as advertised when operating at the "optimal" temperature. 
When European truck manufacturers adopt a strict policy of never selling a vehicle weighing 
over thirty tons toa Third World county, the viability of some of our heavier ground combat 
vehicles must be called into question. 
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At the strategic level open sources are heipfu] in understanding the context for security 
assistance programs, and in developing support for specific programs from the public, the 
press, and the policy community. 


5005. Operational Intelligence 


At the operational level, military availability, geographic resources, and civil 
instability influence the regional effectiveness of individual countries. 


It is very helpful for an analyst to develop regional generalizations, to establish an 
understanding of order of battle averages, and of geographic and civil constraints 
characteristic of the region. Third World operations are inherently different from the 
European theater operations against a Soviet threat for which most U.S. mobility and 
weapons systems were designed--the analyst that understand both the limitations of our own 
systems in the Third World, and the possible advantages which accrue to those fighting on 
their home ground with equipment designed for their home ground, will probably produce 
more useful intelligence products. 


Open sources afe especially valuable to the theater commander and those supporting 
the theater and its Joint Intelligence Center because most contingencies will not warrant major 
collection campaigns from classified sources. This is true both in the planning phrase, and in 
the execution phase when it is necessary to coordinate logistics and other matters with joint 
and coalition partners. At the operational level, where the greatest mixture of allied and U_S. 
services is to be found, and there is a greater involvement of civilian agencies from both the 
U.S. and other countries, secrecy can be an impediment to understanding and consensus, and 
open sources can have a corresponding simplicity which increases cooperation and improves 
coordination. 


As the theater staff plans the allocation of resources, a sound understanding of the 
region and the capabilities of all parties to the operation, largely gathered through open 
sources, can help determine what should be left on the pier, what additional capabilities are 
needed trom the national level, and what to expect or request for allies. 


5006. Tactical Intelligence 


At the tactical level, military reliability, geographic terrain, and civil psychology are 
essential determinants of batdefield success. 


At this level, where combined arms coordination at the 1:50,000 scale is essential to 
the art of maneuver and the control of precision munitions, commercial imagery is often the 
only available source which can be brought to bear. Nationat collection capabilities are not 
well-suited for wide area surveillance, they were designed for point targets, and will naturally 
be much in demand for the development of target intelligence. 
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Commercial imagery, notably SPOT imagery at the 10 meter level of resolution 
(meaning you can see an object ten meters wide on the ground), is not only fully suitable for 
the creation of 1:50,000 combat charts with contour lines, but has also proven to be more 
than acceptable to the U.S. Air Force as the foundation for targeting precision munitions, and 
as the source for digital elevation data used to create sophisticated simulations for mission 
tehearsals and other needs. 


It is important to note that commercial imagery requires the addition of "ground truth” 
points to orient the image and establish precise geo-spacial accuracy. Such precision is 
obtainable in two ways: through the integration of precision points (e.g. key intersections) 
obtained from the National Reconnaissance Office through the Defense Mapping Agency, or 
through Global Positioning Satellite (GPS) recordings taken by human assets actually on the 
ground. 


Open sources are very useful in emerging target areas which have not been heavily 
covered by classified capabilities. The Director of the Non-Proliferation Center, for instance, 
has stated publicly as much as 80% of his final intelligence products are based on open 
sources; in counter-narcotics operations, apen sources--including investigative journalism in 
Latin American newspapers--has proven to be accurate and comprehensive....so much so that 
the U.S. Southern Command enlisted the Department of Energy laboratories (Los Alamos and 
Sandia) to collect and process open source information from Latin America, with the result 
that tactical interdiction operations were mounted. This story is told in SHARING THE 
SECRETS; Open Source Intelligence and the War on Drugs. 


5007. Technical Intelligence 


At the technical level, military lethality (including accuracy). geographic atmosphere, 
and civil infrastructure are important determinants of battlefield success. 


As was discovered during the Gulf War, open sources are the best and often the only 
source of information needed to “map” the target area's C4] infrastructure, and develop 
information warfare operations. 


Open sources are also the backbone for planning logistics operations and mobility 
systems, since information about airheads, ports, rail and road networks, and related support 
systems are all a matter of public record. There is however, an aspect of the open source 
world that is not obvious at first: much of what is counted as “open” source is in fact grey 
literature, limited edition literature in a foreign language. Collecting and processing open 
source information is not necessarily easy! 


Finally, open sources are the foundation for long-term intelligence efforts against 
scientific and weapons research. Unclassified civilian research, and publications by civilians 
employed in defense-related industries, have long been a critical foundation for intelligence in 
support of major acquisition programs. In fact, one tip-off for intelligence analysts is the 
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disappearance from a literature of a particular expert, or a particular line of inquiry. 
5008. Commercial Imagery for 1:50,000 Maps 


A ten meter image from SPOT Image Corporation can be processed to integrate both 
the standard military grid lines, and the contour lines that most people do not realize is 
achievable from SPOT panchromatic coverage. 


It is especially important for analysts to understand that this commercial system has 
been in operation for over a decade, and that virtually the entire world has been imaged, with 
most images being less than five years old and in ground station archives--this imagery is 
available within 24 hours. 


Source imagery is not enough by itself, as was mentioned earlier. Additional 
processing is required to establish elevation points and precision points, and additional time is 
needed to produce the 1:50,000 combat charts necessary for combined arms operations and 
especially infantry patrolling....but the source imagery, traditionally the stumbling block 
when attempting to use national systems to obtain wide area coverage in a crisis, is no longer 
the obstacle to producing maps. 


By combining SPOT wide area coverage with NRO precision points, under the 
management of the Defense Mapping Agency, we can have 1:50,000 maps right now. 


5009. Commercia] Imagery for Mission Rebearsal 


The same commercial imagery that is used to produce 1:50,000 combat charts can also 
produce superb three-dimensiona! simulations and perspectives that can be used to siudy 
beach approaches, potential landing zones, and nape of the earth flight corridors. 


5010. Order of Battle Information 


The former Soviet Union and the People’s Republic of China are probably the only 
two countries where the U_S. intelligence community could state with certainty that it 
possessed more accurate information about the order of battle than was available from open 
sources. Perhaps this is even true of other denied areas such as North Korea and Cuba. 


Yet when it comes to virtually any other country, the information collected and 
processed by Jane’s Information Group, publisher of the Jane’s series of books and CD- 
ROMS which cover all types of mobility and weapons systems, is the world standard. In 
fact, in a graduate thesis by (then) Major Robert M. Simmons, titled "Open Source 
Intelligence: An Examination of Its Exploitation in the Defense Intelligence Community", our 
own military intelligence analysts are quoted as saying “reference publicatians such as Jane’s 
often provide first indications of weapons modifications and sales" (page 112). 
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The Jane’s series of references books and CD-ROMS is now also available online by 
special subscription, and the material is kept current by a global network of overt human 
assets as well as extraordinarily good relations between Jane’s and most Ministries of 
Defense. Analysts need to know that as good as the Jane’s publications are, only 20% of the 
information known to Jane’s is actually made public. “Confidential” reports on training, 
morale, and other issues can be obtained by special arrangement. 


Jane’s is also helpful in understanding the order of battle for non-traditional 
information. Jane’s has provided orders of battle for the warring clans in Somalia, and is 
considering providing a similar service with respect to transnational criminal organizations. 


Another private sector service that can be helpful to analysts attempting to understand 
Third World or non-traditional orders of battle (e.g. of revolutionary groups) is offered by 
Rapport Research & Analysis, representative of a small number of elite organizations, most 
with Special Air Service or similar backgrounds, who specialize in making available highly 
trained interrogator-translators who are able to canvass refugee and exile communities to 
identify sources and then systematically develop the needed information as weil as leads to in- 
* country sources of potential value. 


35011. Historical and Estimative Analysis 


In the age of distributed information, the concept of "central intelligence” is difficult 
to implement, and even unnecessary. While a central coordinating authority, and bodies of 
trained analysts with clearances, are both needed, there is now a very robust "virtual 
intelligence community” which can be harnessed to develop significant amounts of historical 
and estimative analysis based solely on open sources. 


Oxford Analytica, a U.S. owned company based in Oxford, England, is the best 
private intelligence agency in the world, and its excellence is based strictly on analysis. 
Founded by Mr. David Young, who worked with Dr. Henry Kissinger when the latter was 
National Security Advisor to the President, Oxford Analytica specializes in producing daily 
regional reports which concisely address three questions: what's right in the news that needs 
elaboration? what’s wrong in the news that needs correction? and what weak signals are we 
seeing that merit scrutiny and an estimate? 


This organization covers the world. For Somalia, to take one example, over a period 
of two years they produced over twenty two page reports on UN operations in Somalia, US 
foreign policy toward Somalia, and US operations in Somalia. 


How does this "best in class" organization work? They start by having a fifteen 
person team, organized by region and function, review all news wires and major periodicals 
on a day to day basis. They then bring in the Dons of Oxford in small: groups rotated 
regularly, and draw on the expertise resident at Oxford University—in effect they have 
hamessed the centuries of accumulated experience, and integrated that experience into their 


73 


daily operations. Then, when special reports are desired, they have a global network of 
1,000 experts, culled down from 2,500, to whom they can tum at any time with a request for 
a two-page report which integrates personal calls to key decision-makers, and is drafted at a 
level suitable for a President, Prime Minister....or you, the analyst preparing intelligence 
products for policy-makers and commanders. 


5012. Networks of Experts 


The most significant difference between elementary and advanced analysis is that the 
’ first draws primarily on published information, and the second draws primarily on direct 
contact with world class experts. 


Most published information is out of date by the time it is published. In addition, the 
intelligence community, which specializes in secrets, is not tained, equipped, and organized 
to collect open source materials. The result, well documented in the thesis by Major 
Simmons cited earlier, is that analysts have very limited access to the broad capabilities in the 
piivate sector. Advanced analysis requires recourse to a network of expert colleagues in the 

* private sector who can serve as a collection filter, and quickly identify key documents, 
comment authoritatively on emerging trends, and generally help the advanced analyst to fully 
exploit open sources, while also adding the unique value that is inherent in all-source 
analysis. 


LEXIS-NEXIS and DIALOG, the two major online news services, are recommended 
to analysts not for the massive volume of printed information they can provide, but for 
something far more subtle: the identification of journalists and sources who--through their by- 
lines or their being cited, might aid the analyst in Jeap-trogging over old published , 
information and into the future. 


Complementing the online services is the Institute of Scientific Information, and its 
two major publications, the Social Science Citation index and the Science Citation Index. 
These are unique databases, available both in hardcopy and online, because they allow the 
analyst to take an older work known to be relevant, anid to quickly identify, right up to the 
current week, who has cited the older work. In essence, the analyst can quickly reach the 
most current and authoritative experts on any topic through this capability, with the added 
advantage that frequency of citation conveys a sense of peer evaluation. 


Professional associations and associations of retired military personnel are mentioned 
simply to highlight the fact that the entire world is full of knowledgeable people, most of 
whom would be happy to respond to questions. Finding the right person and asking the right 
question is becoming more important than "keeping up with traffic". 
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5013. Expeditionary Factors Study 


The Expeditionary Factors study sponsored by the Marine Corps Intelligence Activity 
and carried out by PRC under contract, is a second generation effort, and current as of 1994. 
It is a showcase for OSINT, as it is the only high-level intelligence community product that 
Telies exclusively on apen sources, and is published in an unclassified form (For Official Use 
Only). 


The first generation study was completed in 1990, and was called Overview of 
Planning and Programming Factors for Expeditionary Operarions in the Third World. Copies 
of the original analysis model, and of the strategic generalizations chapter from the original 
study (this chapter was inadvertently overlooked in the follow-on study and thus was not 
updated), are included as hand-outs. 


The other unique aspect of the Marine Corps study was its focus on countries which 
the Marine Corps felt has the “highest probability" of requiring entry by U.S. forces, rather 
than on the traditional "worst case” priorities focus. The original list of countries, approved 
by the Marine Corps flag officer community, was comprised of 69 countries. The current list . 
includes 80 countries, almost all of them in the Third World. 


The Marine Corps approach, besides focusing on open sources and an unclassified 
product, was also unique in that warfighters--operators--were asked to define low, medium, 
and high degrees of difficulty for each mission area, and this was then converted into a five 
point scale that can be graphically depicted. 


This three-volume hard-copy set, also available on CD-ROM, is an excellent ready 
reference for planning, and is available. To obtain ordering information, cali or fax the 
numbers shown here. 


5014. Strategic Generalizations 


Having introduced the Expeditionary Factors stady, we now tum to some of the 
strategic generalizations which emerged from its predecessor and remain constant today. 


The expeditionary environment is complex and lethal. Experienced infantry, modem 
armor, sophisticated artillery, night/all weather aviation, and integrated air defense systems 
are all too often characteristic of the “Third World". 


The "cultural terrain" is steep, with 40 of the original 69 countries speaking Arabic or 
a primary language other than English, French, or Spanish, and most practicing Islam or an 
eastern or trivial religion. 


The aviation temperature is uniformly hot. with a sustained heat index of over 80 
degrees, which automatically reduces both lift and range of aviation platforms significantly. 
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There is an equal mix of mountains, deserts, jungle, and urban terrain. We must be 
ready for all four. Cross-country mobility was non-existent in 60% of the countries and 
severely constrained in another 20%. When combined with an average bridge loading 
capability of no more than 30 tons (not in the study but well-known as the civilian limit for 
truck weight), this suggests real difficulty for existing concepts of ground maneuver, 


Average line of sight distance was under 1,000 meters, with only eight of the 69 
countries offering stand-off engagement ranges of over 2,000 meters. In the absence of 
carrier aviation, the Navy’s standard guns are no match for the coastal artillery and missiles 
of many of these countries. 


There were no 1:50,000 maps for 22 of the countries, and old maps for ports and 
capital cities only of another 37 of the countries. 


Finally, between half the countries having no usable ports, and most capital cities with 
their Embassies being beyond the round-trip range of a CH-46 flying from the five fathom 
line, Non-Combatant Evacuation Operations presented real challenges. 


3015. Commission on Intelligence 


Open sources are gradually being accepted as an important part of the all-source 
production process, but there are still many obstacles to its full integration into national and 
defense intelligence. 


The Commission on Intelligence, popularly known as the Aspin or Brown 
Commission, was created by Congress to thoroughly evaluate the U.S. intelligence 
community. One of the closed hearings held by the Commission, on 3 August 1996, 
addressed open sources. Among the four individuals testifying were the Nationa) Security 
Advisor to the President, Dr. Anthony Lake and the founder of OPEN SOURCE 
SOLUTIONS, Inc., Mr. Robert Steele. 


At the end of the session, a Thursday afterncon, General Lew Allen, USAF (Ret), 
challenged Mr. Steele to join in a benchmark exercise testing private sector capabilities 
against those of the entire intelligence Community. Burundi was chosen as the target, and a 
deadline was set for 1000 the following Monday. 


The Commission was surprised by the results. In short order, they received order of 
battle information on tribes from Jane’s Information Group; strategic commentary from 
Oxford Analytica; a list of available Russian maps down to the 1:250,000 level from 
Eastview Publications; a list of authoritative journalists from LEXIS-NEXIS; and a list of 
expert academics and others from the Institute of Scientific Information. Later, not part of 
the initial response, it was determined that SPOT imagery was available for all of Burundi 
and could be used to produce 1:50,000 combat charts and mission simulation programs. 
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As a direct result of this benchmark exercise, the Commission included in its final 
Teport an extraordinarily detailed and strong statement on the importance of open sources. 
The Commission noted that OSINT has limitations, but went on to state that the Intelligence 
Community has been “inexplicably slow" to provide analysts with access to open sources; 
that the Commission views such access as "critical" to the all-source analysis process; and 
that the Commission believes that open source access should be a top priority for the Director 
of Central Intelligence and a top priority for funding. 


5016. Conclusion 


Commercial imagery is a useful example of how open sources can support and 
enhance national intelligence capabilities: 


_~~ 10 meter commercial imagery provides cheap and fast wide-area coverage, and has 
the added advantage that most of the world has already been overflown and generally cloud- 
free imagery are already stored in the ground stations; 


-- 1 meter commercial imagery—if U.S. policy and a lack of funding does not derail 
private sector efforts to create this new capability--can provide urban detail and a closer focus 
on key targets while avoiding an order of magnitude increase in the cost of maps which 
would accompany any attempt to use ! meter for the whole world (not to mention the delay 
in collection); and finally 


-- Classified imagery from the National Reconnaissance Office can provide the eight 
Precision points per wide-area image that are necessary to create a 1:50,000 map to our 
standards of accuracy for combined arms operation. 


The Defense Mapping Agency, or the new National] Imagery and Mapping Agency, 
are ideally placed to manage a truly national program in which private sector open sources 
and classified Intelligence Community capabilities are fully integrated. This is the ultimate 
value of open source intelligence--as an integral part of the all-source solution. 


What should we conclude from all this? First, it is clear that experts and data reside 
in the private sector, outside the intelligence community, which are vital to understanding and 
which should be harnessed in support of the all-source intelligence process, Second, these 
resources represent a potential source of savings to the U.S. taxpayer, since they are 
maintained at no cost to the taxpayer, are constantly validated by their survival in the 
marketplace, and--if properly exploited—-permit the expensive classified capabilities to be 
applies more effectively to "the hard stuff. Open sources provide orientation and context. 
They do not provide the complete answer in most cases, but rather make the other 
intelligence disciplines more effective. 
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Chapter 6 
OPEN SOURCES AND OPERATIONAL SECURITY--THE DARK SIDE 
6001. Purpose of the Chapter 


This chapter was developed by Mr. Richard Horowitz, a licensed private investigator 
and security consultant based in New York. Mr. Horowitz has served in the Israel Defense 
Forces, attaining the rank of Captain, and is now studying law in New York City. 


This chapter is grounded on the premise that everything needed for the planning and 
execution of criminal or terrorist activity can be found in open sources. Indeed, an entire 
industry exists which is devoted to the publication of such material. In addition, equipment 
designed for one purpose and legally available can be used in terrorist or criminal activity. 


The total cost of the publications and equipment presented in this "dark side” chapter 
is available for approximately $1,800. The chapter is based on the "seeing is believing” 
principle. Each of the items discussed in this chapter can be ordered by using the complete 
ordering information containing in Appendix G. 


From both a military and a law enforcement point of view, it is critical to understand 
that even our most poorly-funded and least organized opponents can gain access to relatively 
sophisticated intelligence collection tools as well as tools of destruction. 


This chapter--like all other chapters in this handbook--is unclassified. The key point 
to emphasize is that everything presented is publicly and legally available. Books on 
intelligence collection, kiiling methods, offshore money laundering. and any other aspect.of 
criminal operations can be purchased by calling an (800) number and using a credit card. We 
Toust ail be aware of how such information might be exploited when acquired by persons 
seeking to harm or take advantage of others, and specifically, to harm members of the 
MAGTF in garrison or ashore. 


6002. General Considerations 


It is a fact of life that society contains those who are morally deviant, socially 
misguided, or worse. It is of similar importance that our society is based on certain freedoms 
which cannot be taken away. The combination of the two can results in terrorism and crime 
as we know it today. Underlying the activities of these individuals and groups is a culture 
which includes recruitment, indoctrination, education, training, planning, preparation, and 
execution. 


This chapter is not a training manual, though many techniques and methods can be 


recognized from professional government training. The objective is to create an awareness 
regarding the availability of open sources for terrorist and criminal activity. 
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Four general considerations are offered as an introduction to this model: 


1) The availability of the open sources to criminals and terrorists, and the extent to 
which such capabilities exist, does not document a threat per se. Each individual command 
and each individual operation must carry out a threat analysis unique to their circumstances. 


2) Everything we discuss in this chapter is available to anyhody anywhere. This 
includes Colombian drug smugglers, Los Angeles gang members, Korean contract employees 
on a U.S. Army base overseas, and individual “crazies” seeking media attention by causing 
deaths or damage aboard U.S. military installations. 


3) Information that has been available for years in published form is now available 
through the Internet. Bomb designs are popular in cyberspace. Periodic press reporis tell of 
teenagers injuring themselves trying to construct a bomb they have read about on the Internet. 
While this problem will arguably increase, it sould not obfuscate the reality that the industry 
which produces the material in hard copy has existed for many years. 


4) Although “high-tech” threats attract more media attention, the reality is that low- 
tech capabilities are often just as effective, cheaper, and easier to develop. A federal officer 
can he attacked by a doberman with its vocal cords cut out—a low-tech but very effective 
means of perimeter security. The bomb used to destroy the Federal Building in Oklahoma 
City was not a complex construction--it was a simple mix in a large amount. 


6003. Open Sources and Radio Interception 


Intelligence acquisition, or information gathering, is a crucial first step in planning 
and executing an operation. The next six slides are devoted to various methods of 
information gathering: electronic monitoring, operational activity, and computer databases. 


This split slide shows frequencies for Air Force One on the left, taken from 2 book by 
a California hobbyist which is devoted to monitoring the President. Entitled "Monitoring Air 
Force One," the volume discusses and lists frequencies of the Mystic Siar, Echo/Foxtrot, and 
FM-FDM-SSB systems, along with identified Secret Service code names. 


On the right is the cover of a book published in 1986, entitled Guide to Embassy and 
Espionage Communications, which listed thousands of frequencies transmitted from 55 
countries, the International Red Cross, Interpol, and the United Nations. 


The extent to which frequencies of federal and state agencies that are intercepted and 
published presents a security problem is not within the scope of this chapter. The range of 
equipment and information commercially available indicates a problematic potential or at the 
very least, can be an incentive for subversive groups to attempt to intercept government 
transmissions. 
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Commercially available radio scanners can intercept UHF, VHF, and military bands; 
some have uninterrupted frequency ranges from 30 MHz to 1.2 GHz and are available in 
desk top or portable versions. Current law requires manufacturers to block cellular telephone 
frequencies. 


Frequency counters-devices that intercept radio transmissions and display their 
frequencies on a read-out-are also commercially available. 


Monitoring Times runs a column which publishes frequencies used by federal agencies 
that were intercepted by hobbyists. These agencies include the F.B.I., Secret Service, U.S. 
Customs, and numerous military agencies. After the World Trade Center bombing, the 
magazine carried an article listing frequencies used by various Port Authority units, the FAA, 
and local "press disaster" frequencies. Guides to U.S. and allied official frequencies are 
readily available worldwide--if a hobbyist can track you, so can a criminal! 


6004. Open Sources and Telephone Interception 

It is illegal to monitor cellular phone conversations (868-896 MHz). Prior to April 
1994 however, radio scanners capable of intercepting these frequencies were legally 
manufactured and sold. Scanners that blocked cellular frequencies were constructed such that 
they couid he easily modified to intercept cellular transmissions. 


Scanners manufactured before April 1994 can still be legally owned or sold. Hence, 
many scanners capable of intercepting cellular calls are accessible and in use. 


Some methods of scanner modification: 
-- A Massachusetts company advertises that for $40, they will “unlock” your scanner 
-- Journals print schematic diagrams showing how to modify the scanner’s circuitry; © 


~— While the new law prohibits the manufacture of frequency converters- a device that 
will convert 400 MHz interceptions to 800 Mhz interceptions, many are accessible. 


— For those with technical skills- a cellular phone, which needless to say operates on 
cellular frequencies, can be modified to intercept other cellular calls. 


A. book entitled Tune In On Telephone Calls, listed in your second hand-out, 
enumerates frequencies and channels used in various types of telephonic transmissions. Its 
various chapters cover such operational relevant areas as military aircraft VIP phone calls, 
satellite phone calls, coastal maritime calls, and cellular calls. 


In addition to voice and data interception, there is a commercially available device 
called a tone decoder which converts the frequencies of a touch-tone dialing system to 
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numbers and displays them on a read-out, in effect allowing easy identification of those being 
called by the intercepted telephone, as well as read-out of any other information heing 
transmitted through the touch-tone signals, such as codes and account numbers. 


Internationally, for instance from Switzerland, more sophisticated equipment is 
available, and we should assume that surplus or illicitly obtained military equipment is also 
available to individuals to whom good intercepts are critically important. 


6005. Open Sources and Eavesdropping 


Numerous books are in print detailing how to tap a phone or bug a room. Some are 
quite technical. A manual originally published by the U.S. Department of Justice entitled 
Electronic Eavesdropping Techniques and Equipment has been republished under a different 
tide hy a commercial publisher, and is listed in your second hand-out. Please note that “old” 
techniques can be very effective, especially if there is very little emphasis on operational 
security against civilian opponents! 


In Apri!, 1995, U.S. customs officials raided 40 spy shops in 24 cities that were 
illegally selling eavesdropping equipment smuggled into the United States from two Japanese 
companies; I] people were charged with crimes a result. Termed “electronic surreptitious 
interception device," among the equipment smuggled into the United States and sold by these 
shops: 

-- telephone transmitters with a range of 400 meters 

-- bugging transmitters with a range of 1,000 meters 

-- ball-point pen transmitters with a range of 200 meters 


-- A/C line transmitters-attached to the line, behind the wail outlet and 
permanently operates on its current-with a range of 200 meters. 


From documents filed in court by the U.S. Government, from October 1993 through 
February 1995 a total of 161 shipments of 4,367 eavesdropping devices took place. The 
devises had an estimated retail value of $2,972,517. 

Companies also publish electronic plans enabling an individual to assemble his own 
equipment. These schematic diagrams include automobile tracking transmitters, bugging 
transmiters, telephone transmitters, a transmitter locator, and audio amplifiers. 


Bottom line: assume your are "on the air" unless certain the circumstances are secure! 
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6006. Open Sources and Undercover Operations 


Undercover operations is a term used to describe various types of activities designed 
so that the fact they are taking place is not recognized, or, if recognized, not for what it 
Teally is. The general purpose of undercover operations is generally either to affect a change 
on a target or to gather information about a target. 


Manuals for private investigators, as well as training manuals for law enforcement 
from various conntries have made virtually all aspects of undercover operations a matter of 
public record. There are manuals on undercover operations in general, on developing 
clandestine human networks, on surveillance, on lockpicking, and even on elicitation and 
Pretext calls, a very common technique for obtaining information. 


Books are in print containing prepared scripts for obtaining personal and financial 
information from people. One book opens with a chapter entitled “Establishing Rapport and 
Overcoming Objections." Complete citations are in your second hand-out. 


This slide shows two illustrations, one from a manual on surveillance techniques, the 
other from a manual on lockpicking. Complete citations for both are listed in your second 
hand-out. 


. Lockpicking tools are legally sold; prices can start from about $25. The law does not 
criminalize possession of lockpicking tools unless the person possessing the tools “evinces an 
intent” to use them for burglary. To quote the New York State law: 

"A person is guilty of possession of burglar’s tools when he passesses any tool, instrament, 
or other article adapted, designed or commonly used for committing or facilitating offenses 
involving forcible entry into premises...under circumstances evincing an intent to use or 
knowledge that some person intends to use the same in the commission of an offense of such 
character." 


It merits comment that with the limited number of known aerial and maritime 
surveillance platforms that the U.S. Coast Guard has to patro} the drug routes from Latin 
Amierica to the United States, it would be an easy matter for drug criminals to establish both 
passive observation posts near airfields and ports, and also active aerial and maritime 
surveillance capabilities. In brief then, criminals and terrorists who understand the value of 
intelligence collection, can easily establish significant capabilities which can frustrate official 
government programs. 


6007. Open Sources and Interrogations 
Criminals and terrorists have access to professional raining and professional 


interrogators. Even the most reputable firms, such as E2G and Rapport Research in the 
United Kingdom, both staffed by highly trained former Special Air Service (SAS) 
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interrogator-tanslators, will be happy to offer training and perhaps even surveillance and 
other services to those who come to them with cash and an appropriate cover story. 


In the United States, the “Soldier of Fortune” circuit includes many training and 
exercise schools where useful knowledge can be learned. 


This slide listed selected chapter headings from two books readily available on the 
open market, one on psychological interrogation techniques, the other on physical 
interrogation techniques. 


As transnational crime becomes a greater threat to national security, and the military 
become more involved in support to law enforcement operations, it merits comment that 
operational security and "need to know" are just as important in this environment as in any 
other, 


Indeed, one of the distinguishing aspects of transnational criminal operations are their 
Tuthlessness, and the ease with which they can select and coerce civilians to help them on a. 
one-time basis by threatening to kill their loved ones—how many Pacific Coast fisherman do 
you suppose would refuse to carry one load of dmgs if they were assured that it would only 
be a one-time risk, and that their loved ones were being held under surveillance and would be 
killed if the fisherman did not cooperate? 


6008. Open Sources and Direct Research 


Previous chapters have dealt with the rich range of open sources, and how to develop 
intelligence from open sources, including international sources and the Internet... The point to 
emphasize is that terrorists and criminals have access to everything in the open source world 
described by this handbook. 


Major criminal and terrorist organizations are fully cognizant of the utility of open 
sources, and know how to do their homework. They know the power of computerized search 
& retrieval, and the value of information in support of their operational objectives. 


For the purposes we are discussing, the computerized databases which can be accessed 
by anyone in the public, including criminals and terrorists, can be divided into the following 
three broad categories: 


— Media: available are not only The New York Times, Washington Post, and Wall 
Street Journal, but numerous local newspapers such as The Rocky Mountain News (Denver, 
CO), The Commercial Appeal (Memphis, TN), and The Times-Picayune (New Orleans, LA), 
and foreign newspapers such as Le Monde, The irish Times, and The Prague Post. Wire 
services- UPI, AP, Reuters, and the Xinhua News Agency (China), for example, are also 
accessible. 
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-- Business and public records: corporate and bankruptcy filings, SEC filings. 
property ownership, criminal background checks, driver’s licenses. Financial news. 
Companies combine mailing lists of hundreds of marketing companies, resulting in a database 
which can identify the address of a person or family, or their neighbors. Reverse phone 
directory-enter name, retrieve a person’s phone number, or enter a phone number and 
retrieve the name of the person. 


~ Specialized trade and industry information: databases exist that specialize in 
information unique to a particular industry or country, generally in the form of periodic 
newsletters, and are a valuable source of information. This slide lists some of the sources of 
possible use to criminals planning electronic thefts or money laundering operations, and 
terrorists planning specific acts. 


A classic example of the basic utility of research: on 3 May 1993 a complete report 
was carried online about the meeting of the Nuclear Regulatory Commission, entitled: 
"Commission Hears Options for Dealing with Vehicle Bomb Threats”. Discussed in detail 
online: the four options regarding physical barriers surrounding nuclear power plants. 


6009. Open Sources and Executions 


This slide is a combination of extracts from two books, one on killing and one on 
creating silencers. 


Literature on killings and executions are graphic and the methods described are real. 
A six volume work entitled "How To Kill" is representative. Volume One begins with 
“Chapter One: The Target," complete with an anatomy chart highlighting sensitive parts of 
the body. Subsequent chapters are devoted to various types of killings. Appendices entitled 
“The Signs of Death," "Your First," and "A List of Poisons" follow the chapters. 


A separate body of literature exists on the use of knives. One book has the topical 
heading of “anatomical considerations" foliowed by diagrams entitled bleeders, immobilizers, 
quick kill, showing the respective spots on the body. The book ends with an appendix 
entitled "Suggestions for Further Snidy." 


Books describing how to construct silencers from household material exist. Attaching 
a slightly filled plastic soda bottle or a container of three tennis balls to the barrel of a gun 
are crude methods. More technical methods requiring metals are detailed. In a chapter 
entitled "Your Last Chance To Be Legal," one book discusses the various federal forms that 
need be filed in order to request to manufacture a silencer. . 


Manuals on improvised weapons show how to install a gun or firing mechanism in, 
for example, an umbrella, belt buckle, flashlight, briefcase, cigarette lighter, or tobacco pipe. 


The same publisher selling books on how to kill supplies a book on how to dispose of 
dead bodies, including a technique on removing a bullet from a body without leaving 
evidence. 


Full citations to all the books cited in this chapter are contained in Appendix G. 
6010. Open Sources and Explosives 


This slide is also a combination of several diagrams to illustrate the nature of the 
information that is available in open sources about creating and using explosives. 


Improvised explosives, and ‘bomb design, are topics with the most published literature. 
Numerous books in a “cook book" form describe how to mix readily available chemicals into 
explosives. Mixing soap flakes with gasoline so as to allow the gasoline to stick to its target 
instead of dripping off before igniting is discussed in a book and in a video on making 
explosives. 


Separate books exist on how to make C4 and Semtex. 


While these books generally have a disclaimer that the information contained therein is 
for educational purposes only, a book entitled “Professional Standards for Preparing. 
Handling, and Using Explosives" is available from the publisher. 


From a catalogue: 


DEATHTRAP! The Video: There is no better way to learn about improvised 
explosive booby traps used by international terrorists than to watch live, on-camera 
demonstrations of their construction, deployment and detonation. DEATHTRAP! The Video 
is a chilling seminar in just that - how terrorists modify innocent everyday items to conceal 
insidious explosive booby traps designed for maximum shock and lethality. You'll see 
ingeniously disguised devices made out of books, music cassettes, mugs, portable tape 
players, foot powder cans, alarm clocks, videocassettes, mousetraps, and more, all triggered 

‘by simple electrical, chemical, or mechanical means. 


The video costs $29.95 and runs for 35 minutes. 
A wide variety of related books are also available, for instance on bridge demolition. 
6011. Open Sources and Radio Detonation of Bombs 


Apart from simple explosives, it merits comment that sophisticated devices for 
detonating explosives from a distance are readily available to criminals and terrorists. 
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Bombs can be detonated by remote control, through radio detonation. The chip 
needed for production of the detonating tone retails under $20.00. 


A book entitled /mprovised Radio Detonation Techniques describes how to modify 
various types of radio equipment into detonation transmitters. This slide lists devices 
afforded a chapter in the book, along with relevant information regarding their modification. 


In March, 1994, this book was arnong numerous other books found in a storage locker 
of a man suspected in the package bomb that killed five people in upstate New York. Ina 
similar incident,‘on February 10, 1995, the Associated Press released a report of a high 
school student’s locker booby-trapped with a set of firecrackers wired to a circuit board and 
capable of being detonated by radio control. 


Radio detonation, including that of car bombs. is a major problem worldwide: 


-- In May 1992, the Mafia killed Judge Giovanni Falcone and three bodyguards with 
a cat bomb detonated by remote contro! while they were driving along a Sicilian highway. 


-- A March 1994 article in the Current Digest of the Soviet Press entitled "Who’s 
Getting Killed In Moscow, and How" cited the problem of remote control detonation. 


-- In January 1995, a group that manufactured radio detonated bombs was arrested in 
St. Petersburg. Constructed for $60 and sold for $1,500, the bombs came with a six month 
guarantee, 


According to the Intelligence Newsletter of March 16, 1995, Egypt spent $18 million 
in 1994 on equipment to detect car bombs and to jam their detonation frequencies. 


6012. Open Sources and Vehicular Enhancemenis 


Evasion is a significant concern after executing an operation. There are a number of 
enhancements that can be made to vehicles, enhancements which can increase chances of 
evasion if detected and pursued. Some possible enhancements are listed in this slide. 


There is a thriving small industry specializing in the production of armored cars for 
civilians. Publications such as The ROBB Report coutinely advertise all manner of armored 
vehicles for sale--vehicles which to all outward appearances, are simply a normal car. 


In addition to enhancements to the individual vehicle, skill at evasive driving is crucial 
in case operatives are detected. One manual on evasive driving illustrates evasive techniques 
on city or country roads, and in chase situations, along with automobile security 
modifications such as an oil slick or smoke screen generator. In case the driver does not 
successfully evade the pursuer, techniques for knocking the pursuer off the road are 
described. The manual has a chapter entitled "Suggested Training Schedule.” 


86 


This is a good point in the chapter to emphasize that criminals and terrorists are very 
aware of the fact that they pursue very high-risk, high-gain occupations, and have a great 
deal to gain from proper preparation. Their preparations are ali the more difficult to deal 
with because by definition they are camouflaged as civilians and do not wear uniforms or 
follow any recognized rules of engagement. Establishing their technical capabilities and their 
"order of battle" thus calls for entirely different collection methodologies. 


6013. Open Sources and Tactical Communications Jamming 


Military forces rely heavily on command & control, and on combined arms 
operations. Military patrols in support of law enforcement operations are relying on artillery 
and other forms of reinforcement as they venture out "on point". It therefore becomes 
important to understand that criminals and terrorists are capable of executing tactical 
communications jamming operations. . 


Although radio jamming is illegal, Improvised Radio Jamming Techniques is a 
technical book describing the construction of a jamming station, allowing an operative to jam 
radio transmissions of government agencies as part of an operation or during the evasion 
Stages. 


Chapters in the book include: 


-- Intercept Equipment Selection 

-- Covert Antenna Systems 

-- Intercept Operations 

-- Police Radio Operational Procedures 

-- High-Risk Frequency Detection Techniques 
-- Jamming Equipment Deployment 

-- Operational Security 


6014. Open Sources and Bank Card Forgery 


Central to criminal and terrorist operational security is the creation of a new identity, 
or a variety of identities that frustrate the efforts of law enforcement officials to track their 
international and domestic movements. The methods of creating a new identity in various 
books range from obtaining a new public image to physically disappearing and altering one’s 
identity. Some books on creating a new identity focus on obtaining public records under a 
new name. Chapters are devoted to social security cards, driver’s license, credit cards, and 
bank statements. 


Other books exist on how to produce counterfeit identification documents. One book 
contains chapters such as The Forger’s Kit, Forgery Techniques, and Quality Control, and 
discusses the "False Identification Crime Contral Act of 1982" which prohibits selling fake 
1.D, by mail. The book continues: "It’s still possible for the forger to buy the various 
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materials needed to produce fake I.D." and provides names and address and several 
companies. 


A separate book exists devoted to counterfeiting currency. Chapters include “Basic 
Printing Techniques Used in Counterfeiting,” " Purchasing Equipment and Supplies,” and 
“Passing Counterfeit Currency." 


Worldwide contacts, and world-wide mail drops, area readily available to criminals 
and terrorists. Companies publish booklets listing lawyers, bankers, and accountants in 
numerous countries ready to take a call from someone in need, together with lists of 
thousands of companies providing voice, fax, and correspondence forwarding services. 


These are the traditional methods. Today, “cyber-theft", and direct anonymous access 
to bank accounts, as well as the complete concealment of international financial transactions 
through encryption and anonymous remailers, is becoming the major foundation for global 
criminal activity. One good reference is Electronic Fund Transfer Systems Fraud, published 
by Paladin Press (ISBN 0-87364-490-5). 


6015. Open Sources and "Legal" Offshore Passports 


Companies will, for a fee, arrange a legal passport and citizenship for their client, 
from a country not the person's country of birth. 


Below is the fee scale from a company based in Amsterdam which specializes in 
passports and citizenship from Latin American and Caribbean countries--a legal citizenship 
with can be obtained within 90 days of submitting the company’s application. 


Dominican Republic $19,500 for 1-4 individual orders 
Venezuela $21,900 for 1-4 individual orders 
Panama $20,900 for 1-4 individual orders 
Ecuador $23,900 for 1-4 individual orders 


The application requests information such as the applicant’s name, date and country of 
birth, height, eye color, visible scars, existing citizenship, profession, and mother's maiden 
name. 


Along with the application, one need submit: 


-- the signature and photo page of the applicant’s current passport 

-- copy of a birth certificate 

— three color negatives in three different sets of clothing 

-- affidavit of good conduct from a licensed attorney or loca) police clearance 
-- six thumbprints : 

-- six signatures on a white sheet of paper 
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-- a personal character reference or bank reference 


The company’s material explains that one need not visit his mew country but can 
remain a "citizen living abroad,” and contains a chart indicating countries that can be entered 
without a visa with your new passport. 


The company can arrange a diplomatic passports "to some," for a fee of $55,000. 


A midwest American company offers “genuine” passports and driver's licenses from 
countries that no longer exist, such as Burma, Rhodesia, Dutch Guiana, and the Republic of 
Zanzibar. The company portrays these passports as "emergency passports,” in case terrorists 
hijack a plane and the American traveller would not want to identify himself as such. The 
application requires only a name and credit card number. 


A U.S. Government "Passport Agent's Manuai" has been acquired and republished by 
a commercial publisher, The manual is a useful guide for avoiding obvious mistakes. 


6016. Open Sources and Offshore Corporations 


In addition to arranging second passports and citizenship, companies exist that will 
establish shell companies for their client, generally offshore. 


One British company specializes in establishing companies in the Bahamas, Belize, the 
British Virgin Istands, Delaware, Gibraltar, and Panama. The company’s promotional 
material contains a chapter on each country, reviewing the requirements regarding: 


-- capital and shares 

-- directors and shareholders 

~- meetings 

-- accounting 

-- corporate seals 

-- company name 

~- registered agent, office, and domicile 


The application form requests only the name of the company to be established, the 
pames and nationalities of the shareholders and directors, the objective of the company, and 
the applicant’s name and address. 


A Hong Kong company will also form a company in numerous localities around the 
world, from the Cayman Islands in the Caribbean to the Isle of Man located in the Irish Sea. 
The company’s specialty however is Hong Kong “shelf companies"- corporations ready for 
purchase. 
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The Hong Kong company provides a list of over one hundred shelf companies 
incorporated in Hong Kong. Company names were chosen, apparently with the intent of 
attracting American buyers. These shelf companies were incorporated in 1993-94, allowing 
the company’s purchaser to give the impression that the company had been in business years 
before the purchaser took control. 


The application form requests only the names, business occupations, nationalities, and 
Passport numbers of the company’s officers and directors, along with information on the 
purchaser’s bank account. For the client’s benefit, the Hong Kong company includes 
educational material on how to arrange letters of credit through the client’s new offshore 


company. 
6017. Open Sources and Choosing 2 Criminal Specialty 


Similar to hooks on individual methods and techniques, books are available on crime 
as a profession. For example, a book entitled Drug Smuggling contains information on how 
to find a drug source, what type of airplane is suitable for smuggling, and how to launder 
money. It closes with a discussion on dealing with law enforcement and a chart detailing 
federal and state drug laws, shown in this stide. 


A book entitled Successful Armed Robbery written by an inmate in a federal 
penitentiary, contains the following chapter headings: 


-- The Selection Process 

-- Strategic Production-Planning 
-- Factors Affecting Your Success 
-- Self-Caused Failure 


This book contains diagrams of various types of parking lots and illustrations on how 
to approach and assault the driver of a car. 


Hit Man; A Technical Manual for Independent Contractors covers the entire range of 
activity for the planning and execution of a contract murder. Topics range from surveilling 
the target to psychological approaches to the job, From a chapter entitled "Finding 
Employment, What To Charge, Who To Avoid": “Prices vary according to risk involved, 
social or political prominence of the victim, difficulty of the assignment, and other factors. 
A federal judge recently brought the price of $250,000, according to one example provided. 
A county sheriff might bring $75,000 to $100,000." 


A related book entitled How To Hide Anything is available to criminals and terrorists. 
It contains numerous diagrams illustrating the construction of hiding compartments for objects 
or people an indoor and outdoor settings, and can be used to create hiding places for 
contraband, documentation of illegal exchanges, and special illegal technical equipment. 


90 


The Jist goes on. There is a market in information about how to be a criminal or 
terrorist, and there are established concepts, doctrines, and information about organization, 
methods, and equipment which is readily available world-wide. 


6018. Conclusion: The Dark Side of Open Sources 


This chapter has reviewed the open source knowledge available to criminals and 
terrorists which, when properly utilized, can make the military mission and the mission of 
law enforcement more difficult. 


In particular, this chapter has sought to emphasize that operational security and the 
“need to know” are important aspects of success against a well-trained and well-equipped 
criminal or terrorist organization which understands the value of intelligence collection. 


Criminals and terrorists can intercept radio and telephone conversations; they can 
exploit eavesdropping devices and execute tactical signal intelligence collection operations, 
They know how to conduct undercover operations, how to interrogate captured prisoners, and 
how to do direct research using open sources. 


Individuals can be effective at executions and in the use of explosives. Radio 
detonation of explosives through a variety of remote devices is easily understood and readily 
carried out. 


In the escape and evasion phase, criminals and terrorists can exploit armored vehicles 
equipped with oil slick and other devices for delaying pursuit, and can also execute tactical 
jamming operations which may allow them cut off and surround their military or law 
enforcement pursuer before back-up forces can be mobilized. 


In conducting transnational criminal and terrorist activities, these individuals can avail 
themselves of false credit cards, new identities including legal passports possibly obtained 
through false supporting documentation, and related corporate and letter of credit 
documentation. 


Over ail, this chapter has sought to communicate the degree to which information 
about various criminal professions is available in the open source world, allowing for 
knowledge about how to conduct many different kinds of crimes and illegal activities to pass 
from one generation of criminals to another. 


Criminals and terrorists can think and read--open sources are as useful to them as they 
are to intelligence professionals and the operational commanders they support. 
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Chapter 7 
CONCLUSION: COLLECTING AND PROCESSING OPEN SOURCE 
7001. Purpose of the Chapter 


This final chapter wraps up the handbook by providing information about three official 
U.S. government channels for obtaining open source intelligence: the Community Open 
Source Program Office and its global Open Source Information System; the Defense 
Intelligence Agency Open Source Program and the (planned) Defense Intelligence Agency 
Open Source Intelligence Center; and--especially important for Marines--the Marine Corps 
Intelligence Activity and the Expeditionary Factors Study. The Chapter concludes with a 
brief discussion of the usefulness of the Marine Corps Reserve as a source of existing and 
new open source exploitation experts, and some recommendations on additional open source 
training opportunities. 


7002. Community Open Source Program Office 


The Community Open Source Program Office (COSPO) was established effective 1 
March 1994 by DCID 2/12, which superceeded the earlier establishment on 1 June 1992 of 
the Open Source Coordinator. The requirement for an Open Source Coordinator first 
emerged in 1992 as a result of the findings of the Open Source Task Force, one of eleven 
task forces that Congress required the Director of Central intelligence to establish as part of 
his confirmation process. Although all elements of the Intelligence Community have used 
External Research & Analysis (ER&A) funds to contract for academic and technical research, 
and the Foreign Broadcast Information Service (FBIS) of the Central Intelligence Agency has 
been responsible for monitoring foreign print media as well as radio and television 
broadcasts, the task force concluded that a focal point would be helpful to the DCI. 


According to DCID 2/12, “The COSPO is responsible for the definition and defense 
of the Open Source Program in the planning cycle, and for providing guidance and oversight 
to the program in the execution cycle. The Office, with Community departmental open 
source program managers, develops an optimum allocation of resources across the 
Community in the execution year, subject to ratification by the Open Source Steering 
Committee. ... the objectives of COSPO are to: 


a. Oversee a process for coordinating responsive actions to satisfy user needs. 


b. Provide advocacy and defense of departmental development and operational 
efforts. 


¢. Ensure funds for critical open source activities. 
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d. Oversee a process for identifying and prioritizing open source substantive 
Tequirements." 


COSPO functions include strategic planning, program formulation and representation, 
initiative and innovation sponsorship, operational services of common concem, systems 
architecture, development of services of common concern, and open source advocacy and 
representation. 


Speaking publicly to the annual international conference on open source intelligence, 
in 1995 Dr. Joseph Markowitz, the Director of COSPO, stated that roughly 40% of the all- 
source product funded within the National Foreign Intelligence Program comes from open 
sources, at a cost to the program of only 1% of the total budget. Experts generally agree that 
the percentage of the open source contribution will vary from zero to 100 percent depending 
on the problem, and than an average of 40-60% is readily certifiable. Somewhat 
unexpectedly. open source receives great credit against terrorism and proliferation, and is said 
to account for as much as 80% of the all source product in those two reporting areas. 


7003. Open Source Information System 


The Open Source Information System (OSIS) is the principal means by which COSPO 
is seeking to enhance analyst access to open sources. However, as it is limited at this time to 
information available in electronic form, it must be regarded as a very positive but only 
partial solution. 


OSIS is an electronic network which provides both access to and sharing of 
unclassified U.S. Government and other open source information about Intelligence 
Community (IC) agencies and selected other organizations with similar information 
requirements. 


OSIS is being installed at the various Joint intelligence Centers, and should one day be 
accessible to any Marine Corps intelligence professional afloat or ashore. Examples of the 
information available in OSIS include: 


-- Jane’s Electronic Library of 24 titles providing up-to-date information on military 
equipment, weapon systems, and defense products worldwide 


-- IC ROSE, a database service providing fulltext articles from hundreds of 
periodicals on a wide range of subjects 


-- FBIS products online, including the Daily Reports, S&T Perspectives, Trends, and 
Pacific Rim Economic Review 


-- Oxford Analytica Regional Daily Reports (Strategic Political and Economic 
Inte\ligence) 
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-- DTED, the Defense Mapping Agency’s online Digital Terrain Elevation Data map 
collection providing worldwide coverage 


-- CIRC, a database of over ten million titles on scientific and technical topics, 
including patents, standards, military equipment, and systems 


~ a Conference Database of upcoming symposia, congresses, conventions, etcetera, 
in the areas of science, technology, engineering, politics, and economics 


-- Unclassified library holdings of several OSIS member agencies including DIA 


OSIS also offers specialized tools, such as the National Air intelligence Center’s 
SYSTRAN machine translation capabilities to support real time translations of non-English 
language information located on World Wide Web sites. 


7004. Defense Intelligence Agency Open Source Program 


The Program Manager for Open Source Intelligence within the Defense intelligence 
Agency is Ms. Alice Cranor, whose contact information is provided here. She serves as the 
DIA representative to the Open Source Council, which is the advisory body formed to 
support the Community Open Source Program Office (COSPO). Each agency and service 
has a single representative to the Council. in addition to an agency-level focal point, every 
branch within DIA has an OSINT focal point. 


Ms. Cranor, whose office code is PO!-3, can be reached by voice at (202) 373-4005, 
via facsimile at (202) 373-8971, or via email at < AFcraat@dia.osis.gov >. 


MAGTE OSINT requirements should be discussed with the appropriate DIA Branch 
OSINT focal point to ensure that existing DIA capabilities for accessing OSINT on that topic 
are not overlooked. 


7005. Defense lntelligence Agency Open Source Intelligence Center 


As of August 1996, a new initiative is under discussion, to create a DIA OSINT 
Center funded at $10 million a year, and consisting of an EAGLE VISION ground station (to 
receive commercial imagery directly from commercial satellites), close to $3 million a year to 
buy commercial imagery not obtainable through Defense Mapping Agency funding, and $4 
million a year to fund roughly 4,000 man-days of individual international expert support for 
the entire defense intelligence community. Although not yet approved, this initiative has 
been favorably discussed by the Director of DLA with Congressional staff, and funding is 
anticipated. MAGTFs should be developing their open source requirements and submitting 
them through appropriate channels to ensure that a fair share of these resources are devoted to 
expeditionary intelligence requirements. 
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7006. Marine Corps Intelligence Activity 


The Marine Corps Intelligence Activity (MCIA) has from its inception understood and 
valued open source intelligence. Today the primary expression of Marine Corps emphasis on 
the value of open source is the Expeditionary Factors Study. discussed below. In addition, 
MCIA has a Mapping, Charting, & Geodesy section which is able to acquire and exploit 
commercial imagery in support of MAGTF requirements, and all analysts are aware of the 
value of open sources for fulfilling expeditionary intelligence requirements. 


The MCIA Librarian, Ms. Barbara Necoba, is the focal point for Marine Corps 
OSINT requirements. 


7007. Expeditionary Factors Study 


In 1988, when the Marine Corps Intelligence Activity (MCIA) was first established, 
the first Director (a Colonel) and his civilian Special Assistant/Deputy Director discovered 
that much of what was needed by the Warfighting Center, the acquisition program managers, 
and senior staff at Headquarters Marine Corps, was not available through classified databases 
and classified intelligence products. In close consultation with the Fleet Marine Force, 
MCIA established an agreed upon list of 67 countries and two island groups against which to 
develop encyclopedic intelligence. Working closely with the Warfighting Center, a wide 
variety of mission area factors were agreed upon, and defined by the operators in terms of 
five levels of difficulty. Under the supervision of the Special Assistant/Deputy Director, a 
contractor was hired to prepare Overview of Planning and Programming Factors for 

Expeditionary Operations in the Third World. This three-volume product was approved by 


the Commanding General of the Marine Corps Combat Development Command for 
dissemination in March 1991, and represents the Marine Corps’ ground breaking effort to 
create a useful intelligence product using only open sources. 


Subsequently Marine Corps flag officers were consulted and agreed on a new list of 
80 countries, and the study was repeated, now titled Expeditionary Force Mission Factor 


Intelligence Analysis Requirements Study (ExFac Study), and this new expanded study was 
published 15 September 1994 in both hard-copy and as a CD-ROM database. There are over 


100 copies of this unique resources available throughout the Marine Corps, with one set in 
the library of the Navy Marine Corps Intelligence Training Center. 


The followmg mission area factors are covered for each of 80 countries (Appendix H 
contains a list of the countries): 


Drug Threat Ground Order of Battle 
Terrorism Air Order of Battle 
Gray Arms & Technology Transfer Naval Order of Battle 
Nuclear, Biological, & Chemical Ongoing Conflicts 
U.S. Equities Culture 
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Weather General Geographic Conditions 


Coastal Characteristics -- Cross-Country Mobility 
Mapping. Charting, & Geodesy -- Intervisibility 

Airfields -- Operational Elevation 
Ports Key Installations 
Noncombatant Evacuation Logistics Communication Infrastructure 
Highways/Railways Medical Operations 


Examining the results contained in this study leads some very useful “strategic 
generalizations" which can help planners better prepare for expeditionary operations. For 
instance, the Marine Corps aviation day is hot, over 80 degrees on average, with relatively 
high humidity. Fewer than 50% of the ports in the this Marine Corps environment are 
suitable for pierside offload, requiring instream offload even when unopposed. Intervisibility 
(line of sight) distance in much of the Marine Corps world is heavily constrained, and cross- 
country mobility is almost non-existent. It should be stressed that this unclassified 
intelligence product is for orientation and ready reference purposes, it should not be used as 
the basis for planning and conducting military operations--it provides context and is intended 
to aid in requirements analysis and collection management of the traditiona) disciplines. 


Every MAGTF should have at least one copy of this study, available in both hard- 
copy (three volumes) and CD-ROM. To obtain a copy, communicate with Mr. Steve Foster, 
Deputy Director, MCIA, at (703) 784-6140. 


7008. Marine Corps Reserve 


The Marine Corps Reserve represents a very significant source of open source 
expertise. Many Marine Corps Reserve personne] have achieved considerable stature as 
civilian experts in various regional and subject matter areas. Many have worked overseas as 
civilians, and acquired foreign language and foreign culture expertise which may not be a 
matter of record but which qualify them as “virtual” Foreign Area Officers. 


MAGTFs should consider initiatives to identify specific Marine Corps Reserve 
personnel competent in languages and countries of direct interest to the MAGTF, so as to 
hold these Reservists as "hip pocket" augmentation unit for specific contingencies. As a 
general rule, the reservists who are most talented and most competent will not be available 
for "make work” active duty assignments or Individual Mobilization Augmentee billets, but 
would be available for 15-30 assignments in their country of interest. 


Such reservists can be requested and funded apart from the normal Marine Corps 
Reserve funding process, by requesting General Defense Intelligence Program (GDIP) 
Reserve Augmentation funding from HQMC, When requesting orders for such reservists, 
ensure that the request specifies that a) liberal civilian grooming and attire authorized; b) non- 
reporting orders; and c) special conveyance authorized. The first permits the Reservists to 
blend in as civilians as they "walk the ground” legally; the second avoids any unnecessary 
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contact with the U.S. Embassy and precludes the Reservists from being co-opted for 
administrative duties by the local defense attache; and the third permits them to take in- 
country tours with guides, as well as hire canoes, donkeys. and other conveyances requiring 
an indigenous driver. 


7009. Additional Open Source Training Opportunities 


There is only one significant private sector source of open source intelligence training 
expertise, and that is OPEN SOURCE SOLUTIONS, Inc., the non-profit educational 
corporation dedicated to studying and teaching open source intelligence. This organization 
offers three significant additional open source training opportunities: 


a) Annual Conference. Each year in mid-September, OSS, Inc. offers a 3.5 day 
conference on open sources, systems, and services. This conference, the only one of its 
kind, attracts between 600-800 international representatives (although 50% of the audience is 
from the U.S. government). and includes the Open Source Coordinators for all of the major 
European nations as well as many Asian and African nations. For information about the 

’ conference send electronic mail to <OSS96@oss.net> {change year as appropriate); send a 
facsimile request to (703) 242-1711, or call (703) 242-1700 and leave a complete mailing 
address. 


b) Newsletter. OSS NOTICES is the only newsletter in the world dedicated 
exclusively to open source intelligence, and it draws on a substantial range of other 
publications to report each month, in 30-40 pages without advertising, on open sources, 
systems, and methods. Each month's issue has a theme, including six regional themes a 
year. To review past issues, visit <http://www.oss.net/oss >, email <oss@oss.net> with a 
request for a sample copy, or fax (703) 242-1711 with a request and complete mailing 
address. 


c) References. OSS, Inc., which is now entering its fifth year as the leading 
advocate and student of open source practices, publishes a two volume Proceedings from each 
of its annual conferences, and these are available for purchase. Especially recommended is 
“the set from 1995, which consists of Open Source Intelligence. Selected Readings (Volume 1} 
and OSS '95: The Conference (Volume I). 


The Community Open Source Program Office has in August 1995 released a Request 
for Proposal for a series of training lessons oriented toward the Open Source Information 
System, and these will be available no earlier than 1998 and perhaps later. 


Any questions? Mr. Robert D. Steele, President of OPEN SOURCE SOLUTIONS, 


Tuc., and a former Marine, is prepared to support any MAGTF in any clime and place. 
Communicate with hin at <ceo@oss.net>, voice: (703) 242-1700, or fax: (703) 242-1711. 
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APPENDIX A 


Open Source Intelligence: - 
What Is It? Why Is 11 Important to the Military? 


-Robert D. Steele, President 
OPEN SOURCE SOLUTIONS, Inc. 


Introduction 


This White Paper defines Open Source Intelligence (OSCINT) and its relevance in 
meeting the needs of the military (both commanders and defense policy-makers). 


OSCINT is intelligence derived from public information--tailored intelligence which is 
based on information which can be obtained Jegally and ethically from public sources. 


This White Paper suggests that OSCINT is a both force multiplier and a resource 
muluplier. OSCINT provides a practical political and military advantage which complements 
the advantage provided by traditional intelligence, it is available at low cost, and it cannot be 
ignored. 


First the paper descrihes and discusses the utility of OSCINT in general terms. and at 
the strategic. operational, tactical and technical levels of warfare, including a single practical 
example at each level. The paper then describes the “information continuum" within which a 
Tange of open sources, systems, and services can be obtained which are relevant to military 
needs. Finally. the paper provides a brief discussion of the status of the open source 
intelligence programs in the United States, The Netherlands, and Sweden, and concludes with 
a concise discussion of opportunities and risks inherent in the use of OSCINT to meet 
military requirements, and of several practical steps that can be taken to exploit OSCINT in 
support of military strategy. operations, tactics, and technical acquisition and 
countermeasures. 


The official definition of OSCINT by the U.S. Intelligence Community: 


By Open Source we refer to publicly available information appearing in 
print or electronic form. Open Source information may be transmitted through 
radio, television, and newspapers, or it may be distributed by commercial 
databases, electronic mail networks, or portable electronic media such as CD- 
ROM's. it may be disseminated to a broad public, as are the mass media, or 
to a more select audience, such as gray literature, which includes conference 
proceedings, company shareholder reports, and local telephone directories. 
Whatever form it takes, Open Source involves no information that is: classified 
at its origin; is subject to proprietary constraints (other than copyright); is the 
product of sensitive contacts with U.S. or foreign persons; or is acquired 
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through clandestine or covert means.' 


The official definition is limited in its understanding to standard commercial sources 
of traditional information, and excludes, to take one important example. SPOT imagery. It 
also fails to take into account the importance of unpublished materials including electronic 
information and human knowledge which can-be accessed legally and ethically. 


The official approach to OSCINT is also limited in that the existing information- 
handling architectures for intelligence processing, including dissemination to the commander, 
are all classified, and there is a very limited capability for routing unclassified information 
efficiently, even assuming it can be obtained. In most communities, there appears to be a 
reluctance to assume primary responsibility for the collection and processing of OSCINT, 
which is why military operators in two countries (the United States and the United Kingdom) 
are examining means of acquiring and exploiting OSCINT directly. bypassing the intelligence 
community in order to give action officers at the policy level, and commanders at the 
operational level, direct access to OSCINT. 


Experienced intelligence professionals have found that while OSCINT is not a 
substitute for traditional intelligence disciplines, including Human Intelligence, Imagery 
Intelligence. and Signals Intelligence. However, OSCINT does offer three major advantages 
for planning and conducting military operations: 


-- When encountering requirements for military operations in the Third World or in 
support of humanitarian assistance and countér-terrorist operations for which intelligence 
collection priorities have not been high. OSCINT is frequently the only discipline able to 
respond rapidly (to include commercial imagery}, and it provides the commander and his staff 
with a rapid orientation adequate for both developing initial planning packages: and for 
establishing collection requirements for the traditional intelligence disciplines. 


-- OSCINT is also a means of achieving significant savings. in that many essential 
elements of information required by the commander and his staff can be acquired from 
commercial! sources at a lower cost, in less time, than from classified capabilities, with the 
added advantages that OSCINT is often more up to date, and requires no political risk in its 
acquisition. This permits classified intelligence capabilities to be focused quickly and 
effectively on mission-critical gaps, and avoids depleting or mis-directing these scarce 
resources—"do not send a Spy where a schoolboy can go”. 


-- Finally, OSCINT, whether it precedes or follows traditional intelligence collection. 
can protect national intelligence sources and methods by serving as the foundation for 


Although the original intelligence community report was classified SECRET, the 
definition and extensive commentary appeared in an unclassified document, United States 
Marine Corps Comments on Joint Open Source Task Force Report and Recommendations 
(Working Group Draft Dated 6 January 1992), and portions, including the definition, were 
subsequently reprinted in OSS NOTICES Volume 2 Issue 9 (30 November 1994). 


intelligence support to joint and coalition operations where it is not possible, or desirable, to 
reveal the capabilities and limitations of the traditional intelligence community. 


Open Source Intelligence and the Military 


The availability and utility of OSCINT depends upon, and will vary. depending on the 
Specific area of operations under consideration, and on two other factors: the level of 
warfare, and the point on the spectrum of conflict, from presence to general war, where the 
intelligence will be applied. 


Jn general terms, OSCINT has significant potential as a source of intelligence support 
in terms of indications & warning. policy development, contingency planning, security 
assistance, weapon acquisition (design and countermeasures). joint and coalition operations, 
and tactical operations against new priorities such as proliferation. Finally, OSCINT is vita) 
as a means of rapidly orienting the commander and serving as the foundation for collection 
Management within the traditional intelligence disciptines. 


At the strategic level: 


-- OSCINT can provide indications & warning of both hostile intent, and 
opportunities for military advantage. Content analysis of multiple open sources such as 
regional newspapers irom the Middle East, are often if not always more reliable foundations 
for estimating stability and instability, than reports from clandestine sources with a limited 
Tange of access and a personal perspective that biases their reporting.” OSCINT is especially 
valuabie with respect to cultural and demographic intelligence, areas not generally well- 
covered by traditional civilian and military intelligence collection and analysis capabilities. 


-- OSCINT can also provide very important geographic and civil generalizations 
which can significantly affect_major military acquisition and design decisions. For instance, 
Most countries build their aircraft for optimal performance on a “standard aviation day" 
which is defined in terms of warm (60°-70°F) conditions and balanced humidity. The military 
commander that is responsible for expeditionary operations to the Third World will find 
themselves utilizing aircraft which carry half as much half as far because the standard 
aviation day in the Thisd World is hot (over 80°F with high humidity). If aircraft cannot be 
designed for optimal performance on a hot day, then the military commander can at least 
ensure that doctrinal publications reflect accurate load and sift capabilities for the true 
expeditionary conditions to be encountered. 


-- OSCINT can provide unclassified threat intelligence which can be used to educate 


* This point was made publicly by Dr. Stephen Fairbanks, the Iranian Analyst for the 
U.S. Department of State's Intelligence and Research Bureau, in the presence of his superior. 
Dr. Jennifer Sims, Deputy Assistant Secretary of State for Intelligence Coordination. 
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and mobilize public and political support for military needs including policy development. 


At the operational Jevel: 


— OSCINT can provide the hic ivil generalizations required for regional 
force planning and force employment. In particular, OSCINT has establish credible regional 
generalization regarding the capabilities. of air, ground, and sea forces to be encountered by 
the commander; geographic generalizations with respect to cross-country mobility, average 
line of sight distances, temperatures, and water availability; and civil generalizations such as 
bridge-loading. port clearance, airhead bunkerage; and civil communications and computing 
resources. OSCINT provides a time-sensitive solution to questions the theater commander 
will have about civil infrastructure, political cliques and personalities, and economic or 
financial factors affecting operational employment of forces, and is therefore.especially 
helpful to contingency planning which must be pursued without adequate support from 
traditional intelligence capabilities. 


-- OSCINT is especially useful to the theater commander for the coordination of joint 
and coalition operations where traditional classified intelligence capabilities are either not 
available (e.g. in much of the Third World where lower priorities have restricted coverage). 
or cannot be shared with foreign elements. 


At the tactical level: 


-- OSCINT has heen shown to be highly pertinent and effective against new 
priorities, including counter-proliferation, counter-terrorism, and peacekeeping operations. 
This is true for both conventional military operations focused on overt interdiction, and 
clandestine or covert “direct action" by special operations forces.’ 


-- OSCINT is a critical resource for the military commander who requires maps and 
digital targeting information for Third World area for which current geographic information 
is not available from government sources, whether classifted or unclassitied. - In combination, 
SPOT and other commercial imagery resources can provide the commander with up to date 
Maps containing all airfields, roads, and bridges; and soon containing contour lines as wel, 


> Ata Canadian intelligence conference 27-29 October 1994, both the Director of the 
Canadian Security and Intelligence Service, Mr. Ward Eicock; and Dr. Paula Scalingi of the 
Los Alamos National Laboratory in the United States, stated that OSCINT provides over 80% 
of the imput to the final all-source product; in Dr. Scalingi’s case, this was with specific 
reference to intelligence support for counter-proliferation. Dr. Gordon Oehler, Director of 
the U.S. Intelligence Community’s Nonproliferation Center, has made similar comments on 
several public occasions. 
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for expeditionary operations.‘ 
At the technical level: 


- OSCINT about civil communications and computing capabilities in the area of 
operations will be very important to the commander. As information, warfare and information 
peacekeeping become critical mission areas, and all opponents achieve some capabilities to 
conduct electronic warfare, the commander will need to use OSCINT both to understand how 
to degrade the performance of civil capabilities being used by opponents, and to consider 
exploitation of civil capabilities to maintain joint and coalition communications. 


-- OSCINT will provide most of what the commander needs to plan and coordinate 
joint and combined air, sea, and land operations in the expeditionary environment, with 
specific reference to strategic airlift and sealift operations involving civil aircraft, air traffic 
control and air defense planning for civil platforms, and fueling and other logistical 
considerations. 


The Information Continuum 


There are three ways of understanding the robust nature of the private sector's 
potential contribution to military intelligence needs. The first is by examining in general 
terms this continuum. 


Private Investigators 
Schools Libraries Information Brokers Government Intelligence 


Universities Businesses Media Defense 


Each of these nine sectors of the global or national information community maintains 
a cadre of human experts as well as a range of both hard-copy and electronic information. 
Much of what is known to them, or stored by them, is pot available through commercial 
online services. Following a specific example from each sector: 


“ SPOT is going to 5-meter resolution imagery in the very near future. In the U.S. 
Space Imaging, lnc., a subsidiary of Lockheed, has announced plans to provide 1:2,500 
meter synoptic resolution imagery, within a year. These commercial capabilities will be 
critical to expeditionary operations in the Third World because of the lack of current maps. 
One U.S. study, Overview of Planning and Programming Factors for Expeditionary 
Operations in the Third World (Marine Corps Combat Development Command, March 1991), 
determined that for the 69 countries of concern to the Marine Corps, there were no 1:50,000 
combat charts for 22 of the countries, old 1:50,000 charts for ports and capital cities only in 
the case of another 37 countries, and very old 1:50,000 complete coverage for another ten 
countries. 
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-- Language schools can rapidly identity individuals by location and nationality who 
have received training in the home country language and are target country nationals (e.g. 
Somalis studying French in Paris): these individuals can be contacted and offered part-time 
employment as translators. 


-- Universities utilize their existing infrastructures and a regular supply of cheap 
intellectual labor to maintain important and authoritative databases. The Monterey Institute of 
International Studies, for instance, maintains the best database on the proliferation of nuclear 
materials, and utilizes graduate students fluent in Russian, Chinese, Arabic, and other 
languages to cover a wide range of multi-lingual publications, and to maintain an electronic 
database, at very low cost. 


-- Libraries can be used, either as needed or in a deliberate fashion, to serve as 
repositories for “just in case" archiving of political-military, economic, and other materials 
pertaining to specific countries. This allows the government to share the cost of archiving 
with other library sponsors, and in many cases avoid the cost all-together. 


-- Businesses have enormous repositories of market research, including 
communications and logistics research, on countries throughout the world where they have 
made or plan to make an investment. Businesses are also acutely familiar with the political 
corruption. climate conditions, and other factors which affect operational efficiency in 
specific locations. Two unique examples of business dedicated to meeting private intelligence 
needs are Oxtord Analytica. with its network of 750 overt agents world-wide, and The 
Economist Intelligence Unit. 


-- Information brokers can be identified who specialize in particular scientific & 
technical topics or regions of the world. This permits more efficient search & retrieval by 
exploiting capabilities whose "learning curve” has been funded by others. In addition, 
information brokers can be identified with specific language capabilities, and employed to do 
Tapid exploitation of captured or acquired documents. 


-- Joumalists responsible for specific areas of the world, including journalists 
specializing in military. aerospace, and insurgency matters, rarely publish ten per cent of 
what they know, and they never publish their sources. They can, however, be engaged to 
prepare special reports, and to provide background information on specific personalities of 
importance to planned military qperations. This need not be done secretly or through direct 
recruitment; it can be done discreetly as a private commercial transaction. Media 
organizations, such as Jane’s Information Group, acknowledge that they publish less than 
20% of what they know, in some cases to protect sources--they are however willing to do 
tailored confidential reports drawing on their complete range of sources. 


-- Governments, including provincial and state governments, frequently have experts 


in agriculture or other trade-related fields who are familiar with specific areas of operation 
and the logistics as well as the key personalities. Embassies have personnel whose reporting 
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does not fully communicate what they know. Bringing key government personnel together 
for a week can quickly establish a foundation for collection management which the 
commander could not normally achieve through analysis of raw information. 


-- Other intelligence organizations, including the "information and research" elements 
of the Vatican, the United Nations, and the International Red Cross, have global networks of 
reporting sources, including sources with special linguistic and regional skill, that can be 
drawn upon. 


The third way of understanding the robust capability of the private sector is to 
consider the range of information services that are offered which are directly pertinent to 
military intelligence needs. These are listed in three columns: 


Direct Document Telephone 
Observation Acquisition Surveys 
Commercial Document Market 
Online Searching Translation Research 
Current Broadcast Recruited 
Awareness Translation Agents 
Experts Multi-Expert industrial 
On Demand Research Espionage 


Recruited agents and industrial espionage are not considered Segal nor ethical within 
the private sector, but there are very competent organizations that openly offer such services, 
to include route reconnaissance and target identification services in third countries. Jn each 
of the above categories, it is highly likely that a private sector partner can collect, process, 
translate, and deliver open sources of intelligence able to make an important contribution to 
the commander’s needs for information--and to do so in a cost-effective fashion which could 
not be duplicated by defense attaches or traditional military intelligence collection brigades. 


The third way to understand the utility of the private sector for military intelligence 
needs is to take a case study, such as Somalia. In the absence of internally-available 
intelligence information, the fastest means of establishing an encyclopedic foundation for 
further collection management, and the fastest means of providing the commander with at 
least some useful information pending responses from the traditional intelligence disciplines, 
it by seeking out private sector experts and private sector databases. A leading scholar, a 
leading businessman recently returned from a tour as General Manager in Somalia, a leading 
journalists, and perhaps an information broker specializing in African information could be 
brought together and could quickly identify human, hard-copy, and electronic sources-- 
including sources of digital geographic information--of immediate utility. 
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In one specific instance, supporting a wargame on Somalia, an individual playing the 
role of thé United Nations commander was able to overcome the inadequacies of the U.S. 
intelligence community by making three telephone calls. Overnight, in Express Mail, ata 
pro forma cost of about $5,000, the individual received: 


— From Jane’s Information Group. a spiral-bound volume containing a map of 
Somalia clearly marking the nine clan areas; a one-page order of battle for each clan (at a 
time when most intelligence analysts were thinking only of the old Somali army); and a one- 
paragraph precis with full citation for each article ahout Somalia published in any of the 
Jane’s publications (including the excellent Jane’s Intelligence Review) in the past two years. 
This constituted a superb orientation for both planning and collection management. 


— From Oxford Analytica, twenty two-page reports suitable for Presidents and Prime 
Ministers, covering three topical areas: United Nations operations in Somalia, U.S. foreign 
policy toward Somalia; and U.S. operations related to Somalia. Again, a superb orientation 
on strategy and policy, in concise and immediately-usable form. 


-- From The Economist Intelligence Unit, a copy of the appropriate county risk 
report. which included important summary information on the logistics ditficulties that would 
be encountered, including the limitations of both the port and the airfields for strategic entry. 


Commentary on Representative National Approaches to OSCINT 


Although OSCINT has always heen part of the national and military intelligence 
Process, in recent decades increased emphasis on technical systems and secret collection have 
tended to sharply reduce the amount of funding and the number of personne! dedicated to 
collecting and processing publicly available information. At the same time, the “information 
explosion" or “information revolution” has dramatically increased both the quality and 
quantity of the information available in the public sector. Today the commander can take a 
weather map of Bosnia off of the Internet, or exchange email with volunteer observation and 
listening posts in Bosnia. 


Unfortunately. the reality today is that most intelligence communities are trained, 
equipped, and organized to collect and process secrets. OSCINT capabilities in both the 
civilian and military sectors of government have both atrophied where they existed, and also 
failed to keep up with the growth of private sector OSCINT capabilities. 


~— United States of America. The National Foreign intelligence Board was recently 
briefed to the effect that while 99% of the $28-35 billion dollars a year budget is spent on 
classified collection and processing. and only 1% is spent on OSCINT, OSCINT provides 
40% of the all-source product. In one interview, the Deputy Director for Science & 
Technology of the Central Intelligence Agency stated that this Jatter figure was actually 70%. 
The major element of the U.S. intelligence community program is the Foreign Broadcast 
Information Service, which is under severe criticism for its continued emphasis on print 
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media exploitation, and its inability to master a wider range of open sources. In an attempt 
to gain contro] over the modest distributed resources being applied to OSCINT, the Director 
of Central Intelligence created the Community Open Source Program Office. This office is 
about to release a strategic plan for OSCINT, but it is limited to improving intemal 
community access to open sources already collected. The Department of Defense program. 
for which the National Air Intelligence Center is the executive agent, builds on the existing 
scientific & technical intelligence document acquisition and translation program. The 
Department of Energy Laboratories, and especially Sandia and Los Alamos, constitute 2 
major OSCINT resource which is being exploited by some military consumers of intelligence, 
such as the U.S. Southern Command, but which is not under the control of the intelligence 
community. Some very modest individual initiatives have taken place within the military 
services, the most advanced of which is the publication, in draft form by the Army, of an 
open source primer for military intelligence officers. At this time the U.S. military does not 
have timely broad access to a full range of open sources.* 


-- The Netherlands. Various open sources, including the dntelligence Newslerter out 
of Paris, and OSS NOTICES in the United States, have reported that the foreign and military 
intelligence agencies have been integrated. Within the new national intelligence agency. a 
special Open Source Coordinator has been appointed, and a task force approach is being 
taken to intelligence collection and analysis. Every task force has an open source intelligence 
specialist. and ali requirements for intelligence must first be examined and if possible satisfied 
through OSCINT before tasking of clandestine or technical capabilities is permitted. More 
recently, the intelligence eleruents of the individual military services were integrated into a 
joint military organization reporting to the Prime Minister. 


-- Sweden. This country is most interesting because is has a unique consortium 
within which to formally orchestrate the activities of government intelligence, the business 
intelligence community, and the university research community. Swedish scientific & 
technical attaches have been noted to regularly exploit the Internet, and there is discussion 
within Lund University of the need for an Open Source Intelligence Center™ to meet the 
combined needs of the government, business, and university communities in Sweden. 


Vv; isadvani f n intelligence 


-- Advantages include the fact that OSCINT has virtually unlimited potential on any 
topic; is of relatively low cost because expertise is maintained at someone else’s expense; is 
generally up to date; and can be shared with anyone. 


5 The extraordinary relevance of Department of Energy OSCINT capabilities in support 
of military operations are described in SHARING THE SECRETS: Open Source Intelligence 
and the War on Drugs (OSS lac. Limited Edition, 1994). The Army paper, prepared by the 
434th Military Intelligence Detachment, Strategic, is tiled Open Source Intelligence 
Resources for the Military Intelligence Officer (Fort Huachuca, November 1994). 
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-- Disadvantages include the possibility of revealing military plans and intentions 
(security can be provided by Jaundering the question through trusted intermediaries); the time 
and cost associated with searching for exactly the sight information within the hugh volumes 
of public information; and the temptation to accept an open source at face value when it 
could be disinformation or simply inaccurate. 


Obstacles to Military Exploitation of Open Sources 
There are three obstacles to military exploitation of OSCINT: 


-- Organizationally, the military relies on a classified intelligence community for its 
"jntelligence”, and does not have an alternate structure established to obtain OSCINT. 
Among the most important problems created by this reliance are those of funding: there are 
no well-established programs for contracting directly with the private sector for OSCINT. 


-- Culturally, there is a strong attitude. primarily within the intelligence community 
but to an extent within the operational community. that information achieves 2 special value 
only if it is classified. This is in part a result of a cultural inclination to treat knowledge as 
power, and to withhold knowledge from others as a means of protecting one’s power. This 
attitude is the equivalent of the calvary ignoring the tank and the machine gun. The 
“openness” paradigm has thoroughly defeated the secrecy paradigm, and those organizations 
which focus on protecting secrets rather than exploiting publicly avaiJable information, will 
find themselves “starving” for knowledge. 


-- Technically. because of the historical focus on training. equipping. and organizing 
torces for unilateral and conventional military operations, with the added assumption that all 
"intelligence" will come through classified and well-established channels, the existing 
command & contro] architecture, including communications, computing, and intelligence 
elements, is not designed to rapidly interface with joint and coalition forces, with special 
forces and direct action clandestine teams, and with the vast array of private sector and non- 
military government elements which can provide OSCINT to the commander. 


ities for Adv. 
The Director of Military Intelligence (DMI) for any nation has essentially three 
opportunities to improve national capabilities to collect, process, and disseminate OSCINT to 
commanders and military policy-makers: 


- Existing library resources are poorly-funded and organized for the purpose of “just 
in time” archiving of information. Library resources, both within the intelligence community 
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and outside the intelligence community. must be recognized as the "source of first resort'* 
Commanders and policy-makers must restore funding for library operations, including the 
cost of subscribing to external online services and out-sourced research, while at the same 
time redirect the libraries toward “just in time" decision-support to specific consumers, and 
away from "just in case" generic collection and processing. 


-- Existing military intelligence analysts must be given the training. fiscal authority. 
and commander’s guidance necessary to convert them from narrow specialists focusing on the 
analysis of classified information, to managers of networks of overt human experts and 
related electronic and hard-copy databases. At the same time, analysts must be re-oriented so 
that their primary focus is on day to day interaction with the commander and other consumers 
of military intelligence, and on day to day collection management founded upon open source 
exploitation, rather than the existing focus on producing classified reports in isolation from 
the consumer. 


-- Existing commanders, in consultation with the DMI, must recognize that it is 
impossible for the DM] to satisty their intelligence requirements related to a wide range of 
few priorities, with existing classified military imelligence capabilites. The entire structure 
of military intelligence must be recast to permit rapid maneuver throughout the private 
sector's knowledge terrain, and the rapid collection, processing. and dissemination of 
mission-critica! OSCINT to the commander at every level of operations (strategic, 
operational, tactical, and technical) and in "every clime and place”. 


Role of the Military Reserve 


The military reserve constitute a national resource which has enormous potential. A 
simple example will serve to make the point. For every country of interest, a cadre of five 
military intelligence reservists could be formed, and given a responsibility to monitor 
pertinent foreign language periodicals and publications (which would be provided them on 
subscription). and to prepare weekly OSCINT summaries. These same individuals should be 
afforded direct access to the internet and commercial online databases, and serve as direct 
teinforcements on demand to the active duty military intelligence analysts responsible for the 
same areas of interest. Funds should also be provided for the five person cadre to spend 
thirty days each in the country of interest, unencumbered by administrative duties. In this 
way, when a contingency requirement emerges, the responsible commander can activate the 
appropriate cadre (or cadres in the case of a theater commander). 


* This important phrase was developed by Mr. Paul Wallner, the first (and last) Open 
Source Coordinator in the Office of the Director of Central Intelligence in the United States. 
Mr. Wallner, a member of the Senior Executive Service (flag rank) served for many years in 
the Defense Intelligence Agency and has been a strong advocate for improving OSCINT 
support to the commander. Today he serves as Deputy to the first Director of Community 
Open Source Program Office, Dr. Joseph Markowitz. 
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APPENDIX B-1 


PRIVATE ENTERPRISE INTELLIGENCE: 
ITS POTENTIAL CONTRIBUTION TO NATIONAL SECURITY’ 


Talking Points 
Concepts 
Threat: No longer mono-lithic, mono-culture. 


Four warrior classes--high-tech brute, low-tech brute, low-tech seer, 
high-tech seer. Community was built to deal with high-tech brute, is not ready 
for the other three. 


Must distinguish between data (raw print, image. signal). information 
(collated data of generic interest, including 95% of the intelligence 
community's production). and intelligence, which is information tailored 10 
support a specific decision by a specific person at a specific time. 


Context 


Joe Nye’s jigsaw puzzle analogy--OSCINT provides context and 
orientation, and larger share of the puzzle than before. 


Information continuum (K-12, univérsities, libraries, business, private 
investigators and information brokers, media. government, defense, 
intelligence) is robust and ready to provide low cost responsive intelligence on 
Many topics today. 


Virtual intelligence community in U.S. is a $500 billion per year 
industry, and someone else pays the overhead. 


OSCINT is a means of achieving savings which permit reinvestment in 
improved clandestine and technical collection. Don't send a spy where a 
Schoolboy can go! 


7 These talking points were prepared by Mr. Robert D. Steele, President of OPEN 
SOURCE SOLUTIONS, Inc., for presentation to a Canadian intelligence conference, 
“Intelligence Analysis and Assessment: The Producer/Policy-Maker Relationship in a 
Changing World. 27-29 October 1994, Ottawa. Canada. 
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Challenge 


Integrated analysis--integrating geographic and civil factors and striving 
tor strategic and operational generalizations and forecasting, not just tactical 
and technical specifics about military capabilities--requires an order of 
Magnitude increase in the exploitation of open sources. 


90% of what the policy maker reads and listens to is not only 
unclassitied, it is unanalyzed. Open sources reaching the consumer reflect a 
wide variety of competing influences and perspectives—the community is not 
helping the policy maker make sense of the babble. 


“Just in time" intelligence suppon means just in time collection as well 
as production. Linear paradigm (consumer to analyst to collector to source, 
and back up) is dead. New paradigm is the diamond paradigm. where ail four 
talk to each other at one time or another. 


Must resolve the dilemma of whether intelligence is about secrets. or 
about informing policy. 80% of what is needed to inform policy is 
unclassitied, and unclassified intelligence is much more useful politically. 


Change 


We used to promote analysts for mastering classified data in isolation 
from open sources, collectors, and consumers. This will no longer he the 
case. 


The analyst of tomorrow will be a manager of a network of overt 
human sources who serve as distributed filters of unclassified information, and 
provide "on demand" guidance as to the most pertinent sources and data. 


The analyst of tomorrow will be a partial extrovert skilled at 
“recruiting” the consumer and maintaining direct personal relations with the 
consumer. 


The analyst of tomorrow will be both a resource manager and a 


collection manager, able to draw from open sources to the fullest extend 
possible, while tasking clandestine and technical sources as needed. 


it 


Countr ¥ 


The intelligence community cannot reinvent itself in isolation. To 
harness the distributed intelligence of the Nation and optimize its exploitation 
of open sources, the intelligence community--the Nation--requires a national 
information strategy. 


That strategy should enable connectivity across the information 
continuum; nufturing and-exploitation of distributed centers of excellence 
focused on content: coordination of information technology research & 
development; and establishment of Nation-wide standards of communications & 
computing security. 


In the information age. only smart nations will prosper and survive. 
The intelligence community is a vital but not a sole source of national 
intelligence. The smart nation must integrated classified government 
capabilities with unclassified private sector capabilities to create a new form of 
national intelligence. 
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PRIVATE ENTERPRISE INTELLIGENCE: 
ITS POTENTIAL CONTRIBUTION TO NATIONAL SECURITY 


Robert David Steele’ 


95% de Vinformarion dont une entreprise a besoin peut s‘acquirir par 
des moyens honorables. 


Henry Stiller, Director General 
Histen Riller, Societe Civile 


ABSTRACT: In an era when both the nature of the threat and the definition of 
national security have undergone radical redefinition, it is essential that the intelligence and 
Security Services understand what their consumers have recognized for many years: private 
enterprise intelligence capabilities are robust, diverse, responsive, and relatively inexpensive. 
AS we all strive to "reinvent" our intelligence and security services, the potential contribution 
of the private sector must be understood and integrated into our final design. At the strategic 
level, the private sector provides the context for classified and technical collection; at the 
operational level. the private sector is well ahead of the government in pursuing new concepts 
for intelligence dominance; and at the tactical level, the private sector now offers open 
Sources and services which can meet roughly 80% of the needs of traditional and emerging 
intelligence consumers. 


Losing Our Way 


Too often we in the intelligence community forget our roots and abandon our private 
sector allies. Spies existed before Christ, but most of them were actually legal travelers and 


® Mr, Steele is President of OPEN SOURCE SOLUTIONS, Inc., @ non-profit 
educational association established to assist governments and private sector organizations in 
understanding and capitalizing upon private enterprise intelligence capabilities, generaliy 
known as “open source intelligence” (OSCINT). In 1992 he was named one of the 
"Microtimes JOO: industry leaders and unsung heros who made a difference in the computer 
industry in 1992 and helped create the future". In 1993 he was featured by Alvin and Heidi 
Toffler as "The Rival Store” in their chapter on "The Furure of the Spy”, in War and Antj- 
War: Survival at the Dawn _of the 21st Century. Mr. Steele is a veteran of the clandestine 
service of the United States of America, has helped manage overhead satellite programs, and 
was the founding Deputy Director of the Marine Corps Intelligence Center, where he 
developed many of his findings on the relative utility of OSCINT as a substitute or 
complement to the traditional intelligence collection disciplines. 


114 


discreet merchants. Tea was stolen from China, and porcelaia from England. by merchants. 
More recently Japan, China, and Taipei have demonstrated profitable and cost-effective 
private intelligence capabilities. France and Israel excel at government support to the private 
sector, but I speculate that soon it will be the private sector that is conducting most of the 
espionage as well as the open source intelligence (OSCINT) collection in these two 
countries." 


The Anglo-Saxon intelligence communities lost their way in the late 1950's, largely 
because of over-reliance on the American intelligence budget as a safety net, with the 
unfortunate result that the American tendencies to ignore counter-intelligence and cultural 
intelligence, and to rely on technical panaceas and bean counting, infected the other services 
and skewed the manner in which our respective intelligence services trained, equipped, and 
organized for sustained warfare against “the threat”. 


Among the worst of the American influences on Ang!o-Saxon intelligence were its 
obsessive focus on the Soviet Union as the only enemy worthy of total attention; and the 


5° The "privatization of intelligence” is a concept—indeed a sub-discipline-which owes a 


great deal to Dr. Stefan Dedijer of Lund University in Sweden. His contributions were 
honored with a book dedicated to him, by Jon Sigurdson and Yael Tagerud, The Intelligent 
Corporation: The Privatization of intelligence (Taylor Graham, 1992). Most recently, aided 
by one of his more promising disciples, Ms. Katarina Svensson. Ph.L., he published 
Technical Anaches and Sweden’s Innovation Intelligence (Lund University, April 1994). It is 
not my task here to provide citations to the literature critical of classical intelligence. but I do 
wish to acknowledge the lasting influence of Mr. Loch K. Johnson, whose article “Seven Sins 
of Strategic Intelligence”, World Affairs Volume 146 Number 2 (Fall 1983). and subsequent 
book, A Season of Inquiry: The Senate Intelligence Investigation (The University Press of 
Kentucky. 1985). set the stage for the critical exploration of alternative sources & methods. 
In the final note | provide several references focused strictly on private enterprise sources and 
methods. 


© J consider the Swedes to be the "stealth Japanese” of the Anglo-Saxon intelligence 
world, and also--with the Dutch--to have the most potential for creating the first Anglo-Saxon 
“intelligent Nation". Outside the Anglo-Saxon world I look to India, Viet-Nam, and Saudi 
Arabia to set new standards of excellence in government and private sector intelligence 
endeavors, and in fact speculate that they have already enjoyed significant successes. The 
dark side of private enterprise intelligence is represented by the criminal gangs--where the 
Colombians have been relatively unsophisticated, but omni-present in shadowing every U.S. 
frigate and aerial observation aircraft, | see the Russian, Vietnamese, Korean, and Japanese 
criminal organizations as cohesive, well-funded, and highly sophisticated. They represent a 
major threat which law enforcement will pot be able to handle without a radical redefinition 
of both the responsibilities of national intelligence, and the support obligations of national 
defense. 
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American “solution” for poorly managed human intelligence (HUMINT) against the Soviets’, 
an extremely expensive and deceptively ineffective technical collection empire which had the 
unanticipated impact of precluding American HUMINT from developing into a serious 
clandestine service. A side effect of the American resort to extremely expensive and highly 
classified? imagery intelligence (IMINT) and signals intelligence (SIGINT) overhead 
collection systems was the abandonment of the robust, diverse, responsive, and relatively 
inexpensive capabilities of the private sector.” 


"In the aftermath of World War Il, the Americans displayed their distressingly usual 
tendency to take the easy way, and attempted to penetrate the Soviet Union using emigres and 
others from organizations which had already been thoroughly penetrated by Soviet 
intelligence. When all of these “agents” were captured and executed, rather than doing some 
serious soul-searching and then creating a more serious illegals capability, the Americans 
turned to the U-2 and its follow-on satellites as an “acceptable” alternative to traditional 
spycraft. Now we find ourselves facing a wide range of threats which are not amenable to 
technical penetration, while we are simultaneously handicapped by the absence of a 
clandestine service worthy of the name. 


” Americans (among others) have developed the art of secrecy as a means of concealing 
ineffectiveness, inefficiency, and irrelevance. Although the technical disciplines, both 
imagery and signals, have much to offer our communities, the reality is that we process less 
than 10% of what we collect, and we disseminate roughly 10% of what we process (ergo we 
disseminate 1% of what we collect), and it is highly questionable as to whether the technical 
disciplines provide the return on investment that they should in comparison with either 
clandestine intelligence or open source intelligence. My detailed comments on the costs of 
secrecy is contained in my invited Testimony and Comments on Executive Order 12356, 
“National Security Information", to the Presidential Inter-Agency Task Force on National 
Security information, Department of Justice, 9 June 1994. For a related comment, consider 
the statement of Rodley B. McDaniel, then Executive Secretary of the U.S. National Security 
Council and a former Senior Director (White House) of the Crisis Management Center. 
Speaking to a senior executive service class at Harvard University, he stated: "Everybody 
who's a real practitioner, and ]’m sure you’re not all naive in this regard, realizes that there 
are two uses to which classification is put: the legitimate desire to protect secrets, and 
protection of bureaucratic turf. As a practitioner of the real world, it’s about 90 bureaucratic 
turf; 10 legitimate protection of secrets as far as I’m concerned.” As reported in Thomas P. 
Croakley (ed.), Cl: issues of Command and Control (National Defense University, 1991). 
page 68. 


» It was an enormous shock to me, while serving as the senior civilian responsible for 
the establishment of a new $20 million intelligence production center, the Marine Corps 
Intelligence Center, to discover that the $2 million per year we earmarked for a Top Secret 
Sensitive Compartmented Information (TS/SC1) computer system with direct access to data 
from the Central Intelligence Agency (CIA). National Security Agency (NSA). and Defense 
Intelligence Agency (DIA) proved to be virtually worthless. The analysts kept coming in 
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It is instructive. in thinking back to the early days of the Oftice of Swategic Services 
(OSS), to consider how very important the academics from the private sector were to the 
development of our analysis methods, and how very important open sources were to our 
strategic intelligence efforts. The anecdote about the price of oranges in Paris as an indicator 
of the effectiveness of our bombing attacks on the railroad bridges leading to Paris is a 
classic. In a more humorous and yet deadly serious vein, consider the story told by Miles 
Copeland, about how the OSS handled the innumerable requests from the Department of State 
and the Pentagon which did not merit clandestirie collection. 


The OSS put two men in 2 room with The New York Times. Anything that could be 
answered from this open source was typed up, stamped secret, and disseminated as the result 
of a highly compartmented human intelligence operation--and one which was ostensibly very 
expensive, hence justifying requests for additional funds. The information itself was not 
fabricated, only the purported methods of acquiring it." 


saying "there’s nothing there but Soviet missile silo data, the Third World ‘data fill” has not 
been done”. 1 subsequently discovered that I could meet 80% of the intelligence 
requirements of the Marine Corps through the use of open sources, as a cost of roughly 
_ $20,000 a year expended in subscriptions to LEXIS/NEXIS, EasyNet, Jane's information 
Group. and several other private enterprise information services. Our first major product. for 
which | served as Study Director, was an unclassified review of 69 countries of interest to the 
Marine Corps. Titled Overview of Planning and Programming Factors for Expeditionary 
Operations in the Third World (Marine Corps Combat Development Command, March 1990). 
this product was unique for relying strictly on unclassified sources, and was embraced by the 
operational community because it a) asked them to define heforehand what they considered to 
be the key factors as well as the distinctions between high. medium, and low degrees of 
difficulty for each factor; and b) it could be easily shared with pilots and platoon commanders 
as well as coalition partners and the press. It was this experience that led to the subsequent 
Congressional interest and my launching of a public campaign--while still a government 
employee and with the approva] of my General Officer--to radically realign resources between 
open and traditional sources of intelligence. 


* Miles Copeland, Withour Cloak or Dagger: The Truth About the New Espionage 
(Simon and Schuster, 1974}, pp. 47-48. It was with great amusement that I listened to four 
Tecently retired KGB officers, speaking at OSS ’93 on the topic of "Soviet Exploitation of 
U.S. Open Sources During the Cold War". To a packed room, they described how often 
"Centre" would catch them in the act of using open sources as a substitute for successful 
agent operations, and how open sources were in fact a mainstay of their Cold War scientific 
& technical collection efforts. Second International Symposium on “National Security & 
National Competitiveness: Open Source Solutions", Washington, D.C., 2-4 November 1993. 
The officers speaking were Colonel Vladimir B. Batkovsky. Ph.D. (former Deputy Director, 
KGB Science & technology Institute); Colonel Yuri 1. Modin, Ph. D. (former Deputy 
Director. Research institute on Intelligence Problems): Colonel Vsevelod I. Gapon (former 
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OSCINT has maintained a modest role within the larger intelligence communities. and. 
a more central role within the smailer intelligence communities, but the reality is that the 
Anglo-Saxon intelligence communities of today exploit less than 10% of what is available 
from the private sector. 


It is our task to explore the larger strategic context within which private enterprise 
intelligence can make a contribution to national security; to understand operationa! concepts 
from private enterprise intelligence which can and should be adopted by the traditional 
government intelligence services; and finally, to inventory, at this point in time, some of the 
specific private enterprise intelligence capabilities which can be used by the government to 
achieve both tactical results and sustained savings. 


OSCIN id the Changing Thr 


Others participating in this conference have addressed the changing threat and 
changing intelligence agenda. but } wish to outline here an intellectual construct which 
influenced my early appreciation of how poorly our intelligence community exploits private 
sector intelligence capabilites. and how relevant OSCINT is to the threats that have always 
been with us, but which are receiving a more appropriate degree of interest today. 


GUERRILLA 
Physical HIGH TECH WARS LOW TECH Natural 
Stealth, BRUTES —————— BRUTES Stealth, 
Precision (MIC/HIC) (LI¢c) Random 
Targeting Money--Ruthlessness | Targeting 
ECONOMIC WAR Power Base TERRORISM 
cCyber- , Knowledge--Ideology | Ideo- i 
Stealth, HIGH TECH LOW TECH Stealth, 
Database SEERS Sl SEERS Mass H 
Targeting (C3I WAR) CULTURAL (0ITHAD) Targeting 
WARS 


Figure 1: The Four Warrior Classes and Implied lotelligence Challenges” 


Deputy Chief of Division, KGB): and Colonel ‘Yuri H. Totrov (former KGB Section Chief 
for Counterintelligence, Central Intelligence Agency Affairs). 


* This graphic is from my article “The Transformation of War and the Future of the 
Corps" in INTELLIGENCE: Selected Readings--Book One (Marine Corps Command & Statf 
College. AY 1992-1993). it is my privilege to continue serving the Marine Corps as Adjunct 
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While there are obviously variations to these four categories (for instance, some 
international criminals now use very sophisticated Swiss encryption and communications 
devices, as well as computer Van Eck emissions capture devices), these four categories 
helped me focus on the original threat--the high tech brute or conventional military opponent 
--while also keeping sight of the three major emerging threat categories. 


What I perceive in this matrix is two fundamental aspects of national security and 
national intelligence: . 


a) First, since the Nationa) Security Act of 1947 which created the U.S. intelligence 
community, all that has followed has led to an intelligence community trained, equipped, and 
organized to deal with a single monolithic "high-tech brute", the Soviet Union, and very 
poorly trained, equipped, and organized to dea] with smaller high-tech brutes, such as Iraq. 
or the other three major categories of threat. In particular, national intelligence capabilities 
in support of both international and domestic law enforcement, and economic 
competitiveness, are mediocre to non-existent." We do not have the long-term ethnic human 
penetrations we need against international criminal organizations, nor do we have the kind of 
tactical SIGINT capabilities, or even air-breathing tactical IMINT, that would be helpful in 
coping with this robust international cancer." We find that cultural movements battler our 


Faculty for intelligence. My thinking was stimulated by Martin Van Crevald during his 
tenure as a Visiting Professor at Command & Stati College, and by his book The 
Transformarion of War (Free Press, 1991). 


‘S For a detailed critique of the existing U.S. intelligence community. a critique which 
draws on my years of service both in the Central Intelligence Agency as well as the Marine 
Corps. including participation in all of the post-mortems on intelligence failures in the Gulf 
War as well as Marine Corps support to the Department of Detense “reinvention of 
intelligence" initiatives undertaken by then Assistant Secretary of Defense for Command and 
Control, Communications, Computing, and Intelligence, Mr. Dwayne Andrews, see “A 
Critical Evaluation of U.S. National Intelligence Capabilities” in the international Journal of 
intelligence and Counterinielligence (Volume 6, Number 2, Summer 1993). More recently | 
have summed up four years of critical commentary in “Reinventing Intelligence: Holy Grail 
or Mission Impossible?", in the International Journal of Intelligence and Counterintelligence 
(Volume 7, Number 2, Summer 1994). 


" Until recently, very few traditional intelligence analysts were aware of the existence of 
the International Association of Law Enforcement Analysts (IALEA). This organization 
Tepresents a first step in transferring some of the methods of analysis developed by the 
traditional intelligence community into the law enforcement arena. They can be reached at 
Post Office Box 52-2924, Miami, Florida, 33152, Voice: (305) 653-3010, Facsimile: (305) 
716-3218. When | participated in reviews of inte)ligence effectiveness against low intensity 
conflict targets. one of the most critical deficiencies was the fact that our systems could not 
deal with "low slow singleton” targets. A major deficiency within the military is its 
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indications & warning (I&W) system hecause they do not use point to point communications 
but rely instead on couriers, the pulpit, and broadcast television to indirectly mobilize action 
elements from within the masses." We do not have an electronic counter-intelligence 
capability worthy of the name, nor have we established the most basic economic counter- 
intelligence capabilities.” 


b) Second, and this stems from a personal awaking inspired by the failure of our 
Marine Corps Intelligence Center’s $10 million classified intelligence computing system and 
telated classified databases, when contrasted with a $20,000 a year expenditure on private 
enterprise information sources and services, it is clear to me that OSCINT can meet 80% of 
our needs for intelligence against the emerging threats, and that OSCINT must be the 
foundation upon which we completely restructure our classified capabilities. 


Now, there is going to be a natural tendency on the part of the “old boys" to say that 
OSCINT is all well and good, but not for critical national security issues. 1 have heard this 
from the best of them, including flag officers in England and France. 1 have also heard from 
flag officers in the U.S. and England, and officers in other countries, that they are fed up 
with classified intelligence that is relatively useless to their day to day needs, and highly 
interested in streamlining and improving their direct access to private enterprise information 


propensity to procure “fast movers” (jets) with very limited loiter times over the target area. 
at the same time that they decline to invest in the necessary “sensor to shooter” collection and 
connectivity so that these expensive toys can be effective against low slow singletons targets. 


“ One of the finer pieces of journalism ) have encountered was a superb series, each 
article taking up an unheard of full newsprint page or more, in The Washington Post. On 
Monday 2 August 1993 they published “Islamic Warriors: Radical Movements Thrive on 
Loose Structure, Strict Ideology", and a sidebar article, “Militarized Hezbollah Follows Lead 
on Jran". On Tuesday 3 August 1993 they-published "Islamic Warriors: Global Network 
Provides Money, Haven", with a sidebar article on “A New Strain of Terrorism: Groups are 
Fast, Loose, Hard to Find”. 


'* Many of my thoughts on information warfare, and information peacekeeping. are 
contained in my fecture “War and Peace in the Age of Information". presented by invitation 
to the Naval Postgraduate School at Montery, California, as a Superintendent’s Guest Lecture 
on 17 August 1994. Among other controversial elements, this lecture outlines how I would 
completely neutralize U.S. military and civil capabilities through electronic attacks on ten 
specific targets. More recently my friend Winn Schwartau has published a superb book, 
INFORMATION WARFARE: Chaos on the Electronic Superhighway (Thunder’s Mouth Press, 
1994), a detailed review of the specific capabilities and threats associated with personal, 
corporate, and global information warfare. 
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sources.”* 


Let me offer just two short proofs. In 199] over 100 senior officers, including ten 
Colonels from the Marine Corps (an unheard of investment for a single event from this 


” For a current critique of the U.S. intelligence community by a prominent consumer, 
see former Secretary of State George P. Shultz’s Turmoil and Triumph: My Years as 
Secretary of State (Charles Scribner’s Sons, 1993), pp. 50, 297, 307, 312, 425, 492, 493, 
595, 619 passim. One Marine Corps-general officer has stated that he used to talk about 
intelligence being broken, until he realized that this implied it existed--in his view, national _ 
intelligence simply does not "exist" when it comes to supporting expeditionary military 
operations. [ am fully famiiiar with the open source intelligence capabilities of the U.S. 
intelligence community, and in fact served as the Marine Corps member of the Open Source 
Intelligence Council until my resignation from the Corps on 1 April 1993. The Foreign 
Broadcast Information Service (FBIS) and the excellent scientific & technical intelligence 
capabilities developed by the National Air Intelligence Center (NAIC), the National Maritime 
Intelligence Center (NMIC), and the National Ground Intelligence Center (NGIC) all merit 
tespect. Unfortunately. the U.S. intelligence community spends less than 1% of its budget 
on open sources (while admitting that open sources provide 40% of the all-source product), 
and is in my judgement tapping less than 10% of the private sector’s capabilities. Among the 
obstacles to improved OSCINT are an afchaic security system, a culture that thrives on 
secrecy rather than results, and a procurement system that makes it very easy to spend 
millions on hardware, while making it virtually impossible to subscribe to LEXIS/NEXIS or 
pay a consultant a quick $1,000. Jam totally c i i i 

.S. nati intelli: muni al ting to e_its present level of funding. 
but in the absence of radical realignments among the disciplines and between collection versus 
distributed analysis, the community is in for some rough years. The first community attempt 
at defining its open source intelligence strategy was so disappointing, without reference to 
past studies or known experts, that ] was obliged, as a Marine Corps civilian, to produce 
United Stares Marine Corps Comments on Joint Open Source Task Force Report and 
Recommendations: Working Group Draft Dated 6 January 1992 (Headquarters, U.S. Marine 
Corps, 11 January 1994). The intelligence community finally appointed an Open Source 
Coordinator, Mr. Pau) Wallner, to whom I am indebted for his integrity in supporting our 
Private sector advocacy of open source intelligence developments; more recently Dr. Joseph 
Markowitz has been appointed Director of the Community Open Source Program Office 
(COSPO). with Mr. Wallner as the Deputy for this much-expanded effort. I have a very 
high regard for both of these gentlemen—but they are not being given the inter-agency 
authority. and resource contro! they require to truly make OSCINT “the source of first 
resort", as Mr. Wallner has correctly defined it. I do not believe the U.S. intelligence 
community will truly restructure until it faces the real threat of a 50% (fifty percent) cut in 
its budget over five years, a threat which may well materialize in 1994 as an outcome of the 
newly established Warner Commission (formally known as the Commission on the Roles and 
Capabilities of the United States Intelligence Community). 
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austere Corps). met at the Naval War College in Newport for Technology Initiatives Game 
1991. This game was a first effort to scrub Admiral Jerry Tuttle’s COPERNICUS program. 
and included an Intelligence Celi. Here is a paraphrase of what the Navy Wing Commander 
(Captain, O-6) who led the Jead flight into Baghdad said: 


if it is 85% accurate, on time, and I can share it, that is a lot more 
useful to me than a compendium of Top SecretiCodeword information that is 
too much, too late, and needs a safe and three security officers to move it 
around the battlefield." 


We in the intelligence community must be mindful of the acceleration of the 
operational tempo, and the fact that our consumers are not stupid. They are growing 
impatient with the ability of the intelligence community to "keep up". In the Gulf War the 
classitied imagery cycle took eight days from articulation of the requirement to deliver of the 
imagery. The operational planning cycle was three to five days. Classified imagery was not 
only poorly suited for wide area surveillance, but it was always too late to be really useful. 
By contrast, you now have real-time imagery delivery from SPOT, and commercial synoptic 
one-meter imagery is a year or two away from reality. CNN is blanketing the battlefield, 
and although it is often wrong. it influences policy and operations. Commercial online 
services and international executive investigative services are offering astute consumers a 
degree of tailored intelligence support which is not available from the intelligence community 
for anyone other than the President or Prime Minister. 


More recently. we have the instructive example of OSCINT in the war on drugs. 
Without belaboring the point, as an entire book will be coming out shortly on this topic, Los 
Alamos National Laboratory has demonstrated that for $100,000, using only OSCINT, it can 
do better at estimating global drug production and movement than an equivalent effort by the 
U.S. national intelligence community, at a cost of $12-15 million doliars.” 


ce) ; ing Definitions of ional 


With the globalization of demographic and ideological movements, as well as the 
globalization of crime and the economy, the intelligence community is finding itself’ hard- 


7! Marine Corps Trip Report, Technology Initiatives Wargame 1991, Naval War 
College, 21-25 October 1991, disseminated by Assistant Chief of Stait, Command and 
Control, Communications and Computer, Intelligence and Interoperabillity, Ltr C412R dtd 3 
January 1992. 


» Dr. James Holden-Rhodes, SHARING THE SECRETS: Open Source intelligence and 
the War on Drugs (forthcoming), extract from Chapter 5. This book has been selected for 
distribution at OSS *94, and 1,000 copies will be especially printed by OSS, Inc. one year in 
advance of the book’s release to the public by the prospective publisher. 
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Pressed 10 meet the needs of its consumers for intelligence about areas which have 
traditionally been excluded from its charter, such as strategic economic intelligence 
assessments which must of necessity draw on comparative domestic economic information: or 
support to law enforcement in its increasingly dangerous efforts to contain very powertul and 
very ruthless international criminal organizations with solid ethnic cohesion.” 


It was instructive to me, in January 1994, to hear Ms. Ellen Seidman, Special 
Assistant to the President of the United States, discuss her responsibilities on the National 
Economic Council, and her perceptions of both intelligence and normal governmental 
information processes. In brief, she found the intelligence community irrelevant to her 
mandate because in the U.S. the intelligence community is not permitted to develop strategic 
assessments about domestic matters, even economic competitiveness matters. At the same 
time, Ms. Seidman expressed frustration with the normal governmental information 
processes, such as represented by the Federal Reserve Board and the Departments of 
Commerce, Treasury, and Labor, because the latter do not have any concept of how to 
collect. process, and disseminate intelligence. They don’t “do” collection management, or 
critical analysis, or forecasting. or indications & warning. at the level of sophistication which 
our intelligence communities have developed over ime.™ 


As we reinvent intelligence, there is clearly a need to reconsider not only our sources 
and methods, but the range of inquiry and the broadness of the consumer base. In my 
judgement the intelligence community must find a new balance between supporting more 
consumers with non-traditional requirements including domestic information requirements, 
while also relying on open sources and private enterprises to fulfill most of the encyclopedic 
intelligence requirements. The intelligence community, cannot, however, centralize its 
management of OSCINT, nor can it even presume to control what reaches the consumer. 
There is a strategic approach which must be taken to integrate government intelligence with 
private enterprise intelligence. 


> Mr. John Petessen, President of the Arlington Institute (and former staff member of 
the National Security Council) defines national security in this way: “The Nation’s security is 
fo more than the total of the individuals’ perceived sense of security (at home and abroad)." 
He uses a matrix from "Here to There" and "Peace to War" to show the broadening of 
national security concerns to include "Here" and "Peace" as major areas where both our 
defense community, and our intelligence community, are not prepared. Personal 
communications. 


* Ms. Seidman was speaking to the Open Source Intelligence Lunch Club in 
Washington, D.C. on 11 January 1994. Her remarks were reported in OSS NOTICES Issue 
94-001 dated 21 February 1994, page 10. 
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OSCiN7T and the Consumer 


As we consider how best to integrate OSCINT capabilities from the private sector with 
both old and new classified intelligence capabilities, we must remain acutely conscious of the 
realities which characterize our consumer‘s acceptance and exploitation of information. 


—T 
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Figure 2. Competing Influences on the Policy-Maker 


Consider the above figure, a graphic depiction of the range of "open sources” reaching 
the consumer each day, independent of the intelligence community: 


* This chart is reproduced from "A Critical Evaluation....", supra note 8, and in turn 
taken from the CLA “Intelligence Successes & Failures Course” which | understand has been 
discontinued. Dr. Jack Davis, Senior Intelligence Service, was for many years the keeper of 
the flame for “real world analysis”, and the only senior officer willing to stand up to those 
who would politicize intelligence analysis and pretend that going through the motions 
coustituled real intelligence. Others whose integrity and vision meril recognition including 
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a) Ninety percent of what the consumer reads and listens to is not only unclassified, 
but also unanalyzed and unrelated to the classified information sent to them. 


bj) There is no penalty to the consumer for ignoring classified information. 


¢) Classified information often comes with so much security baggage as to be an 
untenable contender for the policy-level consumer's attention (and the executive assistants do 
not have the codeword clearances, so even the consumer’s filtering mechanism is of no help 
in flagging “useful” codeword material). 


d) Unclassified material, even if inaccurate, if it fits the consumer’s worldview or 
agenda, is immediately useful as something which can be disseminated to the press, the 
public, or Parliamentary personalities. 


One of the most important changes the intelligence community can make. one which 
both addresses the potential as well as the hazards of unbridled open sources reaching the 
consumer directly. is to develop a much more extensive network of analyst-operators assigned 

“ to specific consumers and attending directly to their daily needs. Only through day to day 
interaction, and physica! co-location, will such intelligence community representatives be abie 
to a) monitor the OSCINT reaching the consumer, b) earn the consumer's trust and 
confidence; and c) properly channel requirements for timely action by the classified world. 
and d) “pull” exactly the right imelligence from the classified world in such a way as to be 
directly pertinent to the consumer's needs of the moment.” 


the instructors for the Harvard “Intelligence Policy Seminar", notably Drs. Ernest May and 
Richard Neustadt, and in recent years, including the course I attended, Dr. Gregory 
Treverton (now Vice Chairman, National Intelligence Council). Mr. Dong MacEachin, the 
current Deputy Director for Intelligence (DDI) is a superb officer laboring under enormous 
constraints to improve intelligence analysis--as he has commented to a meeting of the Security 
Affairs Support Association, in paraphrase, “it is hard to do serious analysis when you have a 
bunch of 19-year olds on two year rotations”. The entire concept of what constitutes the 
"value-added" role of national intelligence needs redefinition. 


6 The best article I have seen on how best to do intelligence analysis within the kind of 
competitive environment provided by OSCINT from private enterprises is that of Mr. 
Andrew Shepard, a senior analyst now on detail to the Community Management Staff (CMS). 
His "Intelligence Analysis in the Year 2002: A Concept of Operations", was published in the 
Proceedings (Volume ]) of the First International Symposium on "National Security & 
National Competitiveness: Open Source Solutions” (McLean, Virginia, 1-3 December 1992), 
and is beginning to have an impact outside the United States. The paper was first presented 
at the Symposium on Advanced Information Processing and Analysis (Reston, Virginia, 24- 
26 March 1992). Mr. Shepard capably articulates how on-site intelligence analysts can fulfill 
three major roles in direct support of the consumer: real time validation and review of 
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The Strateeic Context of Private Enterprise intelligence 


When we lost cut way in Uié late 1950's, and fell in love with iechaclogy atid ihe 
simplicity Of a world with only one "main enemy”, we built ourselves a cement bunker with 
no windows. In their time, satellites were like an oasis in the desert. However, in dhe past 
twenty years private entesprise information collection, processing. and dissemination 
aliernatives have exploded--unfortunately, for those within the bunker, with its bad air and 
depleting supplies, it is difficult to notice sach changes. It is a wibute to the organizers of 
this conference, and those behind them, that OSCINT is receiving a full and proper hearing 
in Canada. 


The strategic context of private enterprise intelligence is a fundamental starting point 
for the reinvention of intelligence. There is no more promising aspect of our profession than 
thai offered by the privaic sector. While we must assorediy pursue improvements in both 
ciandestine and technical collection sources and methods, OSCINT--the private sectoi--nsust 
of necessity serve as both the "stopgap" measure by which we meet sequirements for which 
our community is not tained. equipped, and orpamized; and aiso the benchmark against 
which we evaluate the value of clandestine and technical capabilities applied 1 new targets. 


in the tactical section which concludes this paper I provide examples of speciiie 
privaie enierprise information-intelligence capabilites from each of the above. At ihis. the 
stvategic level, 1 wish to make three points: 


a) First, tie consumer is now in charge. and acutely conscious of Ue advantages 
which OSCINT provides. not only in terms of responsive information at a very low cost, but 
in terms of political advaniage....OSCINT can be shared wilh the press and Partiament. and 
therefore is much more politically potent than a secret report which cannot be shared. 


b) Second, this is the age of distributed information. ht is simply no longer possible 
to centralize control over collection, storage. processing, and dissemination. I have staied 
publicly my view that the "Centeai" Intelligence Agency is not iong for this world--that is aot 
to say that we do not require its capabilities, simply that the way in which it is now organized’ 
and managed is so ineffective and inconsistent with the fealities of today. that it musi 
inevitably join the mammoths in the tar pit.” 


OSCINT reaching the consumer independent of the intelligence community: real-time 
retrieval from intelligence community databases of that information which can be tailored w 
support an imminent decision by the consumer; and collection management tallured to the 
needs of the consumer sather than the circumstances of the collectors. 


” My fost detailed statement on where I see the U.S. intelligence community 
developing, to include the dissolution of the Central Intelligence Agency (and the 
establishment of a separate Clandestine Services Agency) is contained in OSS NOTICES 
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c) Third, it is simply not advisable, for both political and financial reasons, to render 
classitied intelligence support to private enterprise with any consistency, or with an assured 
Teturn on investment. In coming to this conclusion 1 draw on my participation in a special 
workshop within the Harvard Executive Program on Intelligence Policy (1991). There is no 
question but that classified economic espionage is required to “illuminate the playing field” 
for the governmental policy maker. However, given the fragmentation of ownership, 
management, and employment of most international finns, defining a strictly American or 
strictly Canadian firm meriting the expenditure of taxpayer funds for classified intelligence 
becomes problematical. What ] found most interesting. though, in thinking about this issue 
with my classmates, was my personal conclusion that the single best thing the government 
can do for national competitiveness is to nurture the growth of what Lee Felsenstein calls the 


Volume 2, Issue 6, 30 August 1994). Among the highlights: dissojution of the Central 
Intelligence Agency; establishment of a separate Clandestine Services Agency (CSA) under 
total non-official cover; conversion of the Directorate of Intelligence into the cadre for an 
inter-agency series of intelligence centers under the oversight of the National Intelligence 
Council; creation of Deputy Directors of Classified Intelligence for Research & Development, 
and tor Communications & Computing; integration of the National Reconnaissance Office 
(NRO}j with the Defense Mapping Agency (DMA) } to create a Defense Mapping & 
Reconnaissance Agency which contracts : expansion 
of the National Security Agency (NSA) charter to include monitoring of unencrypted cyber- 
space data and the establishment of a clandestine capability for inserting alternative 
transmitters into sites using unbreakable encryption: and expansion of the Defense 
Intelligence Agency (DIA) to manage a totally integrated Intelligence Corps which provides 
the military intelligence personnel to all military elements from the forward-most tactical 
element through the Joint intelligence Centers (31C) and into the Pentagon. A superb book 
on emerging governance principles for distributed networks is that of Kevin Keliy (editor of 
WIRED Magazine), GUT OF CONTROL: The Rise of Neo-Biological Civilization (Addison- 
Wesley. 1994). Gne of the concepts which Kelly articulates is that of "hive mind”. In my 
own work | am pursuing ideas once articulated by Teilhard de Chardin and Quincy Wrighi. 
among others, with respect to what constitutes an “intelligent nation”. J envision a “virtuai 
inteHigence community“ which is 100 times larger and more encompassing than the existing 
intelligence communities; while such a community must by definition be “out of control”, it 
is in fact far more effective and respuusive tu the needs of our consumers than the existing 
government intelligence communities (and their non-intelligence uninformative counterpart 
agencies). 


™ This course, sponsored by the Central Intelligence Agency, brings together 
approximately thirty general officers and their senior civilian counterparts, each at a point 
where they are about to manage the entirety of their organization's intelligence resources. As 
the second civilian in the very small Marine Corps intelligence pond, | benefitted from this 
opportunity around eight years earlier than 1 might have in a larger organization. 
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“information commons" of open source multi-media data.” 


Let me expand on this concept for a moment. Our own Deputy Assistant Secretary of 
Defense for Intelligence and Security, Mr. Keith Hall, has stated clearly that while 
intelligence must of necessity rely on OSCINT for context, that intelligence is intended to 
collect secrets not available "by other means”, and that OSCINT falls firmly within the 
category of “other means".” What we have here is a dilemma. On the one hand, we want 
the intelligence community to focus on secrets. On the other hand we have to keep the 
policy-maker informed, and find that 80% of the time OSCINT is better at informing policy 
than are secrets. What 1 believe we need is a new strategic definition of what constitutes 
“national intelligence'--our definition must provide for a distinction between classified 
governmental intelligence and unclassified private enterprise intelligence, while also providing 
for the integration of both under the national intelligence umbrella. 


The isolation of the intelligence community from its consumers, and the arrogance of 
the intelligence community in presuming that it knows best who its consumers should be, and 
that it knows best whether secrets are better than open sources in any given instance, must be 
brought to an end. 


In essence, it is not enough for the government to simply understand and take 
advantage of private enterprise intelligence. It is essential that the government have a 
national information strategy. and that it nurture what 1 call distributed centers of excellence. 
It is not enough to expect that the private sector will undertake the necessary collection and 
processing that is required--government must actively encourage. without controlling. such 
endeavors, and constantly monitor the state of its national information continuum.” 


* Lee works at the Interval Research Corporation in Palo Alto, California, and can be 
reached at (415) 354-0857. fax (415) 354-0872. email <lee@interval.com >. Interval is 
Paul Allen's attempt to create a modern Xerox Parc. 


% Mr. Hall provided his first public address on the relationship between intelligence and 
Open sources to the Open Source Intelligence Lunch Ciub in Washington, D.C., on 9 August 
1994. Mr. Hali, whose rich experience at the tactical level in military intelligence and at the 
Office of Management and Budget as well as on the Senate Select Committee for Intelligence 
makes him one of the most qualified senior leaders in our community. was the originator of 
the term "ASK-INT", and has over the past decade challenged intelligence collectors to 
determine if the information they want to use expensive methods to collect might not in fact 
be available for the asking. 


» In the United States, the National Information Infrastructure (NIJ) was until recently 
focused strictly on connectivity. It was with some gratification that I finally heard him speak 
of the need to harness the "distributed intelligence of the Nation", 2 phrase | used in my 
address to OSS "94, He used this phrase when announcing the Gil in Brazil, and again at the 
Public Interest Summit in Washington, D.C, on 29 March 1994, 
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Below i illustrate what I call the "information continuum". It is very important to 
note that the intelligence community is but one ninth of that continuum, and that existing 
security and procurement practices assure the complete isolation of the intelligence 
community from the other eight sectors. If one regards the intelligence community as the 
pinnacle of the national information continuum, then the most interesting aspect of 
reinvention is that associated with new responsibilities for the community--instead of simply 
collecting information and processing it in a centralized way, the community must now begin 
the process of nurturing distributed networks which are unwitting or benignly witting, and 
most assuredly not “under control". 


What | call the “information continuum" is the knowledge terrain within which 
government intelligence and corporate intelligence must operate: 


Private Investigators 
K-12 Libraries Information Brokers Government Intelligence 


Universities Businesses Media Detense 


Figure 3: The "Information Continuum" or "Virtual Intelligence Community" 


It consists of our elementary and secondary schools, our universities. our libraries, al! 
businesses and their information repositories, private investigators and information brokers, 
the media including the trade journal and scientific & technical media. governments down to 
the state and local level, ali defense and law enforcement organizations, and the official and 
usually secret intelligence communities. 1 call these the nine sectors of the information 
continuum. 


IF we can hamess this distributed power, then we can create a "virtual intelligence 
community" far more capable than the isolared communities now in existence. 


The good news is that this continuum provides a low-cost, flexible, and responsive 
“virtual research department" of extraordinary power and value. The bad news is that very 
few people know how to navigate this terrain, or how to break down the iron curtains 
between sectors, the bamboo curtains between industries, the plastic curtains between 
individuals. 


In order to bridge the gap between what we have in the “real” intelligence community 
today, and what we might have in the “virtual” intelligence community of tomorrow, a 
national information strategy is an essential pre-requisite. Whether through legislation or 
through administrative fiat, there must be a concerted effort on the part of the government to 
harness the "distributed intelligence of the Nation". 


129 


In addition to the connectivity that comes with the National Information Infrastructure 
(Nl) and its international extension, the Global Information Infrastructure (G1). three other 
elements are required to fully harness private enterprise intelligence: 


a) There must be, fully independent from the intelligence community”, a National 
Information Foundation (NIF). modeled after the National Science Foundation (NSF), which 
nurtures distributed centers of excellence without attempting to control them or their content. 


b) Expenditures for information research and development (both tools and content) 
must be coordinated to avoid duplicative or counter-productive investments (e.g. every major 
bank commissioning a separate market survey on Indonesia, or development of a desktop 
analysts’ workstation). 


c) Communications & computing security must be assured through national standards, 
testing & certification laboratories, due diligence legislation, and national education.” 


In brief then, while the private sector provides a very robust foundation for 
Teinventing intelligence, and private enterprise intelligence can today be exploited well! 
beyond what the intelligence community is doing. only a national program and a national 
strategy which explicitly recognizes the distributed nature of private enterprise intelligence. 
and seeks to harness it, will yield the optimal value for national security and national 
competitiveness. 
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There is no avoiding the fact that most private enterprises, be they commercial or 
academic, will simply not trust the intelligence community to "manage" or "contro]” their 
databases or their activities. The best way to harness the distributed power of the private 
sector is to create a National Information Foundation (or Institute) which is non-regulatory 
and distributes funds (rather than centralizes information) to "centers of excellence” chosen 
because of their focus on specific regions or topics of interest to the government. This would 
be a non-intrusive means of orchestrating capabilities. OSS, Inc. is in the process of obtaining 
from every U.S. Senator and Representative their nominations for centers of excellence in 
their respective States and Districts, as a pre-amble to publishing the first national inventory 
of centers of national intelligence excellence in the private sector. 


a 


Although I have had very good relations with major hacker groups since 1992, when 
they recognized me for "hacking the intelligence bureaucracy”, it was not until this past year 
that I realized that absolute private security was an essential pre-condition to complete 
openness. In order to engender the kind of open exchanges that are needed in a distributed 
intelligence system, it is essential that individuals feel that they a) know who is on the other 
end with some certainty; b) will receive the original document without modification; and c) 
can rely on a digital cash payment being transferred if that is part of the exchange. It was 
this realization that led me to oppose the Clipper Chip, and to testify to the NII Security 
Committee on 15 July 1994. 
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Operational Concepts, Policies, and Practices 


At the operational level, which deals with top-level guidance of over-all intelligence 
efforts, rather than the specific research tasks common to the tactical level, } want to 
highlight some core concepty where I believe that the private sector is ahead of the 
intelligence community.* 


Decision-Support is the only acceptable mission for intelligence. One must carefully 
distinguish between data, which is the raw text, image, or signal; information, which is 
collated data of generic interest, such as newspapers or research reports; and intelligeace, 
which is information that has been tailored to support a specific decision by a specific person 
about a specific topic at a specifte time and place.” 


_ Collecting Secrets is not difficult if you focus on collecting them before they become 
secrets. The weakest lik, and the cheapest and easiest to exploit, is the grey literature and 
human infrastructure responsible for doing research just before someone decides to label 
something proprietary or classified. 


Cast a Wide Net. The French steel industry worked very hard at competitor 
intelligence against other steel industries, and completely overlooked the plastics industry. 


™ Both the operational concepts and the tactical specifics which follow were developed 
for my keynote presentation to the Association for Global Strategic Information (AGS) in 
Heidelberg on 14 June 1994. That speech, oriented toward strategic planners and senior 
executives in international business, was printed as “ACCESS: Theory and Practice of 
Competitor Intelligence”, Journals of AGSI (July 1994). Both sections have been revised, to 
include alteration of some of the tactical elements, in order to be more meaningful to 4 
government intelligence community audience. 


* When I first began developing new concepts for analysis in order.to make the very 
austere Marine Corps Intelligence Center as effective as possible, J underivok a review of all 
CIA and DIA production available to the Marine Corps from the preceding year. 1 was 
intrigued to discover that almost nothing produced by either of these two organization actually 
supported any specific decision. It was all classified information of generic interest, and of 4 
broadcast nature. 1 also found that almost all the production focused on a specific topic, 
weapons system, or country, rather than producing strategic generalizations helpful to long- 
term assessments and the formulations of strategic plans. 


%* For a detailed articulation of my theory and practice of OSCINT, see “ACCESS: 
Theory and Practice of Intelligence in the Age of Information". This was prepared for a 
foreign government which is among the most advanced in exploiting legal and open sources 
“and methuds in support of its national competitiveness. The paper was published in Volume I 
of the Proceedings of the Second International Symposium on “National Security & National 
Competitiveness: Open Source Solutiuns” (Washington, D.C., 2-4 November 1994), 
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which was busy developing steel substitutes.” 


Openness versus Secrecy. The openness paradigm has won. The example of the 
nuclear industry, based on secrecy and not very progressive, is instructive when compared 
with the openness of the electronics industry. where competing engineers compare their 
approaches over coffee.” 


Just in Time versus Just in Case. Paui Evan Peters, Executive Director of the 
Coalition for Networked Information, makes the point that in the age of distributed 
information easily accessible through electronic connectivity. it makes no sense to store 
volumes of out-of-date information when you can reach out and get exactly what you need in 
the way of current information on a “just in time” basis. 


Leverage Everyone Else’s Overhead. An expansion of the above concept is that of 
avoiding the enormous costs of attempting to maintain, with limited sustainability. in-house 
experts and in-house archives on everything. The private sector contains many superb 
information and intelligence capabilities where the resident expertise, and the existing 
Gatabases, are maintained at someone else’s expense. The intelligence community must do a 
much better job of exploiting such centers of excellence. The most important contribution 
these exiernal elements can make is not as a substitute for in-house analysis and the final 
production of an integrated classified product, but rather as self-sustainizg information filters 
and on-demand experis able to rapidly identify the latest and best multi-media information 
pertinent to a specific decision area--information that can then be rapidty acquired, 
evaiuaied, and integrated.” 


* | heard this marvelous anecdote from Mr. Herve Serieyx, Vice President of the 
Institute for European Leadership, as included in his address to the French information 
industry congress, 1DT *93, in Paris during the month of June 1993. 


* Mr. John Perry Barlow, Co-Founder of the Electronic Frontier Foundation, articulated 
this contrast during his address to OSS *92. 


® Early on in my OSCINT advocacy days, | suddenly realized that too many of my 
former colicagues were confusing my advocacy of OSCINT as a foundation for all-source 
intelligence with a view--which 1 do not support--that OSCINT can do it al] or can substitute 
for clandestine and technical collection. I am fond of the analogy that Dr. Joseph Nye uses 
(he was until recently the Chairman of the U.S. Nationa! Intelligence Council). Dr. Nye 
talks about the intelligence problem as a jig-saw puzzle, and of open sources as the outer 
pieces of the puzzle, without which one can neither begin nor complete the puzzie. 
Clandestine and technical collection comprise the inner pieces. Dr. Nye would probably 
agree with my proposition that open sources have become a larger part of the solution in 
recent years--he might be reluctant to agree with my proposition that one often does not need 
the classified pieces in order to make a decision, and that in fact the maintenance of 
operational momentum is often is direct contradiction to the intelligence community’s 
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Diamond versus Linear Paradigm. The old paradigm for information acquisition is 
the linear model, where the consumer goes to the analyst who goes to the collector who goes 
to the source, and then back up the chain the answer goes. This paradigm is not only too 
slow, it is not workable when you have a fast-moving topic with lots of nuances thal are 
difficult to communicate to intermediaries, The new paradigm is the diamond paradigm, 
where the consumer talks to the analyst, the collector, and on many occasions the source, in 
order to ensure there is a timely and accurate meeting of the right minds” 


CIO = Corporate Intelligence Officer. The last person corporations should appoint 
to the CIO position is the oldest information systems expert. They are technicians and do not 
bave the slightest understanding of corporate strategy and the needs of senior executives for 
real-time content displayed in meaningful ways. The CIO position should not only be 
responsible for ensuring that the entire corporation—-every employee--serves as part of the 
collection network, but also for ensuring that the information im hand is exploited, and that 
the corporation has the broadest possible network of external collection and processing 
capabilities on demand. Tbe CIO should be the intelligence community’s primary point of 
contact for legitimately and openly exchanging unclassified information. 


Information Value: content + context + time. Corporations and banks have a 
wealth of information that is rotting away unused rather than being bartered or made available 
to one another as a means of increasing the comypeiitiveness of an industry or a country. Ht 


propensity to delay and delay in the hopes of getting a perfect answer. In forming my 
judgement on what best meets the need of my military commanders, | am influenced not only 
by many discussions with officers at the Warfighting Center of the Marine Corps, but also by 
Brigadier Richard E. Simpkin’s excellent book, Race to ihe Swift: Thoughts on Twenty-First 
Century Warfare (Brassey’s, 1985). 


“ | developed this concept while considering how relationships have changed between 
consumers, analysts, case officers, and clandestine agents. Those that do not actually 
understand the capabilites and limitations of clandestine intelligence frequently fali victim to 
the myths of clandestinity, and faii to understand that both agents and case officers are 
human. Too ofien, an agent will fabricate information or take information from open sources 
and pretend it comes from a "third cousin working for the Foreign Minisier" to avoid any 
appearance of diminished access, and too often, a case officer will accept a fabricated answer 
either for lack of time to validate the information, or out of naivete. The number of case 
officers that do not read the local press of understand the local language at a level of 
competence sufficient to detect nuances and dissembling is distressing. Now, with so many 
Open sources and so many experts being brought “oo line” through the Internet and other 
means, it is my view thal the role of the analyst is changing dramatically. Instead of 
evaluating analysts on the basis of their ability to master a limited amount of classified data. 
we must now begin training our intelligence analysts, and evaluating them, on the basis of 
their ability to identify and exploit an almost infinite range of external huny nes. 
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one understands that stripping information of time and context allows it to be bariered 
without iosing a competitive advantage, while gaining additional information in the process. 
then the way is open to operational-levei agreements which will increase an individual firms 
competitiveness as pari of a larger consortium. The intelligence community should be the 
catalyst for a national program to inventory existing information that is in storage or availabie 
through private enterprise collection networks, and then devising means of accelerating the 
transfer of basic information to the information commons.” 


Information-Driven Actions are better than missivn-driven actions. Many 
corporations as weil as government organizations appear to be mired in oki organizational 
practices where a business unit is given a specific series of tasks to accomplish, and is then 
expected to accomplish those tasks over and over again without reference to the external 
environment or other elements of the corporation. 


‘Corporate. Hive. Every empioyee is a collector, producer, and consumer of 
intelligence. Drivers of delivery vehicles, service technicians, those responsible for coid caiis 
on customers, aii should receive special training in observation and elicitation, and shouid 
have easy to use channels and processes for reporting what they see and hear. Ai the national 
level. the concept of "national hive” merits pursuit.” 


in brief, then, we must think of each organization within the information continuum as 
an information network, with each citizen-empivyee being in turn responsible for exploiting 
those exiernal information networks that they come in contact with--quite literally. everyone 
becomes a collection and producer of inteliigence. 


Now here are sume tactical specifics--these are representative examples uf capubilities 
that you could be using today--if you are not, you simply are not getting the best private 
intelligence possibie. 


“ This concept of value probably owes something to a number of readings in 


cybernetics, but nu singie reading stands out. it was articulated in my paper on 
“"ACCESS:....", supra note 25. 


® See Kevin Kelly, supra note 16, passim. Keily’s book wili be hard going for the 
average intelligence officer, but at the management level it is weil worth the effort. The 
concept of gaiming control over a $500 billion a year private enterprise intelligence continuum 
by giving up contryj of the fraction of intelligence resources necessary to nurture distributed 
centers of exceilence is one that wili be difficult to accept for the current generation of senior 
inteliigence managers, but one that will inevitably be impiemented within the next five to six 
years by the incoming leadership. 
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I want to stress that reliance on a single provider of private enterprise intelligence and 
information services is no better than having an in-house capability--the greatest retumms on 
your investments in tactical intelligence will come when you have the ability to "mix and 
match" sources and services from across the entire information continuum, hiring the very 
best experts on very narrow topics for only as long as needed, but with the assurance that the 
information they provide is first-hand, in-depth, and not only current, but in fact ahead of the 


published record. 


It is also important to note that the non-profit arena, and particularly libraries, are 
discovering that they can exploit existing infrastructure, and cheap student labor, to compete 
with commercial} online services. Across the information continuum, capabilities and 
limitations are in flux, with new and lower cost capabilities emerging every day. 


INTERNET Tony Rutkowski 
Internet Society 


(703) 648-9888 


Brewster Kahle 
WAIS, Inc. 
(415) 327-9247 


Chris Berendes 
Internet Navigator 
(202) 543-1527 


UNIVERSITIES Geoffrey Fox U. of Michigan Economic BBS 
Syracuse “InfoMal!" | Clearinghouse Rice University 
(315) 443-1722 <Jou@umich.edu> | (313) 764-9366 

LIBRARIES Brenda Bailey David Bender Charles E. Bailey Jr 


Lib.-Oriented Lists 
(713) 743-9804 


Uncover Reveal 
(303) 758-3030 


Special Libraries A. 
(202) 234-4700 


Figure 4: Basic "Intelligence" Capabilities in the Non-Profit Arena 


Tony Rutkowski, Executive Director of the Intemet Society. also oversees 
publication of a professional journal loaded with information about resources on the Internet, 
and understands better than most the technical issues associated with making global 
information available to any business. ] am a member of the Board of Advisors of the 
Internet Society. and one of the things I am encouraging is a new focus on distributed 
content--on establishing a structured understanding of what comprises the “virtual library” or 
“virtual university" which is connected by Internet links. 


Brewster Kahle, formerly with Thinking Machines, is the genius that invented the 
Wide Area Information Server (WAIS), which is now a standard for rapidly searching thé 
entire Internet for weighted (relevancy ranked) full text documents. Brewster can tell you 
what businesses are doing to take advantage of the Internet, including their collection and 
search strategies. WAIS, and now the World Wide Web, enable an intelligence organization 
to constantly assess what is available on the Internet for any given topic, and to rapidly access 
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specific documents and specific subject-matter experts.” 


Chris Berendes is a Master Inter-naut whose specific expertise is seeking out 
scientific & technical information of business value from all over the Internet. 


One comment on the Internet: it eats people. [t is much hetter to have a single 
Internet specialist, or to contract out searches, otherwise employees run the risk of either 
becoming hopelessly lost, or hopelessly addicted to wandering in cyberspace. 


Geoffrey Fox is the man bebind Syracuse University’s “InfoMall". This is a good 
example of a university recognizing that it can substitute support to business for declining 
students as a sousce of revenue. He provides multi-media “intelligence” to businesses.“ It is 


” The economics of information, and the protocols associated with “tapping into” 
distributed expertise, are in great flux. Among those who are well-established within the 
Internet community, there is an understood barter economy as well as understood rules of 
behavior which preclude blatant exploitation (or even imposition of traffic upon) 
acknowledged experts. One of the most inconvenient things to happen to me is to have been 
listed in a new book, E-Mail Addresses of the Rich and Famous. While | am neither rich nor 
famous, my status as a former spv led to my being exploited by the publishers of this book, 
with the result that I must now deal with inquiries trom people who have nothing better to do 
than send electronic mail to people they do not know. My rule of thumb is that I will give 
serious inquiries one tree response--after that ] charge $200 an hour. Once small digital cash 
exchanges become a matter of routine on the Internet, 1 anticipate much more ad hoc 
consulting and self-publishing. One of the reasons that TELTECH and BEST America are 
doing so well is that they provide three essential services: they pre-screen experts for quality: 
they obtain non-disclosure agreements; and they handle billing and compensation. The 
private sector can be expected to develop many more clearinghouses and "expert on demand" 
capabilities meeting the needs of the intelligence community. 


“ Although intelligence communities have in the past exploited their universities, largely 
through directed contracts funded, in the United States, by “External Research & Analysis" 
(ER&A) funds, with the fiscal decline these funds have been among the first to be cut, a 
strategic error on the part of intelligence community management, It is far more productive 
to cut vertical slices of classified programs than to further distance the intelligence community 
from private enterprise intelligence capabilities. At the Advanced Information Processing and 
Analysis Steering Group (intelligence Research and Development Council) Symposium in 
March 1993, one senior intelligence community officer lamented the fact that 80% of the 
information technology dollars go to maintenance, and that the installed base is dragging the 
whole program down. That is precisely the problem--the community needs to transition from 
an era of large centralized installed bases, and into an era where a core of dedicated analysts 
with the finest possible tools exploit private enterprise intelligence capabilities to the fullest 
extent possible--and only if the private sector cannot to meet the consumer's needs, should a 
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also a good example of how shared computing resources, and part-time university talent, can 
meet needs which the business and government communities might not be able to afford on a 
“fulltime” or dedicated basis. 


University of Michigan Clearinghouse for subject-oriented Internet resources is a 
classic example of graduate students doing something useful for the business community. 
Among the directories they have prepared are ones for aerospace engineering. government 
sources of business and economic information, and so on. 


Economic Bulletin Board Service operated by the University of Michigan provides a 
number of useful files including statistical information, press releases from the U.S. Trade 
Representative, defense conversion information, East European trades leads, and so on. 


1 am convinced that universities, especially now that they are confronted with 
declining student populations, have a very important role to play in the provision of practical 
tacticai intelligence support to corporations and governments. Adopt a university in order to 
harness the brainpower of their graduate students, and the connectivity and power of their 
electronic resources. 


Brenda Bailey at Uncover Reveal is the tip of the Colorado library association that 
may put some of the commercial online services out of business. They are using existing 
ibrary overhead to index and abstract, and then supporting their library services through on- 
demand faxing of materials for which fees are charged. Here is a simple example of their 
service: they distribute, at no cost via the Internet, the tables of contents of the journals they 
process. Any intelligence community analyst can receive, for tree. exactly those tables of 
contents that are of interest to them--and they can either order copies of articles of interest 
from their government library, or--perhaps more efficiently, at a nominal cost from the 
University of Colorado. 


Special Libraries Association takes care of the many corporate and academic special 
libraries, and in essence nurtures a wealth of information that is not mainstream but is very 
much at the heart of our national competitiveness. They are the private intelligence service 
for esoteric issues. They have been in existence for over 84 years, and specialize in helping 
librarians tap into international corporate libraries and other specialty collections.“ The 


revitalized clandestine or technical intelligence capability be called upon. 


“ One of the things that most impressed me during my March 1994 visit to Singapore, 
where 1 was welcomed by the National Computer Board (27 years olds with 140+ 
Imelligence Quotients, acting as a very effective shadow government), was their strategic plan 
to link government databases in the near future. followed shortly by the linking of banks and 
private enterprise databases. Obviously proprietary information and multi-level security 
issues will have to be sorted out, but J fully expect Singapore to be among the first three 
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Canadian equivalent of this organization should be an integral part of the national strategy for 
hamessing the enormous power resident in corporate libraries and databases. 


Corporate and other private libraries are a critical national resource, and there should 
be a national program which facilitates "inter-library loan" sharing, as well as digitization of 
materials of common interest. My friend Paul Strassmann developed the concept of 
Corporate Information Management (CIM). CIM means "one time data entry, corporate 
wide access". I have extended this concept to include National Information Management 
(NIM) and Global Information Management (GIM), and am convinced that the next major 
advance in the intelligence field will be the development of robust unclassified burden-sharing 
arrangements between governments and their private sector parmers, and between 
governments acting on behalf of their private sectors....and of course in the private sector 
there are already numerous strategic alliances for information sharing. 


Library-Oriented Lists on the Internet were put together by Charles E. Bailey, Jr. 
He is Assistant Director for Systems, University Libraries, University of Houston. He is Co- 
Editor of Advances in Library Automation and Networking, and Editor-in-Chief of The Public 
Access Computer Systems review. He understands the role libraries have to play in national 
competitiveness, and the importance of networking. 


“smart nation-states” in the world. 


BASIC David Young WONG Chiv-Yin Joseph Casitore 
PRIVATE Oxford Analytica Economist Inte] Unit | FIND/SVP 
INTELLIGENCE +(44 865) 244-442 | (212) 554-0600 (212) 645-4500 
ADVANCED Ruth Stanat Herb Meyer Dick Klavens 
PRIVATE SiS International RW1, Inc. SCIP 
INTELLIGENCE | (914) 639-1934 (206) 378-3910 (215) 896-4859 
PRIVATE INTEL | Olga Staivs TELTECH BEST America 
CONSUMERS LEXIS/NEXI1S Experts on Demand | Experts on Demand 
AND EXPERTS (513) 865-7312 (612) 829-9000 (410) 563-2378 


“ Mr. Paul Strassmann is perhaps best known for his recent service as Director of 
Defense Information in the U.S., where he managed the world’s largest information empire. 
Previously he has served in a number of executive positions, including Chief Information 
Officer of the Xerox Corporation. Among his recent books pertinent to the creation of 
national information architectures are /nformartion PayOff: The Transformarion of Work in the 
Electronic Age (Free Press, 1985), The Business Value of Computers (The Information 
Economics Press, 1990). and The Politics of Information Management: Policy Guidelines 


(forthcoming). 
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Figure 5: Core Business/Economic intelligence Capabilities 


David Young founded Oxford Analytica, and this is, in my judgement, the finest 
global intelligence service that is open and private. He was a National Security Council 
staffer with Kissinger, and decided he could do better than what CIA was providing to the 
President. He enlisted the Don’s of Oxford, and now provides the business community with 
daily intelligence and special reports that have earned praise from the World Bank and others. 
Oxford Analytica runs 750 legal, overt human assets world-wide, trimmed down from an 
original 2,500 contract assets.” 


WONG Chiu-Yin mins The Economist Intelligence Unit, based in New York. They 
provide intelligence reports and special consultations to businesses world-wide, and there is a 
good reason why they are called an Intelligence Unit. 


Joe Casitore is the Vice President for New Business Development at FIND/SVP in 
New York. This international firm will obtain any published document, including what we 
call gray literature (documents published in limited numbers by private parties, but not 
classified or proprietary). FIND/SVP also runs an "ask any question” service that is 
mainstay of the private intelligence business, and it has a strategic research division. 


Ruth Stanat represents the best of the new private intelligence breed. She has an 
international company with correspondents all over, and she does a very fine job of both 
market research, and forecasting. Together with Herb Meyer and Kirk Tyson m Chicago. 
Ruth is among the best in the privatization of intelligence. David Young is my hero because 
he has a network of 750 agents worldwide, and does intelligence every day about every topic: 
Ruth does research on demand, but 1 believe she is a great deal more competent and more 
trustworthy than most private detectives and more globally tuned in than many information 
brokers. Ruth is also the author of the excellent book The éntelligent Corporation: Creating 


* Every morning. the staff of Oxford Analytica meets, bringing together its area officers 
(one for each major region) with a changing mix of Dons, The area officers come to the 
morning meeting after a lengthy review of all over-night wires and news services. In 
collaboration with the Dons, they ask and answer three questions: a) where is the news 
wrong. and must be corrected for our clients? b) where is the news right, and must be 
elaborated upon with technical or other detail for our clients? and c) what weak signals are 
we starting to detect, that might allow us to make a useful forecast of coming changes for our 
clients? After deciding what issues to address that day, a limited pumber of their world-wide 
human network are mobilized. A typical example: a Chilean economist, friends with the 
Minister of Trade, is asked for a report. Within four hours he provides a two page report 
suitable for a President or Prime Minister, based on direct sourcing to those in positions of 
power. The World Bank complimented Oxford Analytica in writing, for being the only 
private enterprise to correctly forecast economic developments in Russia when it was 
transitioning from Gorbachev to Yeltsin. 
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a Shared Network for Information and Profit. 


Herb Meyer is a good example of a “private spy" (in the new sense of legal open 
intelligence, not the old sense of industrial espionage). He was editor of Fortune, then Vice 
Chairman of the National Intelligence Council, and is now CEO of Real World intelligence. 
Inc. He is the author of author of Real World Intelligence: Organized Information for 
Executives. Herb is a success story, and has translated lessons learned in the classified 
intelligence community into a competitive advantage in the private sector. 


Dick Klavens is the President of the Society of Competitor Intelligence Professionals 
(SCIP). These are the people around the world whose specific job it is to collect, process, 
and disseminate corporate intelligence. They are the "in-house" managers of corporate-wide 
collection plans, cross-business unit intelligence sharing, and--when needed--the hiring of 
external information brokers, telephone surveyors, and the occasional (rare) private 
investigator. Their annual symposium, together with that of the Association for Global 
Strategic Information (AGSI). and that of the Association of Information and Dissemination 
Centers (ASIDIC), as wel! as my own, are “must attend" events for anyone who wishes to be 
follow the latest open sources & methods in the information age.“ 


LEXIS/NEXIS, besides being a good all-around tool for research, is a good way of 
identitying experts and finding those journalists and professionals who are thinking about 
publishing the latest developments in specialized areas of interest. 


TELTECH Experts on Demand are part of the private intelligence community, but 
they can also tell you about their customers. They have 3,000 technical experts on call. and 
can put a customer in touch with one over the telephone, with the result that “real-time 
intelligence” is produced when needed. 


BEST America is similar to TELTECH, only they have 40.000 experts on line, and 
specialize in the life sciences. Pharmaceutical companies pay serious money to be able to 
Teach out and tap into very narrow expertise on a moment's notice and with the assurance of 
total discretion. 


* SCIP’s symposium, including a number of excellent pre-conference tutorials, is 
generally held each April, and moves from city to city and attracts 500-700 participants. 
SCIP is actively expanding its international membership. AGS] meets in Europe and attracts 
50-100 corporate strategic planners and business intelligence specialists. ASIDIC meets twice 
annually in the U.S. and attracts 50-100 of the leaders of the U.S. information industry. I 
consider ASIDIC to be the elite information industry association. The OSS symposium, the 
only symposium in the world where spys, backers, information brokers, and corporate buyers 
of information services come together, is held in early November each year, always in 
Washington. D.C., and attracted 629 people in 1992 and 808 in 1993. 
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T want to emphasize the value of external experts. This is important hecause anything 
that is printed is by definition out of date. Books are seven to ten years out of date, articles 
are 7-10 months out of date, and even daily newspapers stories are a few days old. In the 
age of information, when speed is a factor in competitiveness, you can get ahead of the 
mainstream by using experts to create information and give it to you before it is published. 
Any research which does not commission original thinking and inclide some telephone 
surveys with real people is not optimized for advantage. Getting to the best expert on a 
topic, rather than relying on a generalist searching the literature, is the only way to ensure 
your research is current. 


The external experts are especiatly important as uncompensated filters and evaluators. 
They spend their lives, at someone else’s expense, monitoring their respective areas of 
expertise. In addition to providing their own expertise, they can quickly guide an intelligence 
community analyst to exactly the right materials, which can then be acquired for independent 
evaluation and integration into an all-source product. 


PRIVATE Kroll Associates Fairfax Group Parvus-Jerico 
INVESTIGATORS | (New York) (Washington, D.C.) | (USA-Bermuda) 
(212) 319-0044 (703) 207-0600 (301) 589-4949 
INFORMATION Reva Basch Seena Sharp Helen Burwell 
BROKERS Aubergine Info. Svc | Sharp Information B. Enterprises, Inc. 
(510) 527-5770 (310) 379-5179 (214) 732-0160 
CLASSICAL Rapport Research & | Aerobureau/STARS | OSS, Inc, 
INTELLIGENCE Analysis (U.K.) (703) SKY-NEWS V: (703) 242-1700 
+44 71 355 5020 F: (703) 242-17]1 
—— 


Figure 6: More Intrusive Private Intelligence Capabilities 


Kroll Associates (New York) has received favorable publicity as a leader in offering 
trade secret protection and related private intelligence services. Across the private 
investigative and “executive services" community, they are the one constant when credible, 
reliable, international capabilities are discussed. 


Fairfax Group (Washington, D.C.) provides a range of services from financial 
investigations of takeover targets to debugging of offices and handling of ransom negotiations 
for executives. 

Parvus-Jerico (USA-Bermuda) is run by Jerry Burke, former Executive Director of 
the President’s Foreign Intelligence Advisory Board in the U.S.A., and does especially well 
in the Caribbean and Latin America. 

Reva Basch. Author/editor of Secrets of the Super Searchers. this lady is widely 
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regarded as the god-mother of online searchers. A founding member of the Association of 
Independent Information Producers (AIIP), Reva is respected everywhere--she also has a very 
strong commitment to ethical guidelines, and believes (and proves every day) that the best 
private intelligence can be acquired legally and ethically at relatively low cost. 


Seena Sharp is one of those hard-core New York sharpies transported to California, 
with a great sense of humor and the ability to do whatever it takes (legally) to get you what 
you want. She also is one of the founding members of the AIIP. 


Helen Burwell is the best organized of the independent information brokers, and 
publishes the Burwell Directory of Independent Information Brokers. She knows everyone. 
knows their strengths and their weaknesses. At my suggestion she recently surveyed all 
independent brokers for their foreign language and foreign database/resident experiences, and 
her directory now opens windows into the foreign environment. 


information brokers are very special people. Most companies make the mistake of 
using a single broker, when in fact there is an entire range of brokers who specialize in very 
specific areas. Helen’s directory is the perfect window into this marvelous global community 
of very talented people. 


In the classical intelligence arena, there are a few people in the Anglo-Saxon 
community (I am not yet familiar with the Asian and Latin communities} who conduct 
classical intelligence operations on a for-bire basis. The three | have selected are simply 
Tepresentative. 


Rapport Research & Analysis has strong roots in the SAS and British intelligence 
community, and specializes in using ethnic cut-out career agents to securely handle tailored 
networks in any country. They are also capable of developing rapid-response teams of 
linguistically qualified interrogators and debriefers who can exploit resident immigrant 
populations to quickly develop both operational teads and positive intelligence on other 
countries. organizations, and personalities. ~ 


Aerobureau Corporation has a very nice air-breathing surveillance aircraft and a 
program to provide "Strategic Television Airmobile Reports via Satellite" (STARS). The 
four-engine aircraft includes a remote-controlied drone that can take videos over denied or 
dangerous areas. Although focused on imagery, they could also be equipped with rapid- 
response signals equipment, to include fax and telex intercepts. 


OPEN SOURCE SOLUTIONS, lnc. is an umbrella organization which specializes 
in knowing who is "best-in-class" for any given requirement at any given time. It provides 
open sources, systems, and services thal are legal, ethical, discreet, responsive, and relatively 
inexpensive. This can include everything from simple on-line searches to complex telephone 
surveys, from document acquisition to human network development to real time imagery 
delivery. The whole point of a clearinghouse is to relieve the customer of the burden of 
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finding the correct private enterprise intelligence capability. while also "laundering" the 
customer’s requirement by concealing its origin and context, and providing the customer with 
a quality-control guarantee. Founded originally as a non-profit organization to push U.S. 
policy. OSS, Inc. has responded to international demand by repositioning itself as a for-profit 
capable of delivering any open source, system, or service. 


Conclusion 


In the information age, “intelligence” is less a matter of penetrating secrets, and more 
a matter of separating useful information from the flood of open information that is available 
Jegally and cheaply, in order to provide “just in time" decision-support to the consumer. 


In a period of rapidly changing and emerging threats, when fiscal resources for 
national intelligence are in decline, open sources are proving to be far more capable and 
Tesponsive than any intelligence analyst would ever have expected, and cost a traction of their 
classified counter-part disciplines. 


The private sector is a Nation's first line of defense, and also its first line for 
collection and processing. It is the private sector which offers the cheapest and fastest 
indications & warning. current intelligence. and even estimative intelligence capabilities. 


The concept of “central” intelligence will simply not.survive. “National intelligence“ 
must be redefined, and the intelligence community reinvented. in order to harness the 
distributed intelligence of the Nation, while permitting the intelligence community to conserve 
its scarce resources. The intelligence community must focus on satisfying a broader range of 
consumers, on outsourcing collection and analysis to the maximum extent possible, and on 
developing clandestine and technical collection capabilities that are truly discreet and able to 
achieve results without exposure. 


National intelligence communities cannot remain isolated entities relying solely on in- 
house capabilities funded by the tax-payer. Without a national information strategy, and 
national vehicles for hamessing the distributed private enterprise intelligence capabilities of 
the nation (and of other nations), national intelligence communities are at risk of both a 50% 
cut in their budgets (or worse). and relegation to an obscure role as special action teams 
restricted to in extremis tasking. 


The bottom line, however, remains the consumer of intelligence. Today’s consumer 
is sophisticated and constantly exposed to the wide variety of private enterprise intelligence 
capabilities. Today's consumer is also beset-by fiscal constraints, and it will not take the 
consumer long to realize that there may be some advantages to “raiding” the intelligence 
community’s budget in order to “distribute” intelligence resources among the consumers 
themselves. If the intelligence community does not master OSCINT and provide the 
consumer with a “value-added” contribution in relation to OSCINT, then the day is going to 
come when the consumer will testify to Parliament that they do not read classified 
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intelligence, they do not want classified intelligence, or are not willing to pay for classified 
intelligence. On that day, intelligence as we know it will die. 


It is our burden and our privilege to work together to ensure that from the ashes arises 
a new form of national intelligence, a national intelligence which fully integrates and 
hamesses the distributed capabilities of each Nation, and serves as the foundation for national 
security & national competitiveness. Together, in combination, the unclassified capabilities 
of private enterprise intelligence and those of classified government intelligence can form a 
“virtual intelligence community” without equal, a virtual intelligence community able to 
simultaneously inform policy-makers, business, the academy. and citizens. 
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AGSI 
AIP 
ASIDIC 
C31 

C412 
CIA 

CIM 
clo 
CNN 
DIA 
DMA 
FBIS 
FIND/SVP 
GU 

GIM 
HIC 
HUMINT 
IMINT 
K-12 
LIC 
MASINT 
MIC 
NAIC 
NGIC 
NFAIS 
NIF 

Nil 

NIM 
NMIC 
NRO 
NSA 
NSF 
OOTW 
OSCINT 
OSS 
OSS, Inc. 
SCIP 
SIGINT 
STARS 
WAIS 


APPENDIX B-3 
GLOSSARY 


Association for Global Strategic Information 
Association of Independent Information Professionals 
Association of information and Dissemination Centers 
Command & Contol, Communications, and Intelligence 
C4i and Interoperability 

Central Intelligence Agency 

Corporate Information Management 

Corporate Intelligence Officer (vice Corporate Information Officer) - 
Cable News Network 

Defense intelligence Agency 

Defense Mapping Agency 

Foreign Broadcast Information Service 

FIND/S'I) Vous Plait 

Global information Infrastructure 

Global Information Management 

High intensity Conflict 

Human Intelligence (Clandestine. Not Covert or Over) 
Imagery intelligence 

Kindesgarten-12th Grade 

Low Intensity Conflict 

Measurements and Signatures Intelligence 

Mid-lntensity Conflict 

National Air Intelligence Center 

National Ground Intelligence Center 

National Federation of Abstracting and information Services 
Nationa) Information Foundation 

National Information Infrastructure 

National Information Management 

National Maritime Intelligence Center 

National Reconnaissance Oftice 

National Security Agency 

National Science Foundation 

Operations Other Than War 

Open Source Intelligence (includes imagery and signals) 
Office of Strategic Services 

OPEN SOURCE SOLUTIONS, Incorporated 

Society of Competitor Intelligence Professionals 

Signals Intelligence 

Strategic Television Airmobile Reports via Satellite 
Wide Area information Service 
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APPENDIX B-4 
CORE OPEN SOURCE REFERENCES 


NOTE: These are simply a representative sampling. Much of the information is now either 
in digital form (online, CD-ROM) or published in frequently updated periodicals and 
directories. OSS NOTICES provides monthly notification of new meta-sources. 


Amold, Steve. internet 2000, The Path to the Total Network (Infonortics, 1994) 

Basch, Reva. Secrers of the Super Searchers: The Accumulated Wisdon of 23 of the World's 
Top Online Searchers (Eight Bit Books, 1993) 

Bernhardt, Douglas. Perfectly Legal Competitor Intelligence: How to Get It, Use It, and 
Profit From ir (Financial Times/Pittman Publishing, 1994) 

Bibliography of Business/ Competitive and Benchmarking Literature (Washington Researchers, 
Ltd. 1994) _ 

Burwell, Helen. The Burwell Directory of Information Brokers (Burweli Enterprises, 1994) 

Coleman, Edwin ). and Ronald A. Morse. DATA: Whre It is and How to Get It; The 1993 
Directory of Business, Environment, and Energy Data Sources (Coleman/Moore 
Associates, Ltd., 1993) 

Dedijer, Stevan. A Hereroglossary for Business Intelligence and Security Innovation (Lund 
University, August 1993) 

Dedijer. Stevan and Katarina Svensson. Technical Anaches and Sweden's Innovation 
intelligence (Lund Unviersity, Apfil 1994) 

Elias. Arthur W. The NFAIS Yearbook of the information Inudstry: 1993 (Learned 
Information. Inc., 1993. 

Frey. Donnalyn and Rich Adams. !%@-: A Directory of Electronic Mail Addressing and 
Networks (O'Reilly Associates, 1993) 

From the Top: Profiles of U.S. and Canadian Corporate Libraries and Information Centers 
(Special Library Association, 1994) 

Holden-Rhodes, James. SHARING THE SECRETS: Open Source Intelligence and the War on 
Drugs (OSS, Inc., forthcoming) ; 

Inside Information: Profiles of Association Libraries and Information Centers (Special 
Libraries Association, 1994) 

INTERNET PASSPORT: NorthWestNet’s Guide to Our World Online (NorthWestNet, 1993) 

Global Perspectives on Compérive intelligence (Society of Competive Intelligence 
Professionals, 1993) 

Orenstein, Ruth. Fuilext Sources Online (Bibliodata, 1994) 

Rosell, Steven S. er al. Governing in an Information Sociery (The Medidian International 
Institute, date?) 

Rosetto, Louis. netguide (1-800-345-8112, 1993) 
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APPENDIX C 


ACCESS: 
Theory and Practice of Intelligence in the Age of Information 


Robert D. Steele, President 
OPEN SOURCE SOLUTIONS, Inc. 


93% de V'information dont une entreprise a besoin peur s‘acquirir par 
des mayens honorables. 


Henry Stiller, Director General 
Histen Riller, Societe Civile 


Executive Summary 


Point #1: In the Age of Information, “intelligence” is less a matter of 
penetrating secrets, and more a matter of separating useful 
information from the flood of open information that is available 
legally and cheaply: electronic sources are especiatty useful. 


Point #2: in combination, the economic and political cost of industrial 
espionage. or penetrations of other governments to divine “plans 
and intentions", are insupportable when contrasted with the 
benefits of open source intelligence (OSCINT). 


Point #3: The concept of “central” intelligence cannot survive in the Age 
of Information. By focusing on OSCINT, a Nation can mobilize 
each of its knowledge sectors, and turn the entire Nation into a 
“virtual” intelligence agency with far greater collection. 
processing, and action capabilities than are provided by the 
existing bureaucracies dedicated to national and defense 
intelligence. 


Point #4: Comprehensive national knowledge strategies must provide for 
connectivity, content, culture, coin, and C4 security: the "Five 
C's", 
ODtED! 
1 Background. What is the issue; changed "rules of the game"; national information 


continuum; four information categories; three characteristics of value; speed as the foundation 
of security; hard copy versus electronic information. 
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2. Discussion. Role of intelligence and “virtual” intelligence; information as a substitute 
for capital and labor; possible investment strategy for information: political and economic 
cost of espionage; pre-publication/pre-secret windows of opportunity. speed advantages of 
open source exploitation. 


3. Information Requirements and Player Identification. Priority versus gaps-driven 
collection; four major consumer groups of intelligence; refining the gaps-driven requirements 
process; mode] for consumer-oriented production; four major target groups for intelligence: 
four kinds of players in the open source arena. 


4. Sources of Information and Methodology. Five distinguishing aspects of information 
sources; essential reorientation of intelligence toward open sources; privatization of 
intelligence; five elements of a national knowledge strategy. 


3. Industrial Espionage, Sanctions, and Proscribed information. U.S. views of Japanese 
and French; general attitudes about industrial espionage; sanctions: proscribed 
(prioprietary) intormation. 


6. Analysis. Rules of the game have changed: competitive advantage has shifted from 
secrecy tO Openess; new “order of battle” needed for national intelligence; national knowledge 
strategy is a critical initiative; strategic opportunity for competitive advantage exists. 


7. Action Requirements. Reinvent national inteligence; realign resources; establish a 
national information requirements council; establish open source focal points within United 
States and other countries. 


8. References. Resume and selected publications: other works of importance: date of 
information. 
1. Background 

What is the issue? The issue of access has enormous importance for both the 


national security and the national competitiveness of any Nation. 


The issue for the client is: how does a Nation achieve national security 
and national competitiveness in the Age of information, and what does this 
mean to existing national policies on intelligence organization and the 
expenditure of public and private funds for information collection, processing, 
and dissemination activities. 


Changed “Rules of the Game. An understanding of the "sources and methods” 


which comprise “access” in the Age of Information is absolutely vital for top-level decision 
makers in both government and the private sector. Top-leve) decision-makers must 
understand that the "rules of the game” have changed, and that competitive advantage in the 
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Age of Information is dependent on the laws of cybernetics, not the laws of physics. Under 
the laws of physics, secrecy and the restriction of knowledge provided a temporary 
advantage. In cybernetics. openness and flexibility win. 


Most great nations spend on the order of $20 billion to $30 billion a year on 
“intelligence”, which is traditionally comprised of clandestine human intelligence, and 
technical collection of imagery and signals. 


National Information Contingum. At the same time, most great nations have an 
"information continuum" (illustrated below) whose endeavors and products are going to 
waste...the capabilities of these elements of the national information continuum are not being 
exploited! This continuum represents, in a typical great nation, a $100 billion per year 
capability that is lying fallow. 


K-12 Libraries PIB Government Intelligence 


Universities Business Media Defense 


Figure 1A. The National Information Continuum--Nine Sectors 


NOTE: The above is an original representation that has been current in the literature for 
over a year. lt is different from the more practical Sector Breakout because it reflects a focus 
on elements of the information continuum which do not--at this time--contribute significantly 
to national and defense research endeavors. 


Four Information Categories. There are four "information categories" in the access 
arena. They are: 


a. Open source or public information: within intelligence communities, this is known 
as open source intelligence or OSCINT. "Grey literature”, literature which is unclassified 
and not proprietary. but produced in limited quantities for limited purposes, is included as an 
element of OSCINT. Open (unclassified) electronic information, such as that available 
through the INTERNET and related file servers and newsgroups, is also included in 
OSCINT. The vast majority of scientific & technical intelligence is available through 
OSCINT, to include 600 scientific & technical journals thar appear onty in electronic form. 


b. Open proprietary information, discernable through open source investigation. This 
includes the reverse engineering of legitimately acquired products, and legally conducted 
“competitor intelligence". (Note: competitor intelligence is the globally accepted term for 
Jegal research efforts by businesses studying their competitor’s products, organizations, and 
related matters.) 


c. Closed proprietary information, available only through industrial espionage or 
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clandestine and technical penetrations of regulatory agencies. 
d. Classified information, available only through clandestine human intelligence or 


technical (imagery or signals) intelligence. 


Open Sources Proprietary (Open) Classified 


Grey Literature Proprietary (Closed) 
Figure 1B. The Four Information Categories 


Three Characteristics of Value. The value of information is derived from three 
characteristics of the information: its substance or content; the context within which it is 
being considered by others; and the timing with which it is received. 


The single most significant step an organization can take to increase the 
value of the information it is acquiring is to increase the speed with which the 
information is acquired and acted upon. This is also the most inexpensive step- 
-but onty if top management is willing to accept significant changes in doctrine 
and procedure. 


Speed as the Foundation for Security. The speed with which information moves 
and achieves value depends less on the information itself (the externality) and more on the 
degree to which the participating organizations are organized and aware of their requirements 
(the internality), Organizations are drowning in information because they have not learned to 
swim. They are not trained, equipped, or organized to collect, process, disseminate, and act 
upon information. The most important employees, the ones with the contextual 
understanding of the situation, are normally not empowered to act on information, and 
normally do not receive intelligence products. 


Imbuing a national infrastructure with "speed" really means that a complete change is 
required in the way in which organizations relate to one another, and in the way in which 
managers relate to front line workers or action officers. The beauty of working with open 
sources is that it eliminates, in a single stroke, ali of the political and legal, as well as the 
economic, constraints that characterize the sharing of Classified information. We have been 
trying to water the desert with oil, instead of water. 


Hard Copy versus Electronic Information. Finally. in discussing issues of access, 
it is important to understand the relative value of hard copy versus electronic information. 
Although hard-copy information far outweighs electronic sources in quantity, and particularly 
in relation to Third World sources, the electronic world is where "up and coming” 
technologists as well as "up and coming" Jeaders are communicating their most signficicant 
thoughts. 


The electronic world is especially useful because it allows an enormous amount of research to 
be conducted from a single location, and also allows relatively anonymous browsing through 
other computers or commercially available databases. Hard-copy is an important secondary 
source, especially when investigating Third World and non-technical issues. 


Third World Hard Copy "Cyberspace" 


First/Second World Hard Copy INTERNET 
Figure 1C. Hard Copy versus Electronic Information 
2. Discussion 


ole of Intellige and “Vi " Intelligence. There is no issue more important 
to a Nation in the Age of Information than that of the role of intelligence--not only of the 
role of the traditional national intelligence services, but also of the non-traditional “virtual" 
intelligence services which are represented by the other elements of the national information 
continuum. 


A proper perspective on this matter, at the highest levels of both the 

government and the private sector, represents at least a $100 billion a year 

value. This is enormously important, not onty because ir will be the major 

Policy area affecting the future of the Nation, but because it is relatively easy 

to achieve by realigning and coordinating existing capabilities and funds. 

Anformation as a stitute for i . In the Age of Information. 
when information is the “first order” commodity. and information is a substitute for time, 
space, capital. and labor, the implications of this discussion are enormous. The fate of the 
Nation depends on a proper appreciation of this issue, and on adequate coordination between 
government and private sector leaders responsible for elements of the information continuum. 


Possible investment Strategy for Information. The four “information categories” 


in the access arena can be evaluated as follows: 

-- Open source: 80% of what is required for sound decision-making, at 20% of the 
cost, in 20% of the time (relative to industrial espionage or classified collection). The value 
of open source information cannot be exaggerated. 

-- Proprietary (open): 5% of what is required, for an additional 10% cos! increment. 


-- Proprietary (closed): 5% of what is required, for an additional 20% cost 
increment. 


-- Classified: 10% of what is required, for an additional 50% cost increment. 
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PROPRIETARY (10%) 
CLASSIFIED (10%) 


Figure 2A. Possible Investment Strategy for Information 


Political and Economic Cost of Espionage. It merits comment that industrial 
espionage in particular, but clandestine and technical intelligence as well, reflects a political 
risk, or a potential political cost, that is easily triple the economic cost--industrial espionage 
and classified penetrations are not only twice as costly as open source exploitation, they are 
also twice as likely to "explode” in the face of their sponsor. 


Pre-Publication/Pre-Secret Windows of Opportunity. In the area of open source 
information, or open source intelligence (OSCINT). it is very important that decision-makers 
understand the jevels of access in terms of time 
--time i vital aspect of cybernetj d i itical factor in national competitiveness: 


Published sources are available to mass audiences at the same time--books are 
generally provided to the public years after they were actually written; articles generally 
months after they were written; and newspaper reporting days or weeks after being dratted.. 


"Grey literature" is available to specialized audiences at the same time. and to non- 
members after a period of time. 


"Work in progress" in available to peer review groups and to specially equipped 
“outsiders”. 


“Pre-publication intelligence" is available to specially equipped outsiders who take the 
trouble to identify and cultivate selected sources of public information. This area is the 
“center of gravity" for those who seek to “reinvent” national intelligence. 


Speed Advantages of Open Source Exploitation. There are two reasons why open 
source intelligence (OSCINT) is a vital area of concentration: the first is that most applied 
technology, including proprietary or classified technology, begins with open publications 
about its sub-elements, and it is often possible to piece together very good intelligence reports 
"at the source” while avoiding the risk of industrial espionage or clandestine operations 
against foreign targets. The second reason is that every "dual-use” technology to which 
export controls are eventually applied spends at least two years, and sometimes up to ten 
years, in "beta" development. The Department of Commerce, which has the lead in 
classifying dual-use technology, is generally two years behind actual market developments; 
this is particularly true in the software arena. Thus, the best time to capture a “secret” or a 
restricted technology, is during the two year "beta" window before it becomes a secret or is 
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Testricted. 


Real-Time Mind Link Beta Testing Traditional Sources 


Work in Progress Gray Literature 
Figure 2B. Speed Advantages in Open Source Exploitation 


Refining one’s open source intelligence (OSCINT) intelligence process to collect 
information in the pre-publication stage, by identifying and keeping in touch with key experts 
who provide advance looks at "works in progress", adds a further six months to a year of 
competitive advantage. Electronic searching is the single most vital tool in identifying these 
experts “in time". 


3. ‘ormati Requirements and Pi er Identification 


There are three ways of looking at the information playing field: by focusing on the 
four consumer groups for national intelligence; by focusing on the four warrior classes of the 
future; and by focusing on the sources of information. Each will be discussed in turn, 
together with a means of executing gaps-driven collection and consumer-oriented production. 


Priority versus Gaps-Driven Coltection. The information requirements arena is 


taditionally one which intelligence communities have not mastered. Too often they collect 
what is collectable, or obviously protected, and they rarely produce intelligence that is 
tailored to a specific customer or delivered "just in time”. Information requirements are 
typically driven by gross priorities (e.g. the Soviets are priority one, the Chinese priority 
two). rather than by “gaps" or real requirements. This often means that Third World 
encyclopedic intelligence (most of which is unclassified), and economic or demographic 
intelligence vital to penetrating foreign markets, does not receive the attention it requires. 


Four Major Consumer Groups of Intelligence. There are four specific groups of 
information customers that every intelligence organization should be serving. but generally 
does not, because it focuses on the very highest levels of government rather than on the 
subordinate levels where policy is actwally created and actions are taken on a day to day 
basis. 


a. Departmental planners and programmers, in every Department of government, not 
only in the national security arena, require both strategic generalizations (rather than a flood 
of detailed reports about tiny parts of many problems), and political-military information 
heavily laden with information about "plans and intentions”. 


b. Regional planners and programmers, including Ambassadors and Assistant 


Secretaries of every Department of government, require regional generalizations and very 
detailed mobility and market information. This is the customer group most likely to take 
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advantage of intelligence which focuses on opportunities for advantage. opportunities to 
prevent disaster or establish commercial gains before anyone else realizes there is a threat or 
an opportunity to be contested. 


c. Ambassadors and corporate general managers in specific countries require both 
detail about the physical capabilities of their opponents or competitors, and very detailed 
evaluations of sustainability, availability. reliability. and or accuracy of competitor products. 
In the economic arena, intelligence about demographics and culture is more easily obtained, 
and more valuable, than internal corporate information about competing products. If you 

ni id th YER’ wirem ni coll v il abou 
competing SELLER’s capabilities. This point merits elaboration: competitive advantage 
comes from satisfying the buyer, not from beating the opposing seller. Ik is far more 
important to understand every detail about what the buyer wants to buy, than attempting to 
understand opposing solutions. 


d. System designers and project managers. and those at the most senior levels who 
make acquisition and investment decisions. generally receive adequate intelligence about 
technical details, but do not receive good intelligence (intelligence which is generally 
unclassified) ahout whether the system is really worth acquiring in terms of cost-value, 
competing means of mecting the requirement, cost of sustainability. and so on. For instance. 
most advanced nations have invested billions of dollars in fast-moving sophisticated systems 
and failed to establish the necessary communications and computer support to actually make 
those systerns effective in the field. 


System Designers Regional Planners 


General Managers Department Planners 
Figure 3A. Four Major Consumer Groups for Intelligence 


Refining the Gaps-Driven Requirements Process. The greatest flaw in a priority- 
driven requirements process is that it is divorced trom the day to day needs of the policy and 
action-level consumer. Priority-driven collection tends to err on the side of repetitive and 
“vacuum cleaner" collection against the highest priorities, and to completely disregard both 
encyclopedic and current intelligence requirements for targets which may be of a lesser 
priority in the "grand strategy” arena, but of vital interest at the operational and tactical 
levels. A gap-driven information requirements process will take its requirements each day 
(rather than through monthly or quarterly “priorities validation" meetings), both from the 
consumer of intelligence ("here is what ] need to know tomorrow”) and from the analyst 
(“here are the things | did not know in producing this report"). 


Model for Consumer-Oriented Production. The existing production model, at least 
in the United States, is based on “stove-pipe” production which is rarely as “all-source" as it 
could be (e.g. the National Security Agency produces reports drawn largely from signals 


154 


intelligence). and is also severely deficient because it focuses on specific countries. topics. or 
weapons systems--i.e. the production is defined by the target. not by the needs of the 
consumer. Below is illustrated a superior line of consumer-oriented products, most of which 
would be unclassitied and whose contents would be primarily drawn from open sources of 
intelligence. 


BASIC PRODUCTION: COUNTRY PROFILES. Integrate executive 
summaries for each of the four consumer groups, with brief encyclopedic 
intelligence summaries of each of the key industrial, geographic, and civil 
factors. 


STRATEGIC PRODUCTION. Tailored products that focus on establishing 
Strategic generalizations pertinent to specific mission areas (e.g. aircraft, 
automobiles, textiles). specific regions. and specific timeframes (generally 
long-term). , 


OPERATIONAL PRODUCTION. Tailored products focused on regional 
generalizations with a special emphasis on industrial areas within the region. 
on seasonal differences (whether terrain or trade), and on leadership character 
and demographics. 


TACTICAL PRODUCTION.. For each industrial area (or industry area) both 
generalizations and specifics country by country, with emphasis on terrain, 
climatic, and civil constraints. It is only at this level that a consumer should 
have to deal with the level of detail which now characterizes most intelligence 
community products. 


TECHNICAL PRODUCTION. Get away from system-specific production, 
and move instead toward industry-area production with regional and timeframe 
sub-sets, Focus on support to cost-benefit and trade-off decisions, not on the 
system in isolation. 


Figure 3B. Model for Consumer-Oriented Production 


Four Major Target Groups for Intelligence. There are four specific targets for 
information and intelligence activities; each of these target groups must be completely 
understood if a Nation is to maintain both its national security and its national 
competitiveness. Each target group has a different source of power, and a different way of 
taining, organizing, and equipping itself for battle. Each requires a different intelligence 
approach and in essence a different kind of intelligence community. The traditional 
intelligence officer will not be competent against all four of the target sets—four different 
kinds of intelligence organizations must be trained, equipped, and organized for their specific 
target set. 
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a. The High-Tech Brute, similar to the United States of America, is that group which 
relies on expensive technical capabilities and hugh logistics trains. In industrial terms. this is 
the capital-intensive player. 


b. The Low-Tech Brute, such as the narcotics trafficker or the ltalian crime family. 
represents a “needle in the haystack" problem. In industria) terms, this is the labor-intensive 
player. 


c. The High-Tech Seer, such as highly skilled and knowledgeable computer 
engineers, is comprised of both conglomerations of skilled individuals engaging in economic 
warfare, and single individuals, "hackers", able to penetrate advanced computer and 
telecommunications networks. In idnustrial terms, this is the brain-intensive player. 


d. The Low-Tech Seer, such as the Islamic Fundamentalists, or Asian gangs in the 
United States, are those whose "weapons" are of a cultural or demographic kind, whose 
“command and contro!” system is comprised of the television and the pulpit--very difficult for 
a Western intelligence service to understand and address. In industrial terms, this is the labor 
union. 


dn each of these cases, using electronic sources of news and information provides a 
Significant competitive advantage in terms of time. scope of review, and depth of 
understanding. 


High-Tech Brute High-Tech Seer 


High-Tech Brute Low-Tech Seer 


Figure 3C. Four Major Target Groups for Intelligence 


Four Kinds of Players in the Open Source Arena. The diagram in the 
"Background" section clearly identified the nine constituencies in the access arena. Naturally 
there are sub-constituencies (e.g. government is divided at the federal level into legislative. 
executive, and judicial, and also into federal, state, and Socal; media is divided into 
mainstream national papers, regional papers, niche journals, and technical newsletters). 


In general terms, there are four kinds of players: 

-- Those who talk to one another but are not influential, are divorced from practical 
military or commercial applications: the "ivory tower" academics. Spend 10% of your 
Tesources on this group. 


— Those who are influential but do not quote one another and contribute nothing 
substantial: the "bandwagon" journalists. Spend 10% of your resources on this group. 
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-- Those who are both connected to one another and influential--this constitutes the 
“mainstream” of current thinking. The downside of the mainstream is that is tends to reflect 
conventional wisdom rather than innovative or revolutionary thinking. Spend 20% on this 


group. 


-- Those--and they are a smai! group--that are neither connected nor influential, but 
who are in fact the “up and coming” leaders in their disciplines. It is this group which not 
only represents the greatest potential value fora Nation, but which is the least protected! The 
only obstacle to exploiting this group is internal, it is bureaucratic! Spend 60% on this 
group. Aithough intelligence organizations are accustomed to thinking of this group as a 
source of “sleeper” agents, in fact it should be thought of as a source of “avant garde" 
thinking which is not only of enormous importance to international competitiveness and 


domestic security, but predominantly unclassified. 


Mainstream (20%) Up and Coming (60%) 
Bandwagon (10%) Ivory Tower (10%) 


Figure 3D. Four Kinds of Players in the Open Source Arena 


4. Sources of Information and Methodology 


ive Distinguisbin’ F Information ces. Sources of information can 
be classified by medium. location, discipline, language. and level of classification. 


The most pervasive medium is hard-copy information. However, most of the hard- 
copy information is of relatively low grade, and often not worth the expense of acquisition. 
Never-the-less, it cannot be ignored. Spend 20% of your resources on the hard-copy 
medium. 


The next major medium is micro-fiche; although many organizations are phasing out 
their micro-fiche holdings, this remains an important medium, particularly in the patent and 
archival worlds. Spend 10% on this medium. 


Electronic information is available through online services as well as offline products. 
it is important to emphasize that electronic information includes imagery (SPOT, LANDSAT) 
as well as signals (foreign radio and television broadcasts, unencrypted cellular telephones, 
facsimiles, and telex transmissions). it is also important to note that, despite the fact that 
electronic information is a relatively small arena of interest in reJation to hard-copy and 
tnicrofiche, it is "exploding" and already dominates many of the most advanced disciplines as 
the "medium of choice. For instance, this medium contains over 600 scientific journals 
online that do not appear ia hard-copy at all. The electronic medium is the battleground 
where strategic advantage can be gained at relatively low cost and with no political risk--it is 
open, it is pervasive, and it is not being exploited by other countries as well as it could be-- 
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this is a very important area. Spend 40% of your resources on this medium. 


The most subtle storage medium is the human brain. No intelligence service will ever 
master the data entry or data collection problem. The most important capability any 
intelligence service can develop is that of establishing real-time mind-links between the 
customer and the best available source. The "intelligence minuteman" concept. first 
articulated in December 1992 at the First International Symposium on “National Security & 
National Competitiveness: Open Source Solutions", is the wave of the future. Spend 30% of 
your resources on this medium. Note that this medium.-provides real-time access to the other 
mediums--the human expert responsive to tasking can rapidly collect, process, and 
disseminate essential information from the other mediums, on demand. 


It is important to note that in the Age of Information technology has made possible a 
radical shift in why and when one acquires information. It is now possible to train, equip, 
and organize collectors of information for “just in time" coJlection instead of "just in case" 
collection. Hard copy and microfiche were the dominant storage mediums under the old “just 
in case" paradigm. Electronic information, and direct access to an enormous global pool of 
overt human asseets are the dominant access mechanisms under the new paradigm. 


The location of the information is both geographic and physical. Some information 
cannot be obtained without a personal visit to its location. Most information can be obtained 
remotely. through a telephone call or correspondence, and payment if necessary to the 
appropriate person. 


A Single researcher skilled at remote data acquisition for a particular 
region is more valuable than 100 clandestine case officers spread over ten 
countries, Physically the information might be part of a central filing system 
or a personal filing system. 80% of the time the information will be part of a 
personal filing system, which reiterates the critical importance of developing 
human paths to the information. 


Professional disciplines (e.g. physics, electro-optics) are the most global and well- 
organized structures through which to acquire information. Penetrating a professional 
association with global links is far more useful than penetrating a single government's nuclear 
facility, to take one example. Again, professional associations provide the human links and 
paths toward virtually any information--they are also the most likely to publish information 
before it becomes classified. It is futile to train intelligence professionals to pretend to be 
Scientists. It is much more useful and cost-effective to provide existing scientists with the 
finest communication tools and travel budgets possible--they will absorb far more, and be 
able to report far more, than a few case officers working with a few agents of limited access. 


Language skills cannot be ignored. English, French, Spanish, Japanese, Chinese, and 


Arabic are the most important languages, followed by Russian, Punjabi, Hindu, and Hebrew. 
Any international intelligence or information service which does not have at least 100 people 
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fluent in each of the most important languages, and at least 20 people fluent in each of the 
minor languages listed above, is not serious. Language translation programs (e.g. Global 
Link) are important aids, and can be used to reduce the time of translation for a typical 
document from eight hours to three. The importance of linguistic and cultural nuances 
should not be underestimated. The language of the consumer should be the language of 
production, even if this involves extraordinary cost. 


Level of classification (in governments generally Confidential, Secret, Top Secret, and 
Codeword; in business generally Proprietary, Trade Secret, Executive Only) is the most mis- 
understood and over-rated basis for selecting information. Enormous amounts of money are 
wasted, and significant political risk is undertaken, to obtain information that is classified 
"secret" or "proprietary". This is a fundamental mistake which reflects a Jack of 
understanding about how knowledge works in society, a lack of understanding of current 
trends in information sources and methods. 


MEDIUM DISCIPLINE CLASSIFICATION 


LOCATION LANGUAGE 
Figure 4A. Five Distinguishing Aspects of Information Sources 


ential Reorientati f Intelligence Tow: no Sources. The methods used 
to obiain information should be appropriate to the sector of information generation that is 
being studied. Each of the nine sectors has information producers. Each nation has 
representatives of their own in sectors of their own. .For instance, your own joumalists are 
frequently the best means of approaching foreign journalists, and of monitoring the 
production and the human sources being used by foreign journalists. 


The fundamental flaw in the “methods” of most intelligence agencies is that they 
attempt to acquire all information using their own personnel and clandestine or technical 
methods. Instead, they should lever: er of the informati mtinuu id 
establish a “virmal" intelligence community that is comprehensive. By focusing on open 
information and the open exploitation of individuals in all sectors, a Nation with a $10 billion 
intelligence budget can leverage another $90 billion in existing independent but exploitable 
"virtual" intelligence capabilities whose "overhead" costs are not being paid by the 
government. The electronic medium is the "lever that can move the world” and give the 
intelligence professional enormous access. 


ivatizarie telligence 
The most fundamental change in “methods”, besides moving away from 
investments in clandestine and technical intelligence capabilities, and toward 


investments in open source intelligence. is that of the privatization of 
intelligence. It is more efficient, most cost-effective, indeed, more discreet, to 
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utilize ad hoc private collectors and processors of information, than it is to use 
existing bureaucracies, including existing intelligence agencies and existing 
Embassies or local corporate offices overseas. 


Five Elements of a National Knowledge Strategy. This focus on openness is 
extremely important because it means that the fruits of this open source intelligence effort can 
be shared directly with industry, the press, and the legislature, without the slightest political 
tisk. For those who do not understand how “open" information can provide 2 competitive 
advantage, consider only how disorganized everyone else is--the first Nation to establish a 
national knowledge strategy which harnesses the full power of their information continuum 
will achieve an enormous competitive advantage as we enter the Age of Information. A 
national knowledge strategy is comprised for five elements: 


. a. CONNECTIVITY. Provide leading representatives within each sector with the 
telecomputing tools they require to keep in touch with their counterparts in all other 
countries, and with one another. At the same time. provide government and corporate 
intelligence analysts with the same tools, and provide everyone with incentives to 
“communicate with one another. 


b. CONTENT. Provide incentives to all parties to maximize the amount of 
information that they put “online”; the government can increase online information by testing 
new economic models (for instance, the "compound interest” model instead of the "single 
sale” model for compensating authors) and making appropriate adjustments to copyright and 
patent law. This is a two-way concept. It is not only important to increase the amount of 
foreign language material that is captured, translated, and placed online, but it is equally 
important that great emphasis be placed on exporting national intellectual products which have 
been fully and accurately translated into major foreign languages such as English, Japanese. 
and Chinese. In the Age of Information, “gunboat diplomacy” has been replaced by 
intellectual influence. The quality of a nation’s intellectual output, and the degree to which it 
is made useable by others, will have a dramatic impact on the strategic position of the 
Nation. 


c. CULTURE. Recognize the importance of accelerating the integration of ethnic 
populations and economically impoverished citizens. In particular, those ethnic groups which 
speak and read fluently the language of their adopted country, and the language of their 
former country. are priceless national assets which can be used as interpreters and translators. 


é. COIN. A typical major nation wastes on the order of $2 billion a year just on 
end-user fiddling with personal computer hardware and software combinations. If all 
redundant and contradictory research & development were brought under control, just in the 
information technology atena, a typical major nation would probably save on the order of 
$10-20 billion a year. 


e. C4 SECURITY. Every nation, and particularly the advanced nations of Europe 
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and the Anglo-Saxon world, is extremely vulnerable to the interruption of command & 
control, communications, and computing services. 

Virtually every major antenna system, including the downlinks from the satellites, is 
completely unprotected. No nation has established a serious C4 security posture that 
recognized the degree to which government, military, and economic communications depend 
on a very vulnerable civil infrastructure. No nation has established an effective “cyberspace 
order of battle“. This is the "Pearl Harbor" of the Age of Information, waiting to happen. 


CONNECTIVITY CULTURE C4 SECURITY 


CONTENT COIN (R&D) 
Figure 4B. The Five Elements of a National Knowledge Strategy 


5. Industrial Espionage, Sanctions, and Proscribed Information 


U.S. Views of Japanese and French. There is a very strong perception within the 

* United States that the Japanese view economic competition as "war", and that the French, 
while not necessarily viewing economic competition as war, are willing to engage in 
"unethical" measures including direct support from government intelligence agencies to 
specific Frnech companies. The book Friendly Spies: How America’s Allies are Using 
Economic Espionage to Stea} Our Secrets. while discredited in some circles, has done 
enormous damage to French interests in the U.S. The running joke about Air France seats 
being "bugged". very common in U.S, business circles, is a good sign of how deeply this 
book has penetrated the "psyche" of the U.S. business community. . 


ener; itudes About industri ionage. Most U.S. companies do not have 
a full appreciation of how easily others can penetrate their organizaations, and most do not 
engage in significant industrial espionage. For instance, most U.S. companies have 
absolutely no computer security and no measures to protect their computers from external 
penetration. They are completely unaware of the ease with which computer screens and 
computer emissions can be captured from a van parked outside their building. There is a 
general sense among U.S. firms that industial espionage is "not worth it". There are two 
exceptions to this: the first is the hiring of executives and key employees from competitor 
firms, and the second is bribery, but only overseas. 


Sanctions. The Toshiba case is a good example of the sanctions that might be 
imposed is specific instances when there is a public knowledge of violation, but in general the 
U.S. government will not publicize or act on cases of industrial espionage. 


Proscribed (Prioprietary) Information. There is a strong trend in the United States 
toward openness. This is tue of the government, where many “secrets” and many secret 
technologies are about to be declassified, and also of industry, where there is a growing 
understanding that the restriction of information imposes internal costs that may not be 
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warranted. In the case of specific chemical formulas or other "protectable" secrets, this may 
not be so, but in the case of general engineering practices, targeted markets, and So on, the 
general focus is on openness and staying ahead of the competition, rather than on protecting 
secrets. 


6. Analysis 


The client is better able to evaluate the applicability of this new theory and practice of 
intelligence to their needs, but on balance one must conclude: 


“Rules of the Game" Have Changed. The Age of Information has redefined our 
concepts of war and peace, of national security and national competitiveness. The “rules of 
the game" have changed, and there has been a reordering of both power and the sources of 
power. Information is now a commodity, and the most important resource to any Nation. 


Competitive Advantage Has Shifted From Secrecy to Openness. The Age of 
information has destroyed the ability of individuals. organizations, and governments to 
control information or restrict the dissemination of information. It is virtually impossible to 
keep a “secret” in this day and age. Hence, the competitive advantage has shifted from those 
able to conduct research in secret, to those able to RAPIDLY exploit the efforts of others 
through openly available information collected “just in time”. 


New "Order of Battle" Needed for National Intelligence. The Age of Information 
requires a new “order of battle” philosophy within national governments and their major 
corporate sectors. The degree to which individual minds can be linked across sectors now 
hecomes more important than the number of tanks one has--existing conventional forces can 
be immobilized, and existing industrial processes can be superceded. by relatively modest 
applications of knowledge. The rapid development of competent electronic search & retrieval 
specialists, and particularly specialists in scientific & technical databases and newsgroups, as 
well as cultural matters, should be a national priority. 


itical Initiative. Although there are several 
nations, including Japan, Sweden, Israel, and Taiwan (and their tribal villages world-wide) 
which are generally ahead of all others in their national knowledge activities, no nation has 
actually developed a national knowledge strategy nor harnessed the potential of its nine 
sectors in the information continuum--a continuum that constitute a “virtual” intelligence 
community of enormous power. 


Strategic Opportunity for Competitive Advantage Exists. A strategic opportunity 
for competitive advantage exists. In my judgement there is about a two to five year window 
within which an organized national effort can reap enormous dividends. After that time 
many organizations will both realize the power of open information and start developing their 
own collection capabilities more fully. and public encryption will be widespread, introducing 
a "Tower of Babel" effect into the “electronic English” information commons that is just 
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beginning to appear. 
7. Action Requirements 
a. Reinvent National Intelligence. Each nation has an enormous store of non- 


traditional intelligence and information capabilities outside of government that are rarely 
calied upon. Consider the potential of these non-traditional sources, and develop plans for 
the total mobilization of the nation’s intellectual power. 


b. Realign Resources. Roughly 80% of the existing intelligence budget could be 
realigned to open source intelligence (OSCINT) collection, processing, and dissemination, in 
close cooperation with the other elements of the national information continuum, who might 
be inspired to effect their own realignments once they see the government in a leadership 
Tole. 


CLASSIFIED INTELLIGENCE 10% 
PROPRIETARY INTELLIGENCE 10% 
OPEN SOURCE INTELLIGENCE 80% 
Human Sources 30% 24% 
-- "Up and Coming" 60% 24% 
-- Mainstream 20% 08% 
-- Bandwagon 10% 04% 
-- Ivory Tower 10% 04% 
Hard Copy 20% 16% 
Microfiche 10% 08% 
Electronic 40% 32% 


NOTE: Column one percentages are 100% of subheading percentage in 
column two, while column two percentages are 100% of column three 
subheading. The percentages in column three are actual percentages of the 
total budget. 


Figure 7A. Notional National Intelligence Resource Realignments 


c. Establish a National Information Requirements Council. identify an 
organization able to coordinate demands for information with global collection activities and 
impose the common sense guideline of exploiting open sources as "the source of first resort”. 
This has the interesting ramification of also making much more of what we need to know 


obtainable through private sector capabilities rather than government capabilties. 
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d. Establish Open Source Focal Points Within United States and Other 
Countries. Within the United States, contract with two separate organizations: the first 
should serve as a complement to the Embassy and as a rapid-response local representative for 
the national intelligence council. It’s role should be one of requirements management, 
oversight, and product packaging. The second organization should actually carry out all the 
tesearch through sub-contracted collection and production, with value-added quality control. 
Similar arrangements can be made in other countries, perhaps by building on the established 
SVP network. 


8. References 


A resume and a list of selected personal publications are attached. The Proceedings of 
the First International Symposium on “National Security & National Competitiveness: Open 
Source Solutions", are the sole existing foundation for a national intelligence restructuring of 
this magnitude. A copy of both volumes is provided as part of this report, together with 
copies of more recent articles, speeches, and testimony bearing on this issue. 


Other works of importance include: Jon Sigurdsom and Yael Tagemad (eds), The 
Imelligent Corporation: The Privatization of intelligence (Taylor Graham, 1992): Alvin 
Toffler, War and ‘Anti-War: Survival at the Dawn of the 21st Century (Little, Brown, 
forthcoming). see especially the chapters on knowledge warriors and the future of the spy. 
Winn, Schwartau, informarion Warfare: How to Wage and Win War in Cyberspace (interpact. 
forthcoming): James Holden-Rhodes. Sharing the Secrets: Open Source Intelligence and the 
War on Drugs (Sandia National Laboratory, forthcoming) 


9. Date of Information. 17 September 1993 
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APPENDIX D 


CONCISE DIRECTORY OF 
SELECTED INTERNATIONAL OPEN SOURCES & SERVICES 


DBO: 


1 March 1996 


Prepared by Robert D. Steele 
Based on Research As Published in OSS NOTICES 1992-1996 


ACCESS INNOVATIONS, INC. 
Ms. Marjorie Hlava, President 


Post Office Box 40130 
Albuquerque, NM 87196 
Voice: (505) 265-3591 
Fax: (505) 256-1080 


BDM FEDERAL 


Mr. Tom Price II] 
Principal Staff Member 
1501 BDM Way 

McLean, VA 22101-3204 
Voice: (703) 848-5203 
Fax: (703) 848-6683 


BRITISH LIBRARY, THE 


Mr. Mike Curston 
Document Supply Centre 
Boston Spa. Wetherby 
West yorkshire LS23 7BQ 
UNITED KINGDOM 
Voice: (44 937) 546-333 
Fax: (44 937) 546-061 


BURWELL ENTERPRISES 


Ms. Joanne Pauline 
Marketing Director 

3724 FM 1960W, Suite 214 
Houston, TX 77068 

Voice: (713) 486-3500 x 2353 
Fax: (713) 920-7086 


Mr. Robert J. Coullahan 
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Ms. Hlava has been past president of the 


‘major information associations in the USA 


including the American Society for 
Information Science and the Association of 
Independent Information Producers. 


The National Security & Technalogy 
Applications Division is under the leader- 
ship of LtGen C. Norman Wood, USAF 
(Ret), former Director of the Intelligence 
Comnninity Staff, and specialized in 
OSINT support to U-S. intelligence. 


Something like the U.S. Library of 
Congress, but better organized and 
focused on solid business practices. 
Known world-wide for its access to 
obscure sources and especially for 
its access to conference proceedings. 
Produces CD-ROMS, others aids. 


Ms. Helen Burwell is the publisher of the 
Burwell Directory of international 
information Brokers, and recently added 
an index to this work which identifies 
brokers who speak a foreign language. 
and are familiar with in-country databases. 


CIESIN (CONSORTIUM FOR INTERNATIONAL EARTH SCIENCE NETWORK) 


Director of Government & International Programs This organization is a non- 


1747 Pennsylvania Avenue, N.W. profit and one of the best 

Suite 200 sources of meta-data: data 

Washington, D.C. 20006 about environmental information, including 

Voice: (202) 775-6606 imagery and seismic data, held by others 

Fax: (202) 775-6622 around the world. Excellent advisors. 
CISTI 


The Canada Institute for Scientific and Technical Information, originally focused on 
meeting the needs of Canada, bas expanded in recent years to offer its services to the North 
American customer base. Their online catalogue is available free at 
<http://www.cisti-nrc.ca/cisti/serlist.html>. For more information contact Document 
Delivery Services, CISTI, National Research Council, Ottawa, Ontario KIA OS2, Canada. 
Voice: (613) 993-9251, facsimile (613) 952-8243. Email: <cisti.docdel@nrc.ca>. 


CLEARINGHOUSE FOR SUBJECT-ORIENTED INTERNET RESOURCES 
University of Michigan 
60 subject-matter guides including: Example of university resources being 
Aerospace Engineering applied for the common good. 
Archives on the internet 
Government Sources of Business & Economic Information 
Neurosciences Internet Resource Guide 
U.S. technology Public Policy 
< gopher.lib.umich.edu>. look for “What's New and Featured resources", go to 
“Clearinghouse”. Or anonymous ftp to <una.hh.lib.umich.edu path:/inetdirstaks > . 
Hf you have trouble, email <ou@umich.edu >. 


Derwent World Patepts index 

Available through DIALOG. Questel/Orbit, and STN. Communicate with Derwent 
Publications, Ltd., Derwent House, 14 Great Queen Street, London WC2B 5DF, United 
Kingdom. Voice: (44 171) 344-2800 or in the USA (703) 790-0400. Web: 
<htp://193.128.218.44/praducts/ >. 


DIALOG (Knight-Ridder) 


Mr. David Brown, Team Leader One of the two leading commercial online 
Government Team, Suite 500 services--it is very important to understand 
1901 North Moore Street that both DIALOG and LEXIS-NEXIS are 
Arlington, VA 22209 Tequired to "hit" 2/Sths of the available 
Voice: (703) 908-2383 online information, and that the other 
Fax: (703) 524-1680 3/5ths require additional research. 
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Directory of Publications and Broadcast Media 


Available trom Gale Research for $295. ISBN 0-8103-7188X. Formerly titled the 
Directory of Directories, this is a recommended starting point tor virtually any search. 


Disclosure, Inc. 


Disclosure, Inc., 5161 River Road, Building 60, Bethesda, MD 20816. Web: 
<http://www.disclosure.com/ > . 


E2G (UK) 
Mr. William Owen, Managing Director Former Special Air Service and other 
2nd Floor, 1 Northumberland Avenue British special forces personnel are 


Trafalgar Square available through this organization to 
London WC2 N5BW ENGLAND conduct route reconnaissance, develop 
Voice: (44 171) 487-3626 military maps. and provide other pre- 
Fax: (44 171) 487-3817 landing support services. 

EASTVIEW PUBLICATIONS 
Manager This organization is one of the best in the 
Gray Literature Acquisitions world at acquiring "grey literature", with a 
3020 Harbor Lane N strong specialization in Russian and East 
Minneanapolis. MN 55447 European literature. They are also the 
Voice: (612) 500-0961 foremost source of Third World maps. 
Fax: (612) 559-2931 including tactical maps. created by USSR. 


Encyclopedia of Associations 
Available from Gale Research for $250. ISBN 0-8103-7421-8. 


FIND IT FAST: HOW TO UNCOVER EXPERT INFORMATION ON ANY SUBJECT 
Robert Beckman, Author 


Harper Collins, Publisher As described--an essential handbook for: 
$13, Cost the analyst interested in exploiting the open 
(800) 427-7372 source world. 

FIND/SVP 
Mr. Joseph Cositore, Vice President FIND/SVP ("SVP" in French stands for 
625 Avenue of the Americas “if you please”) specializes in obtaining 
New York City, NY 10011-2002 any article, any document, through a 
Voice: (212) 645-4500 world-wide network of franchises. It does 
Fax: (212) 645-7681 almost no analysis, just acquisition. 
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FULD & COMPANY 


Mr. Leonard Fuld, President Publisher or The New Competitor 

80 Trowbridge Street Intelligence, a handbook for business 
Cambridge. MA 02138 intelligence specialists. includes resource 
Voice: (617) 492-5900 listing--strongest of Europe. 


Fax: (617) 492-7108 
GaleNet 


GaleNet can be used by anyone with an Internet connection, either dial-up or direct, 
and a graphical World-Wide-Web browser. The Web site offers a demonstration area. OSS 
tested their site by accessing the Encyclopedia of Associations, using the word "information", 
and found 138 associations that have “information” in the keyword search field. To arrange 
for a demonstration of GaleNet at your site, or for more information, please call the National 
Field Sales Manager, Mr. Tim Brandner, at (510) 671-5379, or send emai! to 
<Tim brandner@gale.com>. 


Genuine Article 


A service of the Institute of Scientific Information. Contact Mr. Frank Spiecker, 
3501 Market Street, Philadelphia, PA 19104. Voice: (215) 386-0100 extension 1374: 
Facsimile: (215) 386) 6362. Web: <htp://www.isinet.com/>. 


GUIDE TO NETWORK RESOURCE TOOLS 
by European Academic & Research Network As described. 
Free of charge online 
Go to < listserv@earncc.bitnet > 
Send command <GET NETTOOLS PS> (for postcript) or 
Send command <GET NETTOOLS MEMO > (for plaintext) 
Covers Archie, Astra, Bitttp, Gopher, Listserv, Netnews, Netserv, 
Trickle. WAIS, Whois, and World-Wide-Web 


INDIVIDUAL, INC. 


Director, New Business This is one of the finest “current 

8 New England Executive Park West awareness" services, providing.a one 
Burlington. MA 01803 page listing of “hits” on your profile 
Voice: (617) 273-6000 by fax or email, with full-text available 
Fax: (617) 273-6060 immediately through automated order. 


information Broker’s Handbook 


By Sue Rugge and Alfred Glossbrenner. Published by Windcrest/McGraw-Hill, 1992. 
ISBN 0-8306-3797-4. $30.95, order through local bookstores. 
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INFOSOUTH 
University of Miami Translations of Latin American press. 
(800) 752-9567 biographies on Latin American leaders. 


INSIDE INFORMATION: PROFILES OF ASSOCIATION LIBRARIES AND 
INFORMATION CENTERS 


Special Libraries Association This is the internationa) organization that 
Mr. Kevin Heffner, Director ~ serves over 15,000 librarians in charge of 
Fund Development small specialized libraries for associations, 
1700 Eighteenth Street, N.W. corporations, or other special interests. 
Washington, D.C. 20009 This is an essential networking vehicle 
Voice: (202) 234-4700 ext. 631 for reaching limited edition publications, 
Fax: (202) 265-9317 especially in economic and financial arena. 


International Thomson Publishing 

Their Web site is located at <http://www.thompson.com>. To receive a catalog you 
can write to them at 7625 Empire Drive, Florence, Kentucky 41042, call voice (800) 865- 
5840, facsimile (606) 647-5013, or send email to <americas-info@list.thomson.com > 


JANE’S INFORMATION GROUP 


Mr. Robert Loughman The Jane’s periodicals, database, and 
Sales Consultant SENTINEL Country Series are “best in 
1340 Braddock Place, Suite 300 class" for military information. Jane's is 
Alexandria, VA 22314 also available online. It is important to 
Voice: (703)683-3700x202 know that Jane’s only publishes 20% of 
Fax: (703) 836-0297 what it knows, ask for unpublished info. 


KROLL ASSOCIATES 
Mr. Thomas Fedorek, Managing Director This is by all press and other accounts 


900 Third Avenue the world’s best investigative firm, able 
New York, NY 10022 to obtain scientific & technical information 
Voice: (212) 593-1000 as well as other nominally sensitive 
Fax: (212) 593-2631 information, using legal & ethical means. 
LEXIS-NEXIS 
Mr. Jeff Krattenmaker Together with DIALOG, one of the top 
Government Information Services two commercial online services, but 
9393 Springboro Pike, P.O. Box 933 pethaps best suited to be the "first stop”. 
Dayton, OH 45401-0933 followed by DIALOG and other region- 
Voice: (513) 865-1877 specific online services. “Government- 
Fax: (513) 865-7902 friendly" and responsive. 
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Mercyhurst College 


Mr. Robert Heibel, Program Director, Research/Intelligence Analyst Program. 
Mercyhurst College, Department of History, Erie, Pennsylvania 16546. Voice: (814) 824- 


2117, fax: (814) 824-2219. 


MONTEREY INSTITUTE OF INTERNATIONAL STUDIES 


Dr. Christopher Fitz 
Senior Manager 

PNS, 425 Van Buren Street 
Monterey, CA 93940 
Voice: (408) 647-4193 
Fax: (408) 647-3519 


NERAC 
Manager, New Business 
One Technology Drive 
Tolland, CT 06084-3900 
Voice: (203) 872-7000 
Fax: (203) 875-1749 


netguide 
“TV Guide” of cyberspace 
Covers 60.000 bulletin boards 
9,000 networks. 500 libraries. 
all commercial online services 
384 pages. $19.00, (800) 345-8112 


NEWSEDGE FROM DESKTOP DATA 


Uses graduate students fluent in Arabic, 
Russian, Vietnamese, and Korean, and 
other languages, to monitor media and 
maintain world’s best unclassified database 
on proliferation--used by C1A’s NPC. 


Combines DIALOG and university experts 
to offer an annual “fixed price" research 
service that many businesses find to be 
responsive and cost-effective. 


As described--there are increasing numbers 
of such guides, most at higher prices. 
This is a good starting point. 


Ms. Emily Elliott. Assistant Marketing Manager 


Financial Markets 
1601 Trapelo Road 
Waltham, MA 02154 
Voice: (617) 672-2425 
Fax: (617) 890-1565 


OXFORD ANALYTICA 
Mr. Robin Porteus 
Director of Client Services 
5 Alfred Sueet 
Oxford OX1 4EH 
UNITED KINGDOM 
Voice: (44 1865) 261-600 
Fax: (44 1865) 242-018 
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This unique service combines the normal 

current awareness service with the ability 
to deliver data directly into existing 

local area networks & database structures. 


Founded by Mr. David Young. who 
served on the National Security Council 
with Dr. Henry Kissinger, this is the best 
international window into political and 
economic reporting. Combines the Dons 
of Oxford and 1000 experts worldwide, 
with a 24-hour media monitoring service. 


PARVUS-JERICHO 


Mr. Gerard Burke, Chairman After Kroll Associates, one of the best 

8403 Colesville Road international investigative organizations. 

Suite 610 Mr. Burke served previously as the 

Silver Spring, MD 20910 Executive Director of the President’s 

Vaice: (301) 589-4949 Foreign Intelligence Advisory Board, 

Fax: (301) 589-0007 and can support community needs. 
Questel/Orbit 


Communicate with them at Questel/Orbit, Inc., France Telecom Group, 8000 
Westpark Drive, McLean, VA 22102, voice (703) 442-0900, or facsimile (703) 898-4632. 


RAPPORT RESEARCH & ANALYSIS (UK) 
Mr. Charles Pettifer, Director 


Mr. Kevin Dodd, Director This organization can provide trained 
11 Berkeley Street debriefers fluent in any tanguage to any 
Mayfair, London W!X 6BU ENGLAND place in the world. Especially good at 
Voice: (44 171) 355-5020 canvassing refugee and emigre 
Fax: (44 171) 355-5021 communities for raw intelligence. 
RESEARCHBASE 
Mr. Frank J. Vega, President This very low-cost ($500) database is 
Post Office Box 187 an essential means of saving money by 
Arlington, VA 22210 avoiding redundant research in all 
Voice: (703) 271-5988 major international relations areas. Tap 
Fax: (703) 271-5989 into existing research for starters! 


Research Centers Directory 


Sometimes titled Research Centers and Services Directory. Available from Gale 
Research for $400 (two volumes). ISBN 0-8103-7353X. 


Rice University 


Cali (313) 764-9366 to obtain information on gaining access to the Economic Bulletin 
Board Service (BBS). 


RISA SACKS ASSOCIATES 


Ms. Risa Sacks, President Telephone surveys and telephone 
3838 4th Avenue "discovery" of key elements of 
Oakland, CA 94602 information is an art, and Ms. Risa 
Voice: (510) 530-6154 Sacks is acknowledged by her peers 
Fax: (510) 531-9086 as one of the best in the USA. 
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SCIENCE CITATION INDEX, SOCIAL SCIENCE CITATION INDEX 
Institute for Scientific Information 


Frank Spiecker This organization combines a citation 
350] Market St. database tbat will identify the latest 
Philadelphia, PA 19104 articles based on known earlier 

Voice: (215) 386-0100 ext.1374 publications, and also identify emerging 
Fax: (215) 386-6362 technologies as well as key experts. 


Secrets of the Super Searchers 


By Reva Basch, 1993. Order directly from Eight Bit Books, 462 Danbury Road, 
Wilton, CT 06897-2126. ISBN 0-910965-12-9. $39.95 plus shipping & handling. 


SIS INTERNATIONAL RESEARCH 
Ms. Ruth Stanat, President 


490 South Main Street Complements Fuld & Company with 
New City, NY 10956 Special strengths in Latin America and 
Voice: (914) 639-1934 Asia; primarily a business/marketing 
Fax: (914) 639-6936 research organization. 


SPOT IMAGE CORPORATION : 
Mr. Clark Nelson, Director of Communications They have, in hand, 10 meter 


1897 Preston White Drive resolution panchromatic and 
Reston, VA 22091 Multispectral imagery for almost the 
Voice: (703) 715-3100 entire world, and can produce hoth 
Fax: (703) 648-1813 combat charts and simulations quickly. 


STN international 


STN Service Center, c/o Chemical Abstracts Service, 2540 Olentangy River Road, 
Columbus, OH 43210. Voice: (800) 848-6533, facsimile (614) 447-3798. Email: 
<help@cas.org>. 


The Reference Press, Inc. 

Among its offerings are a variety of directories and guides to international business 
sources and information for Latin America, Canada, Europe, Asia Pacific, and Russia. For a 
catalog call (512) 454-7778 or fax (512) 454-9401. 


WORLDWIDE GOVERNMENT DIRECTORIES 
Mr. Jonathan Hixon, Publisher 


7979 Old Georgetown Road, #900 Mr. Keith Hall invented the term 
Bethesda, MD 20814 “ASK-INT". This is the directory. They 
Voice: (301) 718-8770 also publish government and military 
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Fax: (301) 718-8494 


UNCOVER REVEAL 
Uncover Company 
3801 East Florida 
Suite 200 
Denver, CO 80210 
Voice: (303) 758-3030 
Email: <mwhitaker@carl.org > 


UNITED PRESS INTERNATIONAL 
Ms. Alison Myers 
Director of Business Development 
UPI Photo Network 
Voice: (202) 898-8248 
Fax: (202) 37)-8247 


University of Michigan 


biographies for leaders worldwide. 


Building on the University of Colorado's 
existing intrastructure, they will deliver 
for a nominal cost 10 your email or fax 
the tables of contents of all journals you 
wish, as they are published--then you can 
order articles from any source. 


A picture can be worth a thousand words. 
Analysts interested in using visual images 
to improve the intelligence consumer's 
absorption of the intelligence product's 
content can cal] on this resource. 


Send electronic mail to <lou@umich.edu> to obtain information on gaining access to 


the electronic clearinghouse. 
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APPENDIX E-1 
Internet: Self-Guided Tour 
by Dr. Ross Stapleton-Grey <director@embassy.org > 


Philosophy 

Strategies 

Useful Tools 

Starting Points 

Print and Other Resources 
USENET Illustration 


Dua bhwnyo 


Philosophy 


The Internet is a steadily changing thing. What's there today will almost certainly be 
different tomorrow. either for the better, or for the worse! This poses a challenge when 
useful resources disappear, whether because they’ve been abandoned. or simply moved with 
no apparent forwarding address. On the other hand, hosts of new resources are being created 
every day... faster than they're being cataloged. The Internet has been described as "a 
wonderfully rich library, but all the books are lving in heaps on the floor.” 


The last few years have seen a number of wondertul navigational aids created, 
including powerful search engines, and comprehensive catalog sites for Web page creators to 
register their resources. But there will always be a place for serendipity. and certainly it 
helps to have a network of contacts and colleagues to pass along leads. 


Strategies 

The best strategy in looking for information via the Internet is to cast a broad net: 
Web sites will lead to others, or cite newsgroups or mailing lists, or vice versa, and human 
contacts made through the Internet can pass along useful nuggets. 

All of the major Web browsers support "bookmarking," i.e., saving pointers to 
particularly useful or interesting destinations once you’ve found them (placing them on your 
“hotlist"). A helpful strategy is to bookmark all of the initial tools--query sites, or especially 
rich indexes--you might need, along with other sites you'll need to check regularly. 

Useful Tools 


The following are useful tools for the Internet (and especially. World Wide Web) 
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navigator, They can also be thought of as starting points: the skilled Internet navigator will 
make use of any number of search and catalog sites, to access familiar resources, or to launch 
off into undiscovered territory with a few search keywords. 


Alta Vista - http://altavista digital.com 


One of the newest search engines, established by Digital Equipment Corporation 
(DEC), a major mid-range system manufacturer, as a technology demonstrator and a means 
to attract an audience. The service claims to index 8 billion words from some 16 million 
Web pages, and to continuously update its contents, retiring old materials no longer found, 
and adding new pages when encountered (some indexes don’t--or can't--retire old pages. and 
may return links that lead to nowhere). 


Alta Vista is the most impressive raw search engine for the World Wide Web thus far 
created. In addition to simple queries, one can structure complex searches, with weighted 
terms, and all of the usual Boolean search qualifiers. But the search tool has also been 
designed to meet the specific needs of Web navigators: one can search by date of the 
document (critical when what's needed is current information, and not some aging Web page 
with last year’s news), and for URLs (Web page “universal resource locators," the 
“http :www.etc..."). The latter allows for neat wicks: check Alta Vista's help menus for 
directions on how to search for al! of the Web pages that reference a certain other 
page. or how to find al] of the pages mentioning certain terms, but which are not at some 
given address. 


Jn addition to searching for Web pages, Alta Vista can search the most recent traftic 
in many of the USENET news groups. 


Yahoo - hitp://www.yahoo.com 


The most significant index in the Web’s first major growth spurt. and the first 
comprehensive index of sites. Having one’s Web site registered in Yahoo was (and is) a 
necessity. Yahoo involves human cataloging (submitters request where they would like to be 
filed, but Yahoo staff implement all linking}, as opposed to the full-text indexers like Alta 
Vista. Where Alta Vista is an excellent tool to pull in anything and everything matching a 
given set of keywords, Yahoo’s strength is in its organization. It would be extremely 
difficult to compile an exhaustive list of organizations in a given field by sifting through the 
mixed page of Web pages returned by Alta Vista; Yahoo will have a well-ordered index of 
companies divided and subdivided up according to a logical hierarchical structure. On the 
other hand, while Alta Vista vacuums up and indexes anything it cant find on the Web, Yahoo 
is only as thorough as submitters and catalogers make it. 


Yahoo also has an arrangement with Reuters to provide current newswire material 


through its site. The "Xtra" pages provide breaking items (a dozen or so per category) in 
Politics, News and World News, Business, Internet and Computers, and a half dozen other 


175 


areas. 
hup://webcrawler.com 


An early full-text indexing tool, bought by America OnLine for more than a million 
dollars. it’s included here largely for historical reasons, as other tools like Alta Vista seem 
to be eclipsing it. Webcrawler also has the annoying feature that it retains everything ever 
put in its index: pointers to Web pages that have been deleted long ago will still be found, 
and will give the user the famous "404 - URL Not Found" error when the link is followed. 


A number of other services provide searching of extensive amounts of the World Wide 
Web, including OpenText (http://www.opentext.com) and Infoseek 
(hup://www.infoseek.com). 


Starting Points 


All of the search tools mentioned previously are excellent starting points. [n addition 
to those, the following sites are rich indexes to their various areas: 


NewsPage - htp://www.newspage.com 


NewsPage is a valuable site for industry information, including the 
telecommunications, energy. pharmaceutical and other industries. The site pools press 
Teleases and other news from a variety of other online services. and organizes them by 
category. While the site bases some of its revenues on advertising. it also charges premium 
subscription fees for some of its articles. and for use of a search facility. 


Online Newspapers - various 

Numerous "physical" news papers such as the Detroit News, San Francisco Chronicle, 
and New York Times have created Web versions to allow readers greater access to their 
stories, and to complement the print versions. 

The Detroit News Web site (which was launched, coincidentally. as the print paper 
was in the middle of a union strike, and which has provided news on the strike as an editorial 
soapbox for the paper) is a good example of a Web site’s use of a structured presentation: 
each day’s format is identical, even if the content changes, providing a familiar layout. The 
Detroit News Website is at http://detnews.com. 

Other good jumping off points to online newspapers: 
Yahoo’s newspaper index: 


hup://www.yahoo.com/Business_and_Economy/Companies/Media/Newspapers/ 
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The Newspaper Association of America homepage : _http://www.infi-net/naa/hot.htm! 
The White House - http://www. whitehouse_gov 


In addition to holding information on the White House, the Executive Office of the 
President, and the texts of presidential and vice presidential speeches, the White House Web 
site is the "site of sites" for the Federal Executive Branch. White House staff have taken 
considerable care to encourage Federal agencies to provide Web addresses, and the site 
indexes all of the major cabinet offices and a great many of the other agencies, bureaus and 
programs. 


The WELL's War Conference, IW sites - 
http://www. well.com/cont/war/iwsites html 


Participants in the War conference on the WELL (a large online conferencing system 
based in Northern California but with users worldwide) have compiled an extensive reference 
of Web sites of interest to the "Information Warrior" (largely of defense, economic security 
and 
intelligence related sites). Some of the sites included on the list (a small sampling): 


The White House’s Information Infrastructure Task Force - http://www.iitf.doc. gov 
Office of the Secretary of Defense - http://enterprise.osd.mil 

US Air Force - http://www.atin.af.mil 

Air Force 38th E&i Wing - http://www.eiw38.af. mil/cshome.hum! 

Central Inteliigence Agency ~ http://www.odci.gov/cia 

Intelligence Community - htep://www.odci.gov/ic ° 


Electronic Embassy - http://www.embassy.org 


The Electronic Embassy Web site is an index to information, including Web 
homepages where available, from the foreign embassy community in Washington D.C. 


All of the above ought to be considered merely starting points, and most Jead quickly 
to many other resources. The White House site is an exhaustive list of Federal agencies, 
while the Electronic Embassy is a quick shortcut to find the State Department, foreign affairs 
committees of the Congress, or the United Nations. 


The more the Internet begins to parallel the "real world," that is, as having a Web site 
becomes the rule for companies, and not just the innovative exception, traditional 
clearinghouses will have a role to play. The Software Publishers Association 
(http://www.spa.org), for example, has long been an advocacy organization for the software 
industry, with a large number of the most significant software producers as members. The 
SPA Web site, extending its member services onto the Internet. provides a lengthy index to 
ali of its members, with pointers to their own Web sites. 
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There are excellent “theme” pages created by individuals, compiling exhaustive lists of 
known resources on the Web under a given topic area. These might range from Feminist 
Activist resources (Sarah Stapletan-Gray’s page at IGC - 
http://www.igc.org/women/feminist.html} to anything and everything related to 
telecommunications organizations, technologies and policy (Jeff MacKie-Mason’s page at the 
University of Michigan, http://www.spp.umich.edu/telecom-info.huml). While one could try 
to compile a list of these lists (and to some extent such a thing has been done with Yahoo). 
spending even a smali amount of time surfing” the Web is guaranteed to turn up such useful 
teferences, which can then be bookmarked. 


Print and Other Resources 


The nature of the Internet is such that virmally any print resource, and certainly any 
that attempts to document an exhaustive list of anything, be it USENET newsgroups or “the 
best Web sites for...,” becomes obsolete in a manner of months. That said, there are some 
fairly useful books on various aspects of the Internet and the World Wide Web, which can 

-- pive a good feel for the tools and the Internet's content, while recognizing that any given list 
of Web sites will have changed even as the book went to the printers. 


The O°Reilly and Associates series of books are essential reading for the nuts and 
bolts of how the Internet works. The Whole Interner User's Guide and Catalog is a basic 
primer, with extensive (but. of course, fast-aging) lists of useful sites, mailing lists and 
newsgroups. Managing Internet Services provides extensive information on the technical 
details of Gopher, Majordomo (mailing list software) and the World Wide Web--not for the 
novice but providing for a complete understanding of how all of these features actually work. 


HIML Sourcebook, by lan S. Graham (John Wiley & Sons, publisher) is a good 
overview of how to create pages for the World Wide Web, again providing good insight into 
how the Internet supports the Web. and how Web sites work. The book provides 
walk-throughs of several actual sites, dissecting them to show how the Web can be used to 
deliver information, query users using forms, etc. 


Members of the Internet Society receive its "On The Internet,” a bi-monthly magazine 
on Internet issues and features. Individual membership in the Society is $35 per year. ISOC 
may be reached at: 


The Internet Society ISOC also has a Web site: 
12020 Sunrise Valley Drive, Suite 210 http: //www.isoc.org as does its 
Reston VA 22091 DC area chapter: 

(703) 648-9888 http://www.dcisoc.org 
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USENET illustration 


NOTE: For each of these, the first column is the message number. the second column shows 
the number of replies, if any, followed by the message title and the poster’s userid. 


From soc.culture.kuwait: 
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98 + TEST -- ignore -- TEST -- 
+2 (Fwd) Bahrain News/more 


99 
100 
101 
102 
103 
104 
105 
106 
107 
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109 
110 
Mi 
112 


+ 
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(FWD) BAHRAIN: Amnesty Int'l Appeal socakh@pmail.!Idc.lu.se 
Furgan (tuth@reality.com 
socakh@pmail.ldclu.se 


Test!! Please ignore Badran (badran@kuwait_net 

Online Zakat Payment Sohail Mohammed (zakat@di 

My visit to Kuwait Lee Cooper (leec@kuwait.n 
WANTED: STAMBPS....... PLEASE,...,.PLEA Carol (caral@cam.org) 
Immigrate TOCANADA Ifrank@inter}ink net 

WWW islamic Server: What's New! Muslim Student Associatio: 
Canada - employment opportunities Colin R. Singer (csinger@ 


-How can we benefit from the internet? Al-Sirat Al-Mustageem Mag 
"I love you" ia many languages Re: Ple Gaspar Rodriguez (grodrig 
Telethon for Islamic Centre for Kingst Thomas (Aalim Zakee) Feve 
SMITH Sbostic@lovetts.com 

Ramadhan Radio 107.4 FM. London m.asphar@ic.ac.uk 
arranged marriages Shoba Narayan (shoba@i-20 


From alt.current-events.bosnia: 
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114 
15 
116 
17 
118 
119 
120 
121 
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123 
124 
125 
126 
127 
128 
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"Vise-parlamentarizam" -- metod veleiz  Y Rapido (rapido@eskimo.c 


Wars for Succesion of Yugoslavia / WEB d.d. chukurov (ddc@belico 
Yugoslav Daily Survey. 2/2 d.d. chukurov (ddc@bellco 

Serbia Today, 2/2 d.d. chukurov (ddc@bellco 

Yugo Wars - Stay Informed - Visit: g d.d. chukurov (ddc@bellco 
Michael Axelrod strikes again Frank Hendrix (Frank@accl 

Army witch hunts RICHARD CASTROP (RCASTROP 
Yugo Wars - Stay Informed - Visit: Vu Barry S. Marjanovich (bsm 
appeal barala@vossnet.co.uk 


The three religius groups Moslem, east Ben (smillieb@the.link.ca 

Novi "bogovi” - "Hrvatska domovna" 12/ BorPet (borpet@aol.com) 

idea: low-tech approach to safely remo JGizdavic (jgizdavic@aol. 

Bosnain to English dictionary JGizdavic (jgizdavic@aol. 

Serbia Today (After SREBRENICA) Barry S$. Marjanovich (bsm 

Britain, Rose, SAS Stab-in-the-Back--t Y Rapido (rapido@eskimo.c 
YUGOSLAV WEEKLY SURVEY, 2/2 D.D. Chukurov (ddc@nyquis 
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From alt.politics.org.un: 


+ 6 WAR ON THE FED waged by Utah's Patriot Tony Kimball (alk@pobox.c 


+ 
+ 


+6 


+ 


+6 


+ 


+2 


+ 
w 


te eetge 


Ww 
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UN Daily Highlights: 29 Jan, 1996 (Rev Shawn H (c626193@mizzou1. 
United Nations Update: 30 Jan, 1996 Shawn H (c626193@mizzoul. 
Steve Forbes as a Phony Candidate Toot (root@tailor.roman.o 
United Nations Association of the Unit Shawn H (c626193@mizzoul. 
‘GORE CLINTON OUT Fresh816 (fresh816@aol.co 
United Nations Update: 31 Jan, 1996 Shawn H (c626193@mizzou1. 
U.S. Public Support for U.N. Growing ( Rodney L. Cornelius (CORN 
Slick Willie as a Phony Candidate Mark O. Wilson (Mark.O.WI1 
U.S. Must Pay U.N. Dues says Defense W Al Banner (ac590@FreeNet. 
----Gen X Presidential Forum!!! Mike Lee (mlee@harvard.ed 
New site: Electronic Field Trip to th Nancy K (nancyk@bga.com) 
Setting the Record Straight (The UN 1 Nancy K (nancyk@bga.com) 


What is next for Michael New? Archibald E. Roberts, LtC 
United Nations Update: 1 Feb. 1996 Shawn H (c626193@mizzoul . 
Michael New Boulder Weekly (bweditor@ 
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APPENDIX E-2 
Intelligence-Oriented List of Useful Internet, Sites 


From the Staff of OSS, Inc. <oss@oss.net > 


NOTE: The material which follows foctises primarily on World-Wide Web (www) 
sites because that is the overwhelmingly most productive environment. Gopher sites (menus 
providing access to text) and File Transfer Protocol (FTP) sites are still available but 
declining so quickly as to hardly be worth citing. Also, it is important to do your own 
searches for sites and to regularly update your lists. The Net is growing geometrically, and 
sites emerge (or die} every day. The sites listed below are simply illustwative, and by no 
means comprehensive. Besides regular searches of the www, analysts should subscribe to 
ListServs in their areas of interest--these deliver documents directly to an email address. and 
also allow for analysts to contribute commentary to the list for rebroadcast to others. 


Top Guns 
hup://www.oss.net/oss/ 

The home page of OPEN SOURCE SOLUTIONS. Inc., a non-profit educational 
corporation that serves as an international clearinghouse for information about open sources, 
systems, and services, this site provides past issues of OSS NOTICES for free, and is soon to 
offer, also for free, digital copies of the two volume Proceedings trom each of the annual 
conferences on open sources which have taken place since 1992. This site offers direct links 
to a number of other open source vendors and pertinent sites for open source intelligence. 
bttp://www.tiac.neV/users/jardines/434mid huni 

These heavy-duty reservists, the 434th Military Intelligence Detachment (Strategic), 
created the first-ever Open Source Intelligence Resources for the Military Intelligence Officer. 
and kicked off an Army-wide effort that is now leading joint concepts and doctrine on the 
integration of open source intelligence into the al!-source collection and production process. 
http://www .awpi.com:80/IntelWeb/ 

The home page of Intelligence Warch Report, a daily electronic clipping service for 
intelligence-related news, and the only service of its kind focused strictly on national 
intelligence. Benefits from correspondents in Europe, Russia, and Asia. 
http://www. fedworld.gov/ 


FedWorld, the central point of access to the entire U.S. government, very ably 
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developed and maintained by the Nationa! Technical Information Service. a self-sustaining 


activity of the Deparument of Commerce. 


United States Government 


http://www.whitehouse.gov/ 
hup://www.loc.gov/ 
http://thomas.loc.gov/ 


United States Intelligence 


http://www.odci.gov 

hup://www.nsa.gov:8080/ 

http://www.tfbi.gov/ 

hup://www.ustreas. gov/ireasury/bureaus/usss/usss. html 
htup://www.fas.org/pub/gen/fas/irp/nro/index.htm! 
http://www .awpi.com/IntelWeb/US/NCC/index huml 


United States Military 


hup://www.dtic.mil/defenselink/osd/index. hrm! 
http://www .dtic. mil/defenselink/osd/index. html 
http://www.army.mil/ 

hup://www.dot. gov/dotinfo/uscg/ 
hittp://www.dtic.mil/airforcelink/ 
hup://www.dtic.mil/airforcelink/ 
bttp://www.navy.mil/navresfor/ 

http://www hqme.usme mil/ 
htp:/Avww.dot.gov/dotinto/uscg/ 
htp://www.dtic.dia.mil/c3i/ 
http://www.dtic.dla.mil/dtiw/ 


http://www.onestep.com:80/milnetv/ 
MILNET: Open Source Military Information Database 


The White House 
The Library of Congress 
U.S. Legislation OnLine. 


Central Intelligence Agency 
National Security Agency 

Federaj Bureau of Investigation 
U.S. Secret Service 

National Reconnaissance Oifice 
National Counterintelligence Center 


OSD 

Joint Chiefs of Statf 
U.S. Army 

U.S. Army Reserve 
US. Air Force 
U.S. Navy 

U.S. Naval Reserve 
U..S. Marine Corps 
U.S. Coast Guard 
OSD C3i 

Defense Technical 
Information Center 


hitp://www.dtic.dla.mil/defenselink/pubs/pentagon/index htm! 


The Pentagon 


gopher://marvel.loc.gov:70/ 1 t/federal/fedinfo/byagency/military/ 


US DOD Gopher Sites 


heep://www.dtic. mil/airforcelink/pa/factsheets/Air_Force_Reserve.html 


USAF Reserve 
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hup:/pages.prodigy.com/AL/20sfga/mid20sfga.html 
Military Intelligence: 20th Special Forces Group 


United States Unified Commands 


http://www.dtic. mil/defenselink/factfile/chapterl/eucom.html U.S. Evropean Command 

hiep://www.dtic. mil/defenselink/factfile/chapter]/pacom.btml U.S, Pacific Command 

” http://www.dtic.mil/defenselink/factfile/chapterl/pacom.html U.S. Atlantic Command 
http://www.duc.mil/defenselink/factfile/chapter1/southcom.htn) U.S. Southern Command 
hutp://www.dtic.mil/defenselink/factfile/chapter]/centcom.hunl U.S. Central Command 
hup://www.dtic.mil/defenselink/factfile/chapter1/spacecom.htm! U.S. Space Command 
http://www.dtic.mil/defenselink/factfile/chapter1/socom.html U.S. SpecOps Command 
bttp://infosphere. safh.af.mil/TRANSCOM/ U.S. TransCom 
hitp://www.dtic.mil/defenselink/factfile/chapter! /stratcom.html U.S. StratCom 


Related U.S. Sites 

hup://huachuca-usaic.army.mil/ USAIC/Schoolhouse 

http://www .dtc.dla.mil/diw/ Defense Technical 
lnformation Web 


gopher://UMSLVMA.UMSL.EDU:70/1 1/LIBRARY/GOVDOCS//BNOTES 
U.S. State Department Country Reports 


hitp://www.esd.ornl. gov/doe-labs/doe-labs. bum 
(U.S. Department of Energy National Laboratories & Programs) 


hup://dostan.lib.uic.edu/ 
(Department of State Foreign Affairs Network) 


Associations & Organizations 


hittp://www.cais.com/NMIA/HomePage. huni" National Military Intelligence Association 
hitp://www.cais.com/zhi/OPSHomePage. html Operations Security Professionals Society 


http://www. loyola.edu/potitics/intel. html Loyola Page on Strategic intelligence 
hetp://www.acsp.uic.edu/oicj/pubs/ Office of International Criminal Justice 
bttp://www.cdi.org/ Center for Defense Information 
http://nsi.org/ National Security Institute 
http://www.eff.org/govt.huml Electronic Frontier Foundation 


More Related Publications 


htrp://www.jedefense.com/jed. bum] Journal of Electronic Defense 
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http://ursula.blythe.org/NameBase . NameBase News 
http://www. worldmedia.com/caq/ Covert Action - Home Page 
http://www.awpi.com/IntelWeb/US/S-GB/index. html 

Secrecy & Government Bulletin 


Cyber War 

http://www.tcst.com/“tighe/ Mike Tighe’s Cryptology Home Page 
http://www.psycom.net/iwar.].htm! Information Warfare, }-War, Cyberwar 
http://www.disa.mil/ciss/itso.html DISA - Information Security 
hitp://all.net/ InfoSec 

http://freeside.com/phrack. htm] Phrack - underground hacker magazine 
hup://www.gocsi.com/ Computer Security Institute 
hetp://dubhe.cc.nps.navy.mil/~budden/ IW - US Navy 
http://www.cse.dnd.ca/“formis/ TW - Resources 


hup://www.csto.arpa.mil/ResearchAreas/Defensive_|nformation_ Warfare. html 
‘IW database 


htrp://carmen.artsci. washington. edu/propaganda/contents. htm 
Propaganda - Disinformation Warfare 


http://www.monmouth.army.mil/peoiew/peoiew. htm! 
Intelligence and Electronic Warfare 


Foreign Countries - US Sources 


gopher://UMSLVMA.UMSL.EDU/11/LIBRARY/GOVDOCS/ARMY AHBS 
US Army - Foreign Intelligence Agencies 


gopher://UMSLVMA.UMSL.EDU:70/1 1/LIBRARY/GOVDOCS//BNOTES 
US State Dept.: Report by Country 


gopher://UMSLVMA.UMSL.EDU:70/11/LIBRARY/GOVDOCS//WF93/WFLATEST 
US CIA: Report by Country 


htep://www.ncsa.uiuc.edu/SDG/Experimental/soviet_exhibit/soviet.archive html 
Library of Congress Soviet Archives Exhibit 


Foreign Countries 


btrp://watserv 1 .uwaterloo.ca/~brobinso/cse. html 
The Unofficial Communications Security Establishment Webpage 
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htup://www.reading.ac.uk:80/Seclav/ 
Great Britain - SECURITY AND INTELLIGENCE 


hitp://www.awpi.com/IntelWeb/Palestine/index. html 
Palestinian Intelligence Community 


http://www. primenet.com/“lion/j.humI#issue 
USSR - The Third World Countries & US 


gopher://infx.infor.com:4600/11 .browse/ESPIONAGE 
ESPIONAGE - publications 


http://www. odci.gov/mapspub/index .himl 
CIA Maps & Publications 


On-line Search 


hap://webcom.com/% 7Epinknoiz/covert/ciabasesearch. hum) 
http://www. btg.com/janes/ 

http://www janes.com/janes.huml 

http://www. mayvhem.nevCrime/ 

fip://wiretap.spies.com/ 

ftp://ftp.lglobal.com/pub/foreignc/ 


http://world.std.com/" mmoore 
INVESTIGATIVE DATABASE: Boston. MA 


hitp://www.delve.com/consort. btm! 
The Consortium - Investigative Reports 


telnet://ursula.blythe.org 


CIABASE On-line 

BTG Jane‘s EIS - on-line 
Jane’s Information 

Crime Archives 

Directory of Wiretaps 

The Foreign Correspondent: 


NAMEBASE telnet version - telnet gateway required. Log in as "namebase” 


http://ursula.blythe.org/NameBase/bookindx. html! 
NAMEBASE - Web version 


Military Intelligence - Non-Governmental Resources 


http://www. infomanage.com/international/intelligence/default.hunl 


Imelligence Resources 


http://www.cdi.org/ 
Center for Defense luformation 
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hitp://wew.tscm.com/ 
TSCM.COM Counterintelligence Home Page 


http://www .interlog.com/~vabiro/ 
Counter-Terrorism 


bttp://www.interport.net/~ sagal/ajax.huni 
AJAX MILITARY, INTELLIGENCE & LAW ENFORCEMENT AGENCY ACCESS 


http://www.acsp.uic.edu/oicj/pubs/ 
Office of The International Criminal Justice 


hup://www.essential.org/nautilus/ 
Nautilus Institute for Security and Sustainable Development 


bup://www fas.org/pub/gen/fas/ 
Federation of American Scientists Home Page </A> <br> 


http://www.usdoj.gov/ojp/rol/docs/home. html 
Rule of Law Online 


http://www.webcom.com/% 7epinknoiz/politics. htm} 
Politica) Investigations 


brp://www interaccess.com/trc/tsa htm! 
Technical Services Agency 


htp://www.rssi.ru/ 
Russian Space Science 


http://www peak .org/~danneng/decision/int-law.huml 
War Crime Laws 


United States Military & Defense Laboratory Servers 


ittp://www.arc.umn.edu/hmnl/ahpcrc. htm 
Army High Performance Computing Research Center 


http://www.arpa.mil/ 
Advanced Research Projects Agency 


http://bradbury.nrl navy. mil/general/bmdo.btm! 
Ballistic Missile Defense Organization Test Data Centers 
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hup://www.dtic.dla. mil:80/lablink/ 
(U.S. Department of Defense Laboratory System 


hup://www.aorl.navy.mil/ 
The Naval Research Laboratory 


bttp://www.sl.af.mil:8001/ 
(USAF Rome Laboratory for C41 Technology 


Weapons and Theis Transfers 


Gopher: //csf.colorado.edu:70/1 i/peace/pubs 
General information 


http://www.atcon.com/stores/armament/index.htm 
Armament Technology 


hup://www.pal .xgw.fi/hew/ 
The High Energy Weapons Archive 


http://nuke.handheld.com/ 
Nuke Home Page 


hup://neutrino.nuc. berkeley.edu/neutronics/todd.html 
Todd’s Atomic Homepage 


htep://www. earthlink nev ~bkonop/GermIncidents2. hun! 
GERM WARFARE 


hitp://www.opew.nl/guide.htm 
The Chemical Weapons Convention 


hrep://www.aber.ac.uk/~ctj94/ 
Bombs ’n’ Bullets 


http://www.umcec.umich.edu/” schnars/texte/fore-cod.htm 
Code Names and Numbers for Weapons 


Law Enforcement 


hep://www.ustreas. gov/treasury/bureaus/atf/atf htm! 
Bureau of Alcohol, Tobacco and Firearms 


http://gopher.usdoj.gov/bureaus/bop.htm] 
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Federal Bureau of Prisons 


hitp://www.ustreas. gov/treasury/bureaus/fincen/fincen. hum 


Financial Crimes Enforcement Network 


http://www. ustreas. gov/treasury/bureaus/fletc/fletc html 


Federal Law Enforcement Training Center 


http://gopher.usdoj.gov/bureaus/usrit. htm! 
U.S. Marshals Service 


hitp://nletc aspensys.com:83/nletchome.htm) 
National Law Enforcement Technology Center 


http://www .ustreas. gov/treasury/bureaus/usss/usss. hum! 


Secret Service 


htep://www. gate net” customs/ 
U.S. Customs Service Office of Investigation 


Commerctal Intelligence & Industrial Espionage 


hup://w3.lanter.ne/NEWR/ 
hup://intomanage.com/icr 
bttp://www'.webcom.com/~thames/spy/ 
hap: //www.jax-inter.netv/ispy/ 
heep://www.ipn.nev/ 


Security Resources & Services 


http://nst.org/ 

http://www.ozemail.com.au/~ hotsec/index.html 
htp://www.fsk.ethz.ch/D-REOK/isk/defs_int. html 
http://www.18000.com/eci/brief.htm 
htp://chelsea.ios.com/~ glenz/ 

http://www .canadamalls.com/provider/horvath. html 
http://www.w2.com/docs2/z/spyshop. html 
http://www.hometeam.com/apex.shtm] 
bittp://www.trcone.com/tsa. html 

http://www ozemail.com.au/“hotsec/hitec.him 
bttp://www-iapps.org/ 
hutp://www.best.com/~cntrspy/ 
hitp://www.shadow.net/~trinfo/ 
hup://www.wta.com/giin/ 
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NEAL E. WILSON RESEARCH 
Asia Business Intelligence 

MIND YOUR OWN BUSINESS 
Somers & Associates 

Information Professionals Network 


Security Resource Net 

HTSCORP Home Page 
International Security Network 
Cellular Surveillance Systems 
Corporate Security - Sigma Group 
The Spy Depot 

THE SPY SHOP 

Apex Home Page 

The Codex Home Page 

HI TECH Securities Services 
Bodyguard Home Page 
Bodyguard 

TR information Services 

Global Investigations & Information 


hup://www tiac.net/users/cgb/din 
hetp://www.imja.net/pub/continen/ 
http://www. integctr.com/ 
http://lainet3 Jainet.com/factfind/ 
hetp://www-tecs.conv/irrs 


Detective Information Network 
Continental Investigative Service 
Integrity Center: Risk Management 
Investigative Resources 
Investigators Resource and Referral 


http://www. yahoo.com/Business/Products_and_Services/Security/ 


Yahoo - Security</A> <br> 


http://www. yahoo.com/Business/Corporations/Investigative_Services/ 


Yahoo - investigative Services 
International 


http://www. ifs.univie.ac.at/“pr2gq] /uno 
United Nations. Crime Prevention & Criminal Justice 


http://daedalus.dra.hmg.gb/ 
Defence Research Agency. United Kingdom 


http://www dreo.dnd.ca/ 
Detense Research Establishment, Ortawa. Canada 


hitp://wwrw -nato.int 
North Atlantic Treaty Organization 


Usenet Groups 


news:alt.politics.org.cia 
news:alt.politics.org.fbi 
news:alt.politics.org.nsa 
news:alt.conspiracy.amer5 1 
news:sci.crypt” 
news:talk.politics.crypto 
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APPENDIX E-3 
Intelligence (Related) Sites from PC Magazine’s Top 100 Web Sites 
Selected by the Staff of OSS, Inc. <oss@oss.net> 
NOTE: The sites listed below are drawn from "Web Sites 100: PC Labs Rates the 
Top 100", in PC Magazine Volume 15, Number 3 (6 February 1996). The quickest way to 
explore all of these sites is through the online version of the story, available at 
<hup://wwkw.pemag.com >, where the list will also be constantly updated. 
Computer Resources 
BrowserWatch http://www.ski.mskcc.org/browserwatch/. 
The best place to follow emerging Internet browser tools. 
O'Reilly and Associates http://www.ora.com 
Publishers of such respected books as Computer Crime: A CrimeFighter's Handbook, 
this organization is 2 good place to identify educational materials for all aspects of Internet 
Tesearch. 
News & Sports 


CNN Interactive hittp://www.crn.com 


Includes a video vault as well as a keyword search tool for past CNN stories. Could 
be the idea] source for downloading film and sound "snapshots" for a mulu-media briefing. 


Electronic Telegraph hitp://www.telegraph.co.uk/ 
The respected London newspaper. 

Reuters NewMedia http://www. yahoo.com/headlines/current/news 
Rapid bare-bones reporting. strictly text-based. 

Time Magazine hutp://www. pathfinder.com/time 
Everything you would expect, including Time Daily, late-breaking news. 


USA Today http://www.usatoday.com 
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Retains its graphical excellence. Includes cyber-listings. 


Government & Politics 
FedWorld Information Network _http://www.fedworld.gov/ 


Access to over 130 government bulletin boards as well as many government Web and 
gopher sites. 


GPO Gate http://ssdc.ucsd.edu/gpo 


Includes full-text of major GPO publications such as the Federal Register, 
Congressional Record, Senate and House calendars, and the United States Code. 


The Library ot Congress hrtp://www.loc.gov 

Includes THOMAS. a Web version of the Congressional Record. and other Capito! 
Hill publications. Often mis-represented as providing access to 70 million actual documents, 
what it really provides is access to the listing of such documents. It does have some full text 
material. 


The United Nations hitp://www.un.org 


Marginal in terms of substance, but some conference updates, news releases. and 
Security Council information. 


Reference 
Britannica On-Line http://www.eb.com 


Costs money ($25 registration. $150 per year). Includes same content as bound 
edition, articles not yet in print, Britannica Book of the Year, and Webster's Dictionary. 


CityNet http://www.city.net 

While not a comprehensive guide, it does cover sites from Scotland to Africa, and is 
an interesting illustration of the kind of beach surveys and city maps that might one day be 
available to arriving military forces accessing the Internet from their landing platforms. 


Science, Technology, & Medicine http://www.asap.unimelb.edu.au/ 
hstm/hbstm_ove.htm 


Historical in nature, part of the Virtual Library, includes biographical information, 
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documents on every area of technology. a directory of scientific institutions. and electronic 
journals. 


192 


APPENDIX E-4 
HOW TO FIND AN INTERESTING MAILINGLIST 


Amo Wouters - Arno. Wouters@phil .ruu.nl 
(with minor modifications by OSS, luc. staff) 


Last update: 5 February 1994 


This document is available by email from "listserv@vm! .nodak.edu” with "GET 
NEW-LIST WOUTERS” or by anonymous ftp from "vm1.nodak.edu" as “new-list. wauters” 
in the directory “new-list". 


(ia compiling this information | have made ample use of Marty Hoag’s “Some lists 
of list” (as of 05/01/92) which is retrievable trom NEW- LIST as "LISTSOF LISTS”) 


TABLE ONTENTS 


GENERAL INFORMATION ABOUT MAILINGLISTS 
TWO NOTES ON ADDRESSES 

SOURCES 

TOOLS and METHODS 

The LISTSERV “List of lists" 

The SR] NISC “interest-groups” list of lists 

The USENET lists of newsgroups and mailing lists 

The Dartmouth SIGLIST 

The "Directory of Scholarly Electronic Conferences” (ACADLIST) 
NEW-LIST 

LIST SEARCHES ON THE INTERNET 


GENERAL INFORMATION ABOUT MAILINGLISTS 


A mailing list is a computer program that distributes messages among a list of 
subscribers. This program has an email-address (listuame@domain). Mai} sent to this 
address is distributed automatically to all the subscribers. 


There are two types of mailing lists: manuatly maintained lists and automated lists. 

(1) In its manual form the list of subscribers is maintained by a person, the list 
administrator. To subscribe to such a list one should ask the list administrator to add you to 
the list. Typically the administrator can be reached at lismame-request@domain. 


(2) An automated list is maintained by a program (a so-called mailserver). To 
(un)subscribe to an automated list one should send a message to the mailserver. Usually. 
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this is the command "SUB lismame Yourfirstname Yourlasmame” to subscribe and 
"SIGNOFF listname” to sign off (substitute the appropriate names and leave off the 
quotes!). 


A mailserver is 2 program that interprets the lines in a message as a series of 
commands to act on, for example to mail a file or to add a person to a mailing list. To 
learn how to handle a mailserver one should send a one line message containing the command 
“help” (no quotes!) to the mailservers address. (In some rare cases, the mailserver needs 
an empty message with "help" in the subject). 


LISTSERV is the name of the single most important mailserver on Bitnet. It 
provides three kinds of services: (1) mailing list management, (2) file archives, and (3) 
address registration. A userguide is available from LISTSERV@EARNCC.BITNET by 
sending it the command GET LSVGUIDE MEMO. The command HELP can be sent to any 
Listserv. It will give you a short list of commands. "INFO REFCARD” returns a longer 
list, “INFO GEN" a manual. Typically. if a list’s address is LIST@NODE.BITNET the list 
is maintained by LISTSERV@NODE.BITNET. Alternatively, if 
LISTSERV@NODE. BITNET maintains a list named LIST the list’s address is 
LIST@NODE. BITNET. 


There are also Unix versions of Listserv that work on the Internet. Don’t expect these 
versions to function exactly like the traditional Listserv. 


IMPORTANT: One should carefully distinguish between the address of the list and 
the address of the administrator/mailserver. Never send requests/commands for 
(un)subscription to the list! Such a message would bother all the participants, but it would 
not help you to get on/off the list. Note, that the list administrator is often just that: one of 
the computer people who maintains the list, but is not himself a subscriber. Alternatively. a 
mailserver will only react to mail that is addressed to the mailserver’s address, not to the 
address of the lists it maintains. 


Type of list Address of list Requests/commands 
Manually listhname@domain listname-request@domain 
LISTSERVed lisname@node. BITNET LISTSERV@node.BITNET 


TW T) IN ADD: E 


Internet addresses have the format user@domain (for example John. Doe@phil.ruu.nl). 
Bitnet uses the format user@bitnetnode (for example JOOE@HNYKUNS1). To send mail 
from Internet to Bitnet append ".BITNET" to the Bitnet address (e.g. 
JDOE@HNYKUNS1.BITNET). To send mail from BITNET to Internet one could use the 
Internet address without any changes. 
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Janet users in the United Kingdom should reverse the order of the Internet 
domainnames and Internet users outside the UK should reverse the order of Janet 
domainnames. 


There are several lists of fists available. The main ones are: 


- the Listserv “list of lists" on Bitdet, 

~ the Internet "interest-groups" list; 

- two lists of Usenet newsgroups: 

- the Usenet list of “Publicly Accessible Mailing Lists" on Internet and UUCP 
networks; 

- a combined list of Bitnet and Internet lists from Dartmouth (SIGLIST): 

-- the "Directory of Scholarly Electronic Conferences" (ACADLIST), an 
annotated list of mailing lists, newsgroups, newsletters, electronic . journais etc. 
that are of interest to academics; 


Another important sources is: 

oa NEW-LIST, a Listserved mailing list and archive for announcements of new 
lists. In addition, tle NEW-LIST archive contains copies of both the Listserv 
and the “interest-groups" lists of lists in a searchable format. 

NOTE: The WAIS based "lists" database on CiC-net' has been dissolved. 

T S ET 

Basically. there are two methods to access these sources: 

¢1) on line searches 

(2) retrieve a list and search through it at home (electronically or after printing). 


As most lists are long, the first method is often the preferred one. 


Internet tools for on line retrieval: gopher, WALS, telnet (one tool would suffice, 
gopher is the preferred one for lists). 


Listserv databases can be searched interactively from VAX/VMS and from VM/SP 
CMS systems. Other users should submit batch jobs by email. Send an "INFO 
DATABASE" to an appropriate Listserv for more information. 


Tools for retrieving files: anonymous ftp (Internet only) and email. Make sure you 
have enough disk space available, since most lists are VERY long. 
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Tools for searching the retrieved files include your favorite word processor, GREP 
commands. hypercard etc. 


The LISTSERV "List of lists” 


The Listserv list of lists contains one line descriptions of Listserved lists on Bitnet. 
Most (but not all) Listservs will get you a‘copy after submitting the command "LIST 
GLOBAL". Most servers would also allow for the command "LIST GLOBAL /string” (e.g. 
"LIST GLOBAL /philos”) to get those lists which have “string" in their description. 


The SRI NISC “interest-groups" list of lists 


This is a list with descriptions of special interest group mailing lists available on the 
Internet, compiled by Steven Bjork. New versions of this list are typically issued on a 
quarterly basis. 


The file "interest-groups” (over 1.2 MB!) is available: by anonymous fip from sri.com 
in the directory “netinfo", or by email trom mail-server@sri.com (“send interest-groups"). 


A hardcopy. indexed version is available from Prentice Hall under the title Jnrerner- 
Mailing Lists (SBN 0-13-327941-3). 


The USENET lists of newsgroups and mailing lists 


David Lawrence maintains two lists of newsgroups on Usenet. The “List of Active 
Newsgroups" lists the regular Usenet newsgroups. The Usenet software also allows the 
transport of hierarchies of newsgroups not past of the “traditional” Usenet (bionet, ait-groups, 
bit.listserv etc.). These groups are listed in the list of "Alternative Newsgroup Hierarchies". 
Both lists contain one Jine descriptions. 


Stephanie da Silva maintains the list of "Publicly Accessible Mailing Lists". This is a 
list of mailing lists available primarily through the Internet and the UUCP network. The list 
includes short descriptions of the purpose of the lists. 


These lists are distributed via the Usenet newsgroups news. lists and news.answers 
(monthly updates). News.answers is archived at many sites. The files are named 
"active-newsgroups", “alt-hierarchies” and “mailing-lists". They can also be obtained from 
the MIT Usenet archive: by anonymous ftp from rtfm.mit.edu in "/pub/usenet/news.answers” 
or via email from “mail-server@rtfm.mit.edu". The appropriate commands are: 

send usenet/news.answers/active-newsgroups/* 


send usenet/news.answers/alt-hierarchies/* 
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send usenet/news.answers/mail/mailing-lists/* 


The Dartmouth SiGLIST 


David Avery from Dartmouth maintains 4 combined edited list (over 500 KB!) of 
Listserved and manually maintained lists on both Bitnet and Interiet. The list includes short 
descriptions of the purpose of the lists and is sorted by category (computing, science, 
humanities etc,). It is updated monthly. Dartmouth provides several versions of the 
list. They also provide several applications (MacIntosh Hypercard, MSDOS, VM/CMS, 
VAX/VMS and Unix) that present the list in a nice format and facilitate searches. 


SIGLIST is available: 


-- by anonymous ftp from DARTCMS].DARTMOUTH.EDU in directory 
- SIGLISTS. 


~- by email from LISTSERV@DARTCMS1.BITNET ("INDEX SIGLISTS" for a list 
of files and "GET READ ME" for more information ) 


The "Directory of Scholarly Electronic Conferences” (ACADLIST) 


From the README file: “This directory contains descriptions of electronic 
conferences (e-conferences) on topics of interest to scholars. E-conference is the umbrella 
term that includes discussion lists, interest groups. ¢-journals, e-newsletters, Usenet 
newsgroups. forums, etc. We have used our own judgment in deciding what is of scholarly 
interest, and accept any advice or argument about our decisions." 


ACADLIST (from Kent State University) is an annotated list. The entries are placed 
into categories according to the academic subject area of the e-conference. ACADLIST 
consists of 8 separate text files. Please note that the first four files contain several subject 
areas arranged in alphabetical order. FILE} is titled: “Anthropology-Education", this means 
that it contains all the subject areas that fall alphabetically between A and E! The list is also 
available as a two file HYPERCARD stack and as a one file MS WORD document (MAC 
version!). 


ACADLIST is available: 


-- by anonymous ftp from KSUVXA.KENT.EDU in the directory "library" (get 
“acadlist.readme" for more information). 


-- by email from LISTSERV@KENTVM.BITNET ("GET ACADLIST README” 
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for more information). 


NEW-LIST 


The NEW-LIST mailing list.at LISTSERV@NDSUVM1.BITNET provides 
announcements of new mailing lists. To subscribe send the command "SUB NEW-LIST 
Yourfirstname Yourlastname" to the LISTSERV. The mailing list is gatewayed to Usenet as 
the newsgroup “bit.listserv.new-list". The NEW-LIST archive is the principal source for list 
searches. It contains three databases in a searchable format: 


— lists: the LISTSERV list of lists 
-- intgroup: the Internet "interest-groups" list 
-- new-list: the archived contributions to the NEW-LIST mailing list. 


From Marty Hoag’s "Some lists of lists": 


For example, to search of both these databases for lists on 
“bicycles" you would send the statements 


HDBlook JOB Echo=No 
Database Search DD=Rules 
//Rules DD * 

Select bicycle in lists 
index 

Select bicycle in intgroup 
index 

Select bicycle in new-hist 
index 

i* 


in the text/body of the mail to LISTSERV@VM1.NoDak.EDU or on BITNET just 
LISTSERV@NDSUVMI . These statements would search the global LISTSERV list of lists 
("in lists"). and the local copy of the SRI-NIC Interest Groups ("in intgroup"), and the 
archives of the "new-list" list ("in new-list").” 


To get more information subsequently submit the following job (substitute “list-number(s)" by 
the numbers of the lists of interest found in the first job, separated by spaces): 


// JOB Echo=No 

Database Search DD=Rules 
//Rules DD * 

Select bicycle in lists 
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index 

print list-number(s) 
Select bicycle in intgroup 
index 

print list-number(s) 
Select bicycle in new-list 
index 

print iist-number(s) 

pe 


Send LISTSERV the command INFO DATABASE for more information. 
ARCHES ON THE INTERNET 


Many sites provide a searchable version of one or more lists of lists via gopher. To 
find them, connect via gopher to a Veronica-server (usually. you'll get there by choosing 
something like "Other gopher and information servers" in your main menu) and search tor 
"-17 list lists" "-17 mailing lists" and/or "-t7 interest groups". The “-17" addition assures that 
you’il get searchable versions only. A search for "list lists” will give you about 20 links, 
“interest groups" about 30. “mailing lists” more then 100. and "lists" more then 4,000. 
However, this method has several drawbacks. The most important one is that you can never 
be sure that the lists are regularly updated. There are sites that provide a version of February 
1992! Another is that many of those links point to the ghosts of once existing databases 
(e.g. to lists.src or mailing-lists.src). The Lund University Library Services (Sweden) 
provides a searchable WAIS-based version of ACADLIST (“academic email] conf.src“). 
There are several ways to access this database: 


-- By means of your own WAIS client 
-- There are more then 60 gophers linked to this database (use Veronica 
to find one). 
-- Several gopher sites provide a general gateway to WAIS (e.g. the 
gopherhome in Minnesota). 
-- Telnet to one of the following servers: quake.think.com (login: wais). 
mnsc.nsf.net (login: wais), swais.cwis.uci.edu (login: swais), sunsite.unc.edu (login: swais). 
or info.funet.fi (login: info) 


ADDITION (15 May 1993 


The Association of Research Libraries publishes a hardcopy “Directory of Elecwonic 
Journals, Newsletters and Academic Discussion Lists" (ISSN: 1057-1337)" edited by Diana 
Kovacs and Michael Strangelove. This directory is derived from network-accessible files. 
The section on scholarly discussion lists and interest groups is derived from ACADLIST 
mentioned ahove. The section on jouruals and newsletters is derived from Strangelove’s 
"Directory of Electronic Journals and Newsletters”. This directory is available trom several 


199 


sources, e.g. from LISTSERV@UOTIAWA.BITNET by sending the commands "get 
Ejournll Directory” and "get Ejournl2 Directory". To order the ARL directory contact Gloria 
Haws, Publications Manager of the Association of Research Libraries, email: osap@cni-org. 
The price of one copy is USD 42 plus postage, shipping and handling charges. 
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APPENDIX F-1 


Expeditionary Environment Research & Analysis Framework & Model 1990 
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APPENDIX F-2 


Mission Area Factors Summary 


4. TERMS OF REFERENCE INTRODUCTION 


Mission area factors were develcped by the Marina Aic-Ground Task Force (MAGTF) Integration Sectica, 
Prosonency and Requirements Branch of the MAGTF Wariighting Center to shaw the vanous Ihreals and conditions 
that may be encountered by warlighters when operating in the countnes of the expedilionary environment, The 


following chars Gepict the mission area factors and outline the criteria tor levels of diticulty (ihresholds) within each 
facior 


MISSION AREA FACTORS: THREAT 


AMSSION AREA SROERA 


ESSTORS: LEVELS OF DIFFICULTY 

THREAT 
Drugs Low Megium High 
Teeroram Low Meaium - Mecium « High 
Gray arms‘Tech Transter Low. aectiaen ign 
Consgiiaaied Threat Negtigupie ror) 2013 as 
Gonerat Ground OOB 


inamry OratuNo TR = OravTR PANO Exe ou RegTA RagExp 
armor None MABT-SULAY W4O,RA TAQEMOD SS T-72Mt T-B064B 
annery None Worars HowsP 220K Ranger 230K RangeNBC = BLOC 


FASCAWITCM 

Gpnaral air OOB 

Air 008 Mane DC.-yPropa = GayVFR Jets Earty Ragar ‘M1 Gen Radar BLoc 

Close air None Props Cay tet atu Euety Stan STD-OFF PCM NTAW 

AAWIADE None Earty AAA = Herel Sata EW Rogar 3 Gen Sales Bloc 
General Kaval OO8 

Newal OOB Nore Sali Surecs DESTIFRIG ASUWIAITAS WFTW Carrier ata 

35 Mas None WE iduti Warnesa = Kgh/Fler Courmerteasurer = BLOC. 

HEBS ‘Trajectories. 

Patrot Craft Hone SpeecBoats SmGunBoats tgGunBoars = ASUW/Anilair BLOC 

NBC None Chem Wea Chom Weapy Chem Weay ChemBio fucchem 
No Deilvery Wh Delivery Uae Uae avait 


Ongoing Canttics Contiects 


ON A 


EASIORS 
ENW2AQNMENT. 


US. Equities: 
Gutture 


Unguage English ‘Spanish/French Arabic At Ones 
Raligion Christan Carstian Onhodos Eestern/Tribatiaiam tata 

Weather DryWern = WetWarm Vired Dayton Wouter Waucala 

Gen Gea Cond Urban Omen jungle Mourisinaus 

OP Etevation <2000 Fr <0000 Pt £000 Ft 26000 Ft 9000 Ft 912000 

Cross-Cournry Med Generally Sutes Pantlatty Sutted Qanernity Unsvited 

imarvisbilky (05) 27000 Adetors 1000-2000 sat orn «1000 Matera 

Hydrography: NGF Sood Falr Poor Unewtistectnry 

Hydrography: 


Coase! Tres 


=o Daps 


100 200 S00 * 
Consul 100 Nas >So NM 
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These mission area (actors datine (he critical conditions. Situations, threats, and logistical constraints wmch, 
when taken together with the countnes identified, show various lavais or thresholds of dilfeulty for conducting 
military operations, This product repesents a totally new approach to intaligence for warigmers because ut 
avaluales and classifies countnes in relationship to mission area factors ang leveis ot difficully assignec by 
wartighters themselves. The mission area factors do nol rapresent a “fixed™ list bul constitute a “snapshot” basec 
on their initial development in 1989 and 1990. The way in which thresholds between levels of ditcully for eacn 
factor are defined can be expected to changa over time. Our intent at this stage has Deen to inform, to provice a 
useful reference thal does noi need to de locked up. and to establish ang introduciory baseline irom which more 
detatted and precise factors anc thresholds of difficuny can be developed. 


The following chars previce a consolidated ovarview of seleted mission area taciors (or those countnes which 
represent the greatesi combination of threat, terrain, and logistic challenges to lhe MAGTF = Such countries would 
be good candidates as maceis for the testing of USMC scenarios. 


MISSION AREA FACTORS OVEAVITW - THREAT 


cris 


wrvourtaetat 


wrODLE east: 
sounewtst 


asa 


B. GRITERIA AND SUMMARY ASSESSMENTS 


The tollowing pages will address each of the mission area factors separately and further describe the cniena dy 
which levais af difliculty were establishad. These discussions will also include a summary assessment (lakea [rom 
Volume 1) of how individual faciors impact on Ihe 69 countries which presently compnse the expecitionary 
environment, 
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DRUG THREAT 


FOR Lameli 
HIGH: 
+ Majer orug procucing and/or processing countries 
* Heavy involvement in support functions for drug tratficking. 
MEDIUM: 
» Minor drug producing aneVor processing counties 
+ Primary involvement is in one or more of the tollowing: 
*« Money laundering 
ee Ong ttansshipment 
++ Supply ef precursor chemicals 
Low 
+ Orugs are o! little significance. 
Using ths cftena. couninres were Classified into the itvee Ihreat categories through research of the dala sources 


These scurces inclucec, dul were not fimnad to tha following: 


Anoy2! R nt Task Force Progiam. Fiscal Year 1988 

i2: Ce‘ense Scierce Boarc Summer Stucy 1587, jon ani tralizztion of tlega! Dryas and Terer:s: 
Devices, Ociewer +987. 

13) 


U.S. Deparment ct State, Bureau of international Narcotics Control, Strategy Reger. March ‘985. 


UMM ARY SSMENT OF B TION, ki il 


The “war on drugs" 1S oeveioping into a reat war and Latin America in particular ofters a “larget rich envircrrmen:” 
where Marne Corps larces can expect to be on call to assist law enforcement agencies. 


in Asia, the “Golden Triangte” whera Burma, Thailand, and Laos share a border is the center of the nercin 
trace, and this area should also see an increase in joint military-law enforcement activity in the future. 


The top three drug trafficking countries were consiered to be Colombia, Peru, and Burma. Overviews of those 
countnes ara as follows: ‘ 


(1) Colombia is the center of South American cocaine tratficking, the world’s largest producer of marquana. 
and the worle’s third \arges! producer af coca. This country has destroyed more than 90 percent of the cannabis 
growing in traditional monhern areas, but trattickers have planted extensively in the San Lucas Mountains and south 
in Cauca. Maryvana tonnage increased in 1989 daspite an aggressive eradication campaign. Coca cultivaticn 
increased above tha 1987 level although efadication of 230 hactaras was conducted manually. Despite police 
elforis to harrass tha Medellin canal and other traticking groups. tatge amounts of cocaine continued to flaw to the 
U.S ; atmosi 20 metic tons were seized by U.S. Customs. Overall enforcement remains hampered by a judicral 
system that has been intimidated by vielence. Drug profits tow into and oul ot Celembia. bul money laundenne per 
se S$ nol. a ma.t¢ activity. 
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(2) Perv is the world's largest producer of coca with between 97.000 to 124,000 maine tons harvested in 1988, 
in addition, # converts much of its coca into coca paste and is a primary supplier of this subsiance 10 Colembian 
Cocaine refineries. Enforcement in the Upper Huallage Valley, the major growing zone tor coca remains quite 
hazardous. 


(3) Burma is the world's largest producer of opium with between 1,065 to 1,500 metric tons harvested in 1988. 
Political turmoil in the country has grounded its large-scale aenal eradication program until an effective Government 
is seated in Rangoon. Tratfickers capitalized on diminished enforcement exons to smuggle large quanuties of 
Opium and heroin with linle interference. The prospect tor the future is grim: with highly favorable climatic conditions 
and the suspension of programs fo destroy crops or seize shipments of srugs or precursor Chamucals trom China. 
Thallang, and tndla, traflickers may harvest and move annually as much as 1,400 meinc tons of opium to heroin 
refinars in Southeast Asia. 


The following matriz shows the expeditionary environment countries that are mas) invoived sn drug production and 
trafticking: 


MOST SIGNIFICANT DRUG COUNTRIES 


TYPES OF THREAT 
DRUG DRUG PRECURSOR MONEY TRANSIT 
PRODUCTION PROCESSING CHEMICALS LAUNDERING POINT 
WESTERN HEMISPHERE : 

ARGENTINA x xX. x x 
BOLIVIA | x x 
BRAZIL x x x x 
COLOMBIA x x x 


ECUADOR x \ x { x 
JAMAICA x x 
MEXICO x 


x 
PANAMA x ! x i x 
PERU u LS ee ee a 

MIDDLE EAST | { _ | 
IRAN x x 
ASIA | | ! 

|__ AFGHANISTAN x 
BURMA x 
LAOS x 
PAKISTAN x 
THAILAND x r x x 


PLANNING AND PROGRAMMING IMPLICATIONS 


In fighting the “war on crugs*, the most common form of military assistance is expected to be wide-area 
surveillance and interdiction. This chatienge will tax to the utmost Marine Carps reconnaissance. intelligence. and 
communications assets. The nature of the target being sought, generally a single nondescript platform integrated 
among many legitimate aircraft or ocaan-gaing vessels, will require devalopmant o! close working relatonsnips anc 
fast-reaction capabilities responsive to civilian intelligence and law enforcement lads. The requirements for larson 
to law enforcement agencies could becoms as demanding, and as frustrating, as the present raquirements for liaison 
to various remove threater staffs; Command and Contro!, Communications, Computers, Intelligence. anc 
Interoperability (C412) requirements and capabilities will "Make or Break” Marine Corps forces assignec a rove 17 FE 
war cn drugs. 
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TERRORISM THREAT 


Rr FOR F DIE! TY 


HIGH: Countries found to have a significant association with tarrorism, either through state-sponsored tartorism, 
organizational lerrorism, or insurgent terrorism, or a combination of the three. 


MEDIUM TO HIGH: Countnes which have had past association and stiff maintain a residual involvement in 
forrons™. Dul tc a lasse? Cegree than high threat countnes. 


LOW TO MEDIUM: Caunines largely characterized by internat revolutionary aclivily and related incidents where 
lerrorsm plays a role. 


LOW: Countnas with fittle of no association with terorise. 


Based on this crena, counties were classifiac into the four catagories through research of the reference 
material. This included, bul was moi immed 19 the following pudlications: 


(3) Patterns of Global Terrsrismn_ 1988. Oepanment of State Publication 9705, Office of ihe Secreiary o! State 
Ambassador-al-Large tor Counterterrorism, Marcn 1985, 


(2) Terrors Groug Profiles, U.S. Government Printing Oltice, November 1988. 
SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIRONMENT COUNTRIES 


The level of international terrorist activity woridwide increased by three pefcant in 1988 with 656 incidents as 
compared with 832 in 1987. As shown in the following chan, the Middle East continued to be the region mos: 
atiected, incurring 313 attacks or 3€ percent of the total worldwide. When Middle East spillover attacks are added. 
Middle East-inspired terrorist incicants account for 41 percent of the folal. Asis. primarily due to terrorist attacks Sy 
Alghanistan agaist targats in Pakistan, nelc sacand place wilh 195 incidenis or 22 percent of the total. 


INTERNATIONAL TERRORIST INCIDENTS, 1988 
Region 


Nonn Amerca } 


Africa 


Latin Amenca 


Wesiem Europe 


0 100 200 300 
Number of incidents 
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As illustrated in the next two charts, the U.S. sustained a substantial number of allacks and casuaiies adreac r 


1988, indicating thai it remains a primary target for international terrorists. Tha number of ant-U.S. were, 
increased in all regions. rising from 149 in 1987 to 185 in 1988, and resulting in 192 persons killed ana <2 

Latin America was ihe focus af 60 percent of the incidants against U.S. citizens and propeny. Aboui 20 perce 
the anti-U.S, incidents took place in Asia while 10 percent were in the Middle East and 9 Percent in Western 


Europe 


In 1988, 48 percent of the terrorist attacks involved bombings. Armed attacks came next wilh 28 percent 
followed by atson at 15 percent. Terrorists decreased their use of kidnappings as a method in 1988, with only ¢ 
Percent of the toral. Of the 32 kidnapping incidants worldwide, 12 took place in Latin America. This was a chasce 
trom 1987 when most af the kidnappings occurred in the Middle East. - 


ANTI-U.S. TERRORIST ATTACKS 


1988, by Region 
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Weslern 
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PLANNING AND PROGRAMMING IMPLICATIONS 


Terrorism is an unpredictable global threat. Latin America is the tocation of the greatest number c! terrs: 
events, while the Middle East contains the greatest aumer of terrorist training camps and other largetable tacr 


Kidnaping 


1988, by Type of Event 


0 20 40 60 80 100 120 140 
Number ol Incidents 


S 


Terrorists do nal have rulas of angagemeni, afd they generally cannot be detected until after they have sirscx 
MAGTFs must ptan for petimeter security measures able to deal with the unexpectec. As witn drugs. preempive 
raids Cauld become more common in tha 1990's. Also worth consideration is the possibility of a new meincc c* 
Cperation developing betwasn Joint Special Operations Forces (SOFs} and MAGTFs. In concep! there os much [c 
be sard for the use of SOF s to “find and secure” hostages in piace. with MAGTF elements being used to exe=-!2 a 


hostite NEO on call. The aoslity to litt, deliver, and evacuate batialion-sized forces from cver-the-horzen at 
Amments will be essential for this kind of mission. 


complex urdat en 
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GRAY ARMS AND TECHNOLOGY TRANSFER THREAT 


RITERIA FOR OF 


HIGH: Counines found io be sources ol gray markal arms and technology sales to unstable and potennal hosile 
Third World buyers. 


MEDIUM; Countries which have acted as ifansil sites of iransshipment points for qray arms and 
tecnndlogy sales. 


LOW; Countnes with no known associaiion with gray anmms and technology transfer. 
DEFINITION: 


Sales of military and miltary-related goods that fall between black market salas and open legitimale iransacticns 
comprise the gray markey, Such grayness originates in the nature of the item being transferred, or in the charac:er 
of the transaction, or both. In addition to basic weapons transfers, various products fall into the gray zone when they 
have boih civilian ang miliary appucations, and if thay are being shipped to countries eligible to receive them tor 
civaiat: byt not miliary use. Compulers are good example, as welt as communications equipment, unarmed cargo 
Planes, au iraitic control radars, ana off-road vahicles. A company that ships Such equipment to South Africa sr 
ancther embargoed country, knowing it is intended tor military use is engaged in gray-market arms trafticking. 


Based on this methadclogy, countries were Classified into the (tree Categories through a rigorous review ct the 
source data. Reterence materia! included: 


. U.S. Arms Control and Disarmament Agency 


(2) Arms Transters and the Thirg World: Trends ang Developments. Army-ait Force Center for Low Intens *y 
Contes, Langley Av Force Base, Virgina. July 1988. 


(3) Stockholm International Peace Reasearch institute (SIPAL) Yearpook 1989, 1988 and 1987 


UMMARY AS: MENT OF IMPACT ON EXPEDITIONA! NTR 


The accompanying chan depicts the countries associated wilh gray arms sales and technology trars‘e: 
Inveresting ?2 note that almes: 60 percent! of the source countries listed are in Europe while abou) 30 percent ee 
Asia 


Great Britain. France, ttaly, anc West Germany have proven their technolagical prowess on the internationa: 
marcel. Japan has used high technology in home eletronies, computers, and semiconductors to ga:n us current 
Posston as an -ndusiry leader. Israal, has a signilicant emerging technological capability, 


individuals and companies operating in countries such as France, Israel, and Japan serve as either sources 
arms tor tha Third World or as conduits through which Chins, North Korea, Vietnam, Iran, and Iraq illegally accu:re 
resincled U.S. technology. In turn, these countries, as a routine policy, distribute atms and restricted lechnology :0 
revolutionary groups and terrorists. 


During the period 1981 to 1987, S02 individuals and companies were cited in 156 cases arising trom violations ¢! 


the 1976 Arms Export Control Act. However, it is suspected that many of the lass visible brokers. financiers. 
midglemen, and fixers who specialize in convert arms transactions escaped datection. 
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COUNTRIES INVOLVED IN GRAY ARMS AND TECHNOLOGY 
TRANSFER 


TRANSIT POINTS BUYERS 


BELGIUM AFGHANISTAN 
BULGARIA ALGERIA 
CHINA ANGOLA 
cuss BANGLADESH 
CYPRUS COLOMBIA 
GREECE CUBA 


HONG KONG IRAN 
i ITALY IRAQ 
NETHERLANDS MEXICO KENYA 


NORTH KOREA NETHERLANDS LIBYA 
PANAMA PANAMA MALAYSIA 
SCOTLAND PORTUGAL NICARAGUA 
SWEDEN SINGAPORE NORTH KOREA 
TURKEY SOUTH AFRICA SOMALIA 
UNITED KINGDOM SOUTH YEMEN SOUTH AFRICA 
VIETNAM SYRIA SOUTH YEMEN 
WEST GERMANY SUDAN 
UGANDA 
VIETNAM 


PLANNING AND PROGRAMMING IMPLICATIONS 


The sale of arms and technology to the Third World by more developed nations is of an increasing conce:: 
U.S. Questionable sales of restricted systems and matenal to unstable Third World countries are occuring 
through third pany transfers. Such transfers often involve at feast one Third World transit pcint. Panama ‘c: 
example. is a major transshipment site far computer technology enroute trom the U.S. to Eastern Europe. Inciucec 
in this threat is the proliferation of nuctear, biclogical, and chemical weapons and manufacturing capabilities. as well 
as the marketing of “Blue” (allied) weapons systems which cannot be countered without adverse impact on Inencly 
forces, Many of the industrialized countries of Europe as well as emerging Third World counines are showing 
growth in arms and technology sales in the internalional market. While elfors are being made by cooperating 
countries to prevent illegal or questionable Sales, thay are trequently unsuccesstul. involved countries may net De 
aware of impending sales or may disagree with a U.S, view against a sale. Furtharmare, U.S. atempts to detine 
ang restrict “dual-vse" technology are frequently years behing industry davalopment, so that stch technologies ate 
usually available ounng thei sarly production. Finally, some private companies and individuals are wihng 1¢ vwolare: 
ihe laws and Sel! to any interesied party for a profil, Gray arms tratlicking and tachnology thott ma: a8 Ute 

requirements for the employment of Marine forces to destroy arms factories and storage depois. nevi 
siccks af 9ia-chemical weapons. oF contiseate stolen materials, 
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CONSOLIDATED THREAT OVERVIEW 


RITERIA Vv I 


The most difficut countries ara in the “all 3” category which indicates involvement with drugs. terrorism, and 
reshechnol nsfer. Pragressively lower levels of dilficuny ara shown by country involvament in “2 af, 
"1 of 3° or “nagligibie” association with these thraats. 


SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIRONMENT COUNTRIES 

The accompanying matrices show the involvement of expeditionary environment countries in the three threat 
areas of drugs, terrarism, and gray armsfechnoiogy wansters. In the Western Hemisphere, Cuba, Mexico, and 
Panama were the high-thraat countrias with involvement in all three areas. Eight other countries. or SO percent of 
ihe countrias addrassed in this region, were associated with both drugs and terrorism. 


in the Middle EastSouthwesi Asia, Syria was the highest threat country, followad by Iran, Lebanon, South 
Yemen, Egypt, and Libya. 


Africa was the lowest overall threat. Only Angols, Kenya, and South Africa ware idgntilied with one threat 
area. 


In Asla, India presented the greatest threat with invoWerment in all arsas, whils six other countries were identified 
wilh Iwo of Ihree areas and six counirias with one of three areas. 


In Europe/Mediterranean, Greace and Turkey were both high-Ihreai countries followed by Italy with invoive- 
meni in terrorism and gray amnsfechnology transfer. 


CONSOLIDATED THREAT OVERVIEW 
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CONSOLIDATED THREAT OVERVIEW 


NEGLIGIBLE 10F3 2063 ALL 
ALGERIA ANGOLA (7) 
DUIBOUTI : KENYA (0) 
ETHIOPIA SOUTH AFRICA (G) 7} 
LIBERIA 
MADAGASCAR 
AFRICA NAMIGIA 
SOMALIA 
SUDAN 
TUNISIA 
UGANDA 
ZAIRE 
ZIMBABWE 
BANGLADESH BURMA {D) AFGHANISTAN (D.1) INDIA 
ASIAY PAPUAN. G. INDONESIA (0) (NORTH KOREA (T,G) 
PACIFIC SOUTH KOREA JAPAN (T} PAKISTAN (D.T} 
| SPAGIIGIS. | MALAYSIA(D) | PHUIPPINESOD | ~+| 
THAILAND (D} z 
EUROPE! DENMARK GREECE 
WED NORWAY TURKEY 
YUGOSLAVIA 
KEY: © Drugs 
T Terror 


G Gray Anms/Technology Transter 


PLANNING AND PROGRAMMING IMPLICATIONS 


Drug Wafficking, terrorism, and gray arms trade are likely to be national security issues in the next decade. 
MAGTFs, operating as integral components af the balanced fleet, may have to respond to crisis situations in a 
variety of ways 10 protect the nalional interest. These may range from providing security of peacekeeping forces to 
conducting ratalitory strikes against threat farces. Marines must continually evaluate the threat as weil as their 
operational concepts, doctrine, force structure, and acquisitions to ensure the maximum preparedness for potential 
contingency operations. Drugs, terrorism, and gray arms “targets” and scenarios require a diferent force structure. 
different organization and equipment, and diferent concepts and capabilities in C4l2. Force planners musi also 
focus on tha unique challenges of Third World environments and logistics requirements where Marine forces must 
operate without being able to tum on the conventional warfare “pipelina.” 
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GENERAL GROUND ORDER OF SATTLE 


tA FOR SOF 


General Ground O08 


leterery 
Armor 
artery 


The expeditionary environment countries ware broken into six approximately equal groups based on an assigned 
total capability value. The groups ranged from “A° with the least general ground Order of Battle (008) capability to 
“F™ with the greatest. The total capability value was obtained by assigning paints to the various infantry, armor ang 
antllery capabilities, with tha most significant capabilities (¢.g.. Req/Exp, T-80/64B, BLOC) receiving tha most points. 
Army size and quality (an assessment of training, sadership, combat experiance, and general efficiency) were aiso 
factored inte the total capability vaiue. Volume I, Study Supporting Material, Section 13, General Gound Order of 
Battle contains more detailed information on this process including the exact point values assigned anc ine 

‘calculations made for each country. The referencas used as source material for this assessment are as fotlows: 


(1) The Military Balance, 1988 - 1989 
(2) Delense and Foreian Affairs Handbook, 1989 
(@) Word Armies, Second Edition by John Keegan, 1983 
IMMARY A iT VIRONM! NTRIES 
The accompanying matrices show the general ground OO8 capabilities for expeditionary enviranment countries. 
Most countries in tha Wester Hemisphere had either small or smatl-ta-megium capabilites. The countries wih ine 
most significant resources were Cuba, Nicaragua, Colombia, and Maxico. 


tn ihe Middte East/Southwest Asia. the countrias which stood out wilh the largest capabilities were Egypt. tran, 
Iraq, Syria, Libya, and Saudi Arabla. 


GENERAL GROUND OOB CAPABILTIES 


“INCREASING CAPABILITY 
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The most imprassive ground OOB capabilities in Afriea were found in the countries of Algeria and Ethlopia. 
lollawad by Angola, Somalia, South Africa, Sudan and Uganda. , 


{a Asia, the countnes of India, North Korea, the Peoptes’ Republic of China, and Vietnam were identites to 
have the largest Capabilities not only in the region, but in the entize axpaditionary environment. They were tollowed 
by Pakistan, South Korea, Burma, indonesia, Japan, and Thailand. 


In Europe, Turkey had tha largest ground OOB followed by Greece, Haly, and Yugosiavia. 


GENERAL GROUND OOB CAPABILTIES 


INCREASING CAPABILITY 


PAPUAN G. 
S. PACIFIC IS. 


SPRATLY iS. 


PLANNING AND PROGAAMMING IMPLICATIONS 


Besides Soviet proxies with advancad weapons systems, the conventional threat includes Third World countries 
using non-Soviet systems sold to tham by allied or nominally friendly countries, and relatively sophisticated systems 
developed by Third World regional powars. The non-Soviet systems complicate our elactronic warlare planning. 
signal intalligance, and communications; tor in soma instances we cannat jam them wilhaut jamming ourselves, and 
because of shared fraquency spectrums, 


The expeditionary environment is complex and lethal, The MAGTF can expect to mest trained and expenenced 
infantry, modern armor, relatively sophisticated antillery including scatterable mings, as well as smart or stand-olf 


munitions, Some countries have sophisticated surface-to-surface missiles and other advanced coastal defense 
systems, 


An overview assessment of capabilities indicates that a MEU could conduct successful aperations ir 
countries with a small ground COB. Depending on intelligence and Inrea! country force dispostions, a MEU could 
also Conduct successful raid-type operations against the larger and stronger countries. Such missions as 
Noncombatant Evacuation Oparations (NEO) and other fimied objective operations could be conducted witn a 
fteasonable chance of success provided there was adequate preparalion and naval suppon. In decicing how lo trarn. 
equip, and organize Marine Corps forces our plannars much constantly evaluate trade-offs belween our own 
Capabilities limites by our forward deployed amphibious character and the small size of our farces afloat, and the fully 
equipped. trained, and generally wail organized forces we might confront. 
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GENERAL AIR ORDER OF BATTLE 


Genmrat Ase O08 
ar 008 : Day/VFR doce srry Racer $a Gen Recar 
Close aur Gay Jat ate Gary San STDOFF GM 
AAW AD) . Hans-Heo Save = EW Radar 3aGon Same 


The expeditionary environment countries were divided into six approximately equal groups based on an assigned 
total capability value. The groups rangad fram “A” with the feast genera! air OOB capabitity to “Fé with the greatest. 
The total capability value was pbtained by assigning points to the various air OOB. close air suppon, and Annair 
Wartare (AAW)/Integrated Aur Defense ({AD) capabilities, with the most significant capabilities (6.g., BLOC, 3¢ 
generation radar, Night Time/Ail Weather (NT/AW}, Stand-Ott-Precision Guided Munitions (STO-OFF PGM), 3¢ 
generation Sunace-ta-Air Missiles (SAMS)) recaiving the mast points. Air Forca size and quality (an assessment of 
training. leadership, combat experience, and general stticiency) ware also tactored into the total capabilly value. 
Volume it, Study Supponing Material, Section 14, General Air Order of Battle contains more delailed information on 
this process including ine exact point values assigned and the calculalions made for each country. The references 
used as source maternal tor this assassmaent are as follows: 


(1) Defense ang Foreign Attairs Hangbook, 1989 

(2) Jane’s All the. wana Acrall 1988 - 1989 

(3) Jane's Lang Based Air Defense Systems. 1929 - 1990 
(4) Jane’s Weapon eysters. 1988 - 1969 

(5) lane's Weaper Systems 1987 - 1968 


UMMARY 4 MENT OF I T INTRI 


The accempanying matrices depict the general air OOB capabilities tor axpeditionary environment countnes Mos: 
countries 14 the Western Hemisphere are Grouped in the lowes! three Categories. In this region. the countries wih 
the msi siguihcan: aviation rescurces were Cuba, Nicaragua, and Par. 

& gtcpal perspective. Egypt, tran, traq, and Syria stood out with the sirongesi avialian ano air defense 
assets. Olres counices in the Middle East/Southwest Asia with large capabilities were Libya, Saudi Arabia, ano 
Seu th Yemen. 


n 


GENERAL AIR OO6 CAPABILITIES 


INCREASING CAPABILITIES 


COSTA RICA 
GRENADA 
1 SAMAICA, 


SURINAM 
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in Africa, the most impressive air COB countries were Algeria, Angola, and South Africa. 


The most extensive aviation Capabilities in Asla/Pacitic were faund in the countries of indla, Japan, Nonh 
Koraa, and the People's Republic of China. They were followed by Afghanistan, South Korea, and Vietnam. 


tn Europe/Mediterranean, Italy, Turkey, and Yugoslavia had ihe strongest air OO8 followed by Greece, 
Norway, and Denmark. 


GENERAL AIR OOB CAPABILITIES 


INCREASING CAPABILITIES 


S. PACIFIC IS. 


SPRATLY IS. 


GREECE 
NORWAY 


PLANNING AND PROGRAMMING IMPLICATIONS: 


The expeditionary environment In the airis as complex and lethal as thal on the ground. The MAGTF can expect 
lo encounter threat aircraft with some night or all-weather capabilily, as well as smart or stand-off munitions, Iraq, 
for example. employs MiG-29 aircraft which are kep! operationally ready through the assistance of on-site Soviet 
advisors. Threat integrated air defense systems may Include three dimensional lang-range radars able to detect 
Stealthy airborne plattarms. In this regard, Libya employs an air defense system known as “SENEZH" which is 
modeled after Soviet equipment and doctrina. China has a relatively sophisticated network of air defense radars 
which provides surveillance and control, and an early wating system tor the detection of nostile missiles. Threat ar 
defense systems may also employ a variety of advanced and strategically placed SAMs. Syfia, for example. has 
some of tha most modarm Soviet provided SAMs as well as 50,000 persannel in a separate air defense command. 


An exarnination of aviation and air defense capabilities of expeditionary environment countries indicates thal a 

- MEU could expect to conduct successtul air operations against most lower capability countries. Depending on a 
variety of factors, such as the oparationa! condition of threat aircraft and air defense weapons, unit locations, and 
detection capabilities, a MEU could also conduct operations effectively against many of the stronger countries. 
Given aur critical reliance on vertical lit as a primary means of expeditionary mobility, Marine Corps planners must 
make more provision for the suppression of air detense, survivability of lift aircraft, and availability of close air 
support for all MAGTF missions with special emphasis on stability operations and low-intensity conllic! requirements. 
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GENERAL NAVAL ORDER OF BATTLE 


F 
General Nawal OOB 
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The expeditionary environment counties were divided into six approximately aqua) groups based on an assigned 
lotal capability value. The groups ranged from “A” wilh the least general naval OOB capability to "F with the 
greatest. The total capabilily value was obtained by assigning points to the vanous naval OOB, surtace-to-surace 
missile, and patrol craft capabilities, with the most significant capabilities (0.g.. NTVAW, Fixed Wing Carrier, Bloc. 
Countermeasures, Antisudace Wartare (ASUW)/Antiair} receiving the most points. The Navy size and quality (an 
assessment of training, leadership, combal experience, and general efficiency} ware also factored into the total 
capabilny value. Volume Ul, Study Supporting Material , Saction 15, General Naval Order of Battie contains more 
detailed information on this process including the exact point values assigned and the calculations made for each 
country. The references used as source material for this assessmant ara as follows: 


(1) gane's Fighting Ships, 1988 - 1989 


(2} Jane's Wegeon Systems, 1987 - 1988 

(3) Defense and Foreign Affairs Handbook 1989 

(4) A Quick and Diny Guide to War by James Dunnigan and Austin Bay, Updated Edition, dated 1985 
MARY A! A ‘Al 


The accompanying matrices shaw the general naval OCB capabilities for expeditionary environment countries. In 
the Western Hemisphere, Cuba was identified as having the greatest naval capability, followed by Colombia, 
Mexico, Peru, and Venezuela. 


In the Middle East/Southwest Asia, Egypt stood out with tne most well-equipped naval force followea by tran, 
traq, Libya, and Syria. 


GENERAL NAVAL 006 CAPABILITIES 
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In Africa the primary naval forces were tound in Algeris, Ethlopla, and South Africa followed by Angola, 
Kenya, and Somalia, 


Both Asia/Pacitic and Europe Mediterranean have a high proportion of countries with a strong navatierce in 
Asia, the countries of Indla, Indonesia, Japan, North Korea, Pakistan, the People’s Repubile of China. and 


South Korea were predominate, while in Europe, Italy, Turkey and Yugoslavia had the most extensive 
Capabilities. 


GENERAL NAVAL OOB CAPABILITIES 


INCREASING CAPABILITIES 
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The expeditionary environment at sea coukl present some serious challenges for an Amphibious Task Force 
(ATF) encoute to, or operating in an objective area. india, for example has two fixed wing aircraft carriers (Ex -U.K.), 
fiva destroyers, twenty-one frigates, and six corvettes equipped with Surtacs-toSurtace Missiles (SSMs}, SAMs, 
guns, torpedos, antisubmarine mortars, countermeasures, and radars. Another example of an expecilionery 
environment country with a strong naval capability is Italy. i has two light aircraft carriers (one can accommodate 
VSTOL aircraft and helicopters, and one can handle helicopters only), two cruisers, six dastroyers. sixteen trigates. 
and ninteen corvettes all equipped with modem weapons and supporting systems. 

A review of the naval capabilities of expeditionary environment countries indicates that those countries depicied 
in the three most dilficut categories would rapresent a formidable thraat to a MEU-sized ATF, Limited opiective 
operations in these countries should be planned to take greatest advantage of intelligence, naval suppor, and tne 
element of surprise. Marina Corps planners should also pursue continued close coordination with the Navy to fccus 
on the shortfalls in amphibious lift, shallow-water anti-submarine and mine warlare, over-the-horizon delivery. and 
the Suppresicn of coastal missiles. 
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NUCLEAR, BIOLOGICAL, AND CHEMICAL ORDER OF BATTLE 


¢ 


Chem wasp 
With Oetivery 


E- Countries possessing nuctear and chemical weapens 

§ - Countries which have used chemical and biatogical waapons 

2+ Countries which have used chemical weapons 

€- Countries suspected to have chamical weapons with a delivery capability 

B - Countries suspected 10 have chemical weapons but without a means of delivery 
A Countries debeved nol to have an NBC weapons capability 


Countnes in the various categories were identified ihrough a thorough review of open Source filerature. 
Reterences mosi usatu! to this assessment ware the SIPRI Yearbooks, 1989, 1988, ana 1987. 


SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIRONMENT COUNTRIES 


The accempanying graphics address the expeditionary environment countries which were found to possess 
varying types and quaniities of NBC weapons. 


DISTRIBUTION OF EXPEDITIONARY ENVIRONMENT COUNTRIES 
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There were 4 countries, (South Africa, indla, Paklstan, and the PRC) thought to possess nuclear and chemical 
‘weapons and constitute tha greatest threat. 


At the next level of threat, thera were 2 countries, iraq and Vietnam, accused of using both chemica! and 
biological weapons. 


Next, there were 5 countries reported ta have used chemical weapons only. These countries are Cuba, Iran. 
Libya, indanesia, and Thailand, 


The last Iwo Categories of threat were the Countries wih chemical waapons ang delivary means, ang those wit, 
chemical weapons but without a reported means of delivery. Each of thase categories had 3 couniies. Egypt, 
Syrla, and North Korea were reported to have chemical weapons with delivery means while Burma, Japan. ang 
South Korea wera thought (o have only possession. 


a 


NBC THREAT OVERVIEW 
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WEAPONS WEAPONS WEAPONS, AND BIOLOGICAL CHEMICAL 
NO DELIVERY WITH DELIVERY USED WEAPONS USED. WEAPONS 
WESTERN H 
CUBA 
HEMISPHERE H 
( EGYPT IRAN iRAD 
MIDOLE EAST: 
SOUTHWEST ASIA: SYRIA uBYA 
AFRICA SOUTH AFRICA 
t 
| BURMA NORTH KOREA INDONESIA VIETNAM INDIA 
ASIAPACIFIC. JAPAN THAILAND PAKISTAN 
| souTH KOREA PRC 
Hl { 


NNING AND PR Al { 


The NBC threat musi be factored into Service capabilities planning and programming. There are countries. 
particularty in the Middle East and Asta, that have used bio-chemical weapons and can be expected to use them 
again, There are increasing numbers of countries that have Stocks of bio-chamical weapons, and giner countries 
working to maintain or devieop nuclear capabilities. Perhaps most threatening, as NBC tachnolegy and weapons 
proliferate, the opportunities for nongovernmental groups to steal working weapons and active bic-chemical agenis 
inereasas dramatically. The next decade may well sea a large metropolitan area held hostage to the threat of 
covertly emplaced and remotely detonated bio-chemical of nuclear weapons. 


Some MAGTFs, for example those assigned contingency missions in the Middle East and selected countries in 
Asia, must continue to pian for and stock equipmant needed to fight in a contaminated environment. Alt MAGTFs 
should be prepared to exacute raids to seize and neutralize NBC weapans under development or in lransit. 


However, it would ba imprudent to over-emphasize this threat, which appears in only 25% of the Counines of 
concern to the Marine Corps. One strategy of possible value would be to caretully tailor a single MAGTF and 
develop MEU (NBC) training and equipping cycles just as we hava for MEU (SOC). 
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ONGOING CONFLICTS 
CAITERIA FOR LEVELS QF DIFFICULTY 


Through a review of the source material, conilicts locations throughout the word were entilied, Thesa contlicts 
tall into tive catagories: regional conflicts, civll wars, insurgencias, drug related contlicts, and conthets invalving 
government instability and repression. In many of the situations, various levels of violence and disorder have 
occurred in the past and threaten to break out again. In othar casas fighting occurs continuously or intermiently a1 
the present time. All countrias were evaluated for thair involvement in contlict situations. Volurne Ii, Study 
Supponing Material, Section 5. Existing Ongoing Conflicts provides a description of ongoing conflicts in the couniries 
of interest. When research identitied conflicts in countries outside the expeditionary environment, they were also 
described. The following reterancas ware used as the principal basis for this assessment: 


(1) Detense ang Foreign Attairs Handbook, 1989 
(2) A Quick and Dirty Guide to War, by Jamas F. Dunnigan and Austin Bay, 1986 
(3) Ihe Stateman’s Yearbook, 1989 - 1990 


{4} World Almanac and Book of Facts. 1989 
(5) Zones of Conflict: An Atlas of Evture Wars, by John Keagan and Andrew Wheaicrait, 1988 
(6) Countries of the World and "heir Leagers Yearbook, 1989 


(7) - The World in Contlict, by Jahn Lattin, 1989 
(8) Brassey's War Annual 2, A Guido to Cantomoorary Wars and Gantlets, by John Lattin, 1986 


A i] C RI 


The accompanying chart shows a regional braakdown of conflict locations and the types of conflict involved. In 
the Western Hemisphere there hava teen various levels of violence and disorder in E) Salvador, Gualemala, 
Honduras, and Nicaragua caused by insurgents. Drug related violence, often combined with terronsm and 
insurgency, is a major problem in Colombis and Peru. 


In the Middle East, regional desputes have prevailed in recent years dominated largely, by the Iran-lrag War anc 
Syrian intervention in Lebanon. Syria would like to take advantage of the civil war in Labanon to axpand iis 
borders, The territorial issue between Israel and the Palistinians is also highty valitile and ihe possibility of escalaiea 
conflict is a major concern. Now, a new controntatlon in this region has erupted between Iraq and its Arab 
neighbors, as well as the U.S. and most ather countries of the world, over the [raq! seizure of Kuwait. Only Libya, 
the Palestine Liberation Organization (PLO}, and to a cartain degres Jordan and Sudan seem to side with Iraq. 
This controntation has potential to be the largest conflict in racent years. 


in Africa, there are a range of confficts from the civil wars in Angola, Liberia and Mozambique, to the insurgent 
violance in Ethiopia, to the disorder and bloodshed in South Africa over apartheid. In this region, many countries 
can ba characterized by government instability, frequent violence, economic underdevelopment, and acule povery. 
‘The crisis-torn west African country of Liberia is an example of an ongoing conflict with poor prasoecis for 
tesolution in the immediate future. To protect U.S. interests, a MEU was recently committed in this country to 
conduct noncombatant evacuation operations and maintain order around the U.S. Embassy. In Ethiopia, civa war 
and starvation continue to prevail, while a corrupt and unstable Marxist regime struggles 10 remain in power. As the 
South African Government continues to support its policy of apartheid and black African groups fight among 
themselves, there is potential tor serious consequences {n this country. 


In Asia and the Pacific, a major share of the 12 conflicts countries are Involved in insurgencies and/or drug 
related violence. Countries such as Afghanistan, Cambodla, and the Philippines all have active querrilla forces 
trying to overthrow their govemmaents. The “Golden Triangle" where Burma, Thailand, and Laos share a border. is 
the center of the region's heroin trade as well as frequent clashes between drug traffickers and government 
authordies. Countries such as North Korea have stocks of chemical weapons, and other countries (PRC. India. and 
Pakistan) ara working to expand an already developed arsenal of nuciaar weapons. Given the rate at which NBC 
weapons aro proliferating in this region, it is quite Frely they will eventually fall into tha hands of extramist or terranst 
groups. 
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While Europe and the Mediterranean presently have no active contlicts, there is significant ethnic unrest along 
with political and ecanomic turmoil in a nurnBer of countries that could farm the basis for ‘Open conilict. Although 
Poland now has free elections and a non-Communist government, severe economic problems persist and there 
could be a resurgence of hostility from the people if conditions do not rapidly improve. The fongsianding disoutes 
batween Greece and Turkey could easily raemane as they did in 1987. tf this should occur over an issue such as. 
the oil rights under the Aegean Sea, it could lead to a war between thesa two countries which would have senous 
impact cn Europe as well as the U.S, 


CONFLICTS LOCATIONS 
WESTERN MIDDLE 

HEMISPHERE EAST AFRICA EUROPE 
COLOMBIA (D) IRAN (R) ANGOLA (CW) AFGHANISTAN (I) POLAND (UR) 
EL SALVADOR (I) IRAQ (R) CHAD{R) BURMA (0) TURKEY/GREECE (A) 
GUATEMALA () ISRAEL {R) UBERIA (cw) CAMBODIA (1) 
GUYANA (R) LEBANON (CW) LIBYA (R) CHINA (R) 
HAITI (UFR) OMAN (!) ETHIOPIA ()) INQONESIA (1) 
HONDURAS {I} SYRIA (A) MOZAMBIQUE (CW) KOREA (N’S) (R) 


NICARAGUA (1) NAMIBIA (1) LAQS (D) 

PANAMA * SOUTH AFRICA (I) MALAYSIA (1) 

PERU (D) SUDAN (CH) PAKISTAN (A) 
WESTERN SAHARA (R) PHILIPPINES (1) 
ZAIRE (UR) THAILAND (D) 
ZIMBABWE (I) S. CHINA SEA (R) 


KEY: R-AEGIONAL CW-CIVIL WAR J-INSURGENCY D-DRUGS ¥A- INSTABILITY/REPRESSION 


NNIN: 


The expeditionary environment Is a violent ane with humerous existing contlicts and high Jikelinood of increasea 
instability in the future, The emerging threat of the 1980's is predominantly nongovernmental, nonconventional, 
dynamic or random, nonlinear, and without rules of engagement or Known docicine. This threat is also difficult to 
guard against because our national intelligenca community does not have an “indications and warnings” capabilny 
against these “lypa‘threats, while the emerging enemy, by contrast, has 2 virtually unlimited source of drug addicts 
and related criminals thal can be mobilized to compromise aur own operational security. The emerging threat has 
added “worst case* scenarios for which MAGTFs must prepare, including the threat of nonconventional attacks, such 
as bio-chemical attacks against concentrations of U.S, citlzens overseas. In view of the diversity of Inreats it may 
confront in the future, MAGTFs must train, equip, and organize to be prapared for gperations across the spectrum 
of conttict, while being mote thoughtful about what specific rales and missions a single MAGTF can realistically 
undertake by itself and/or as the vanguard of follow-on forces, 
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U.S. EQUITIES OVERSEAS 
CRITERIA FOR LEVELS OF DIFFICULTY 
HIGH - Countrias with substantial U.S. equities. 
MEDIUM - Countrias with moderate U.S. equities. 
LOW - Countries with few U.S, equities. 


For purposes oJ this assessment, U.S. equitias in the countries of interest inctuded: 
* Direct invesimant 
* Trade (imports anc exports) 
* Economic and military aid 
*ULS. citizens in residence 
« Sirategit and tactical equities (¢.g., strategic Jocation, U.S. bases. special cooperation) 


In the process of determining overall U.S. equities, the following two slep methadelogy was used: 

(1) The monetary values of U.S. direct invesiment, expons, impons. and U.S. aid for each country were 
combined and applied to the U.S. $ Equities scale below. The number of U.S. citizens living in each country 
was applied to the U.S. Citizen Equity scale: 


Us. $. EQUITY 


U.S. CITIZEN EQUITY: 
NO. CIT. 


BIL $s RATING RATING 
>10.00 > 10,000 6 
5,00 - 10.00 §,000- 10,000 § 
2.50 - 4.99 2,800 - 4,999 4 
1.00 - 2.49 7,000 - 2,499 a 
S0- .99 S00. 989 2 
aO- .49 a0 - 499 1 
2 o 2 


(2) The U.S. dollar equity rating and U.S. citizan aquity rating were added together and applied to the tallowing 
overall U.S. equity scale. 


OVERALL U.S, EQuiTy 
HGH = - 812 
MEDIUM 8-58 
now 


Volume Il, Study Supporting Material, Section 6, U.S. Equities Overseas contains a description of strategic ana 
tactical equities in the respective countries as well as Ine data for U.S. military and citizen equities on which the 
falings were based. The following references were used as Source material for this assessment: 


(1) U.S. Department of State, Gountry Regorts on Economic Policy and Trade Practicas, 1989 

(2) Datense and Fersign Attairs Handbook, 1989 

(3) ‘Countries of the World and Their Leaders Yearbook 1989, Gale Research. Inc. 

{4) Central Intalligence Agency, The World Factbook, 1988 

(5) US. Department of State, Background Notes and Post Reoorts, 1987 - 1989. 

(6) U.S. Department of Commerce, Statistics) Abstract, 1989. 

(7) Consutar Affairs Office, U.S. Department of State, i; fying in, rite t Inters 
21 - 22 February 1990 


IMMARY A: 


The aceampanying chart shows a regional distribution of countdes by their tevel of U.S. equity. In the Western 
Hemisphere, Mexico had the highest ranking with significanily more dollar equily (25.9 billion} and U.S, citizens 
(322,250) than other countries. It was followed by Venezuela, Panama and Colombia, al! with over 5 billion in trade 
and investment, and over 11,000 U.S, citizens. Overall in this region, just under half the countries (7 of 16) fell into 
the high category while the remainder were about evenly distributed betwen medium and iow. 


Mission Area Factors - 21 


272 


In the Middle East/Southwest Asia, Saud! Arabia had by far the largest U.S. aquity with aver 10 billion in dollar 
value and 21,600 U.S. citizens. It was followed by Egypt (3 billion dollar equity and 11,210 U.S. citizens). The 


other countries in this region fell into the low category except tor Kuwait and North Yemen which were rated as 
medium. 


In Afrlea, two thirds of the countries (10 of 15) were rated in the low category. Algeria, Kenya, Liberia, ang 
Zaire were classifled medium and only South Africa with 3.5 billion dollar equity and 9,400 U.S. citizens was rated 
high. : 


in Asta/Pacific region, Japan surpassad all other countries with almost 122 billion in dollar equity ano 41,000 
U.S. citizens. The next closest countries in the high raling were South Korea (27 billion dollars and 10.250 U.S, 
citizens) and the Phillppines (6 billion and 120,090 U.S. citizens). Besides the 6 countries in the high category, 4 
countries including India and Pakistan were rated medium, and the remainder were low. 


In Europe and the Mediterranean, Italy had the highest rating with 25.6 bition in dollar aquily and 92.269 U.S. 
citizens. It was followed by Greece and Norway in the high category. The remaining three countries, Turkey, 
Denmark and Yugostavta receivad a medium classification. 

U.S. EQUITY OVERSEAS: 
Low: meow HGH 


WESTERN HEMISPHERE 


aADDLE EAST 
SOUTHWEST ASIA 


ANGOLA ALGERIA SOUTH AFRICA 
‘OnBOUT KENYA 
UBERA 
MADAGASCAR TARE 
AFRICA AMBIA 
SOMALIA 
SUDAN 
‘TUNStA 
UGANDA 
ZweABWE 
AFCHANSTAN mo WOON SA 
MALAYA waa 
uma PAWSTAN PHUPrINES, 
ASIPAGIFIC WORTH KOREA PAPUA MEW CUMEA 
SOUTH PAGRC 25 SOUTH KOREA 
‘SPRATLY 1S THAILAND 
SAU 
WETHAM 
DENMARK GREECE 
EUROPEMED TURKEY Tray 
vucosuava Lacajadabl 


With existing contlicts in the expeditionary environment and high likelihood of increased instability in the tuture. 
U.S. investments and U.S. citizens no longer enjoy the relative Immunity trom local violence which characierized 
earlier decades. The increasing lethaltty of both Third Warid governments and nonconventional groups places at 
risk assets and strategic choke points that in the past could only have been atlacked by a major power. The 
deliberate sinking of a major U.S. vessel in both the Panama Canal and Suez Canal is 2 threat dificult to defend 
against, As such threats begin to concer policy-makers, the prospects for the employment of U.S. larces in 
preemptive attacks will incraase. To effectively meat the difficult challenges of the future, Marines must sharpen 
their abilities for rapid crisis-action planning and be ready to “fight smart” when the time comes to execute a mssion. 
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CULTURAL FACTORS: LANGUAGE AND RELIGION 


a ¢ ° 


Engin SpantanFrenen anvic Ait Others 
Crnstan Chradan Ormodor ExsteryTeibaltslam talam 


DB - Countries with hard languages other than Ihose specitied below cornbined with the religion of Islam. 
& - Countries with the Arabic language combined with Eastem, Tribal, or Islamic religions 


B - Countries with Spanish, French, and other predominately European languages combined with the Christian 
Onhodax religion 


&- Countries with the English language combined with the Christian raligion 


Note - In cases where a country did nat match a precise level as specitied above, an intermediary level between the 
language and religion was selected, e.g. Liberia with tha English language and traditional religion was rated B. 


Volume Ll, Study Supporting Material, Section 17, Cultural Factors: Language and Religion provides tables 
showing a cultural factors assassment fer each country as wall as a listing of religions and primary and secondary 
languages. The references used as source material for this assessment are as follows: 


(3) Special Assistant, USMC intelligence Center letter 3811 (N06 of 26 October 1989, Marine Coms 


xpedition: nvirs nt Lan 
(2) Countries of the World, 1989, Gale Research Inc., 
(3) World Almanac and Book of Facts. 1989, Published by Pharas Books, a Scripps Howard Company 
IMMARY A: MENT OF IMPA NMENT COUNTRIES 


The accompanying chans depict the distribution of 69 expeditionary environment countries by cutture: language 
and religion. Almost 60 percent of the countries tall intothe two most difficult cuhural categories (C and D), 


‘The regions with the hardest languages and the most distant religions were tha Middle East/Southwest Asia 
(ran most difficult), Africa (Ethiopia and Somalia most difficut), and Aala/Paciiic (Atghaniatan, Bangladesh, 
Indonesia, and Pakistan most difficult). Tha Western Hemisphere and Europe/Mediterranean (with the exception 
a! Turkey and Yugoslavia) were found to have @ much closer language and religion association with the U.S. 


CULTURAL FACTORS: LANGUAGE ANO RELIGION 


a 
[__tancuace | excush [ seanswrrencn: [0 anasc [automnens | 


EXPEDITIONARY 
ENVIRONMENT 
COUNTRIES 


+ ALSO INCLUDES GREEK. ITALIAN, DUTCH, PORTUGUESE, OANISH, NORWEGIAN, AND TURKISH 
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CULTURAL FACTORS: LANGUAGE AND RELIGION 


WESTERN NEMEPHERE 


PADUA NEW GUINEA 
SOUTH PACIFIC ISLANDS 


Language and raligion are two major elements of the “cuttural" terrain within which the MAGTFs must conduct 
Stability operations and limited objective operations. Both require Intense interaction with the civilian populace 
during the oparatian. The good news is thal a MAGTF with sirong Spanish and French language skills can operate 
in 79% of tha cauntries studied, as English, Spanish, or Franch are established as second languages. Arabic, 
however, remains a weak point, and is required in fully 30% of the countries of cancer. Along with Arabic, an 
undarstanding of Islam is crilical in 36% of the countries. 


Intelligence specialists are not the only anes who need language skills, Low intensity operations require many. 


more Marines in occupational specialties as wide-ranging as military police, engineers, and public affairs to be in 
language designated billets. 


The lack of an active duty PSYOP and Clvil Affairs capability may poSe a dilemma te MAGTFs needing no-natice 
Suppart but lacking the authority to mobilize reservists. Religion is an important environmental feature. One procuct 
that could ba developed by the reserves for contingency use would be a series of distinet Codes of Conduct 
correspanding to each major religion and refated ethnic or racial group likely to be encountered by the MAGTF. 


Such a sarigs should be no more than one page in langth par catagory, and suitable for issuance 10 the andiwvidual 
Marine. . 
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_ CRITICAL WEATHER FACTORS 


E- + Precipitation of 70 inches or more annually 
+ Temperature of 40 degraes Fanrenheit or below lor extended pariods 


E- - Pracipitation of 70 inches or more annually 
- Heal index (combined relative humidity and air temperature) of 80 or above for extended periods 


B-*+ Precipitation of 12 inches or less annually 
+ Heat index of 80 or above for extended pariods 


€ - = Precipitation between 12 and 70 inches arinually 
+ Wide variations in temperature and rainfall throughout a country 


B-« Precipitation of 70 inches or more annually 
+ Temperatures ranging between 40 degrees Fahrenheit and a heat index of 80 


A->* Pracipitation of 12 inches or less annually 
+ Temperatures ranging between 40 degrees Fahrenheit and a heat index of 80 


Voluma 1, Study Supporting Material, Section 18, Critical Weather Factors provides tables which show average 
temperatures, average relative humidity, and average rainfall by country, as well as a rating of overall weather 
eondilions for each country. The raterances used as sources matarial for this assessment are as follows: 


(1) The Weather Alma ac, Gale Research Company, 1981 

(2) her. 1s her for Sel ities Throughout the Unit ates 
ang Argy ae Wn Conway evearch, Inc, 1974 

(3) The New Book of World Rankings, Facts on File, Inc., 1984 


(4) Worg Facts and Figures, John Wilay and Sons, 1989 
(5) Wongmark Enevelepadia of Nations, 1984 
(6) Wond Climate Data, Ctimatic Data Press, 1972 


SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIRONMENT COUNTRIES 


The accompanying chart shows the weather conditions associated with the various regions of the wortd. For 
operations in Latin Amatica and the Caribbean, miltary forces should be prepared for wet and hot conditions, while 
in the Middie East and Southwest Asia dry and hot conditions prevail. 


Africa presents a variety of conditions including some of the-most challenging. Asia andthe Pacific are primarily 
wel and hot or to a Jesser extent mixed, while Europe has the most difficut conditions in Norway, followed by mxec 
or variable situations elsewhere. 


Within the expeditionary anvironment, only one country, Norway, had wet and cold conditions which are the most 
difficult to operate in. There were 33%, of 23 of 69 countries with the next most difficult conditions, wet and hol. 
Countries such as Colombia, Panama, Liberia, and tha Philippines tall within this category. 


The next level of difticuity is dry and hot conditions with 24%, or 16 of 69 countries in the expeditionary 
environment, Countries such as Libya and Angola arp in this grouping. This is fallowed by countries with mixed or 
highly vanable conditions, Hera there are 33% of the total, or 23 countries, including Cuba and Iran. 


The iast two types of weather conditions raprasanting the least operational difticully are wetAvarm with 1% ano 


dry/warm wilh 8%. Examples of countries with thase conditions ara Syria and South Africa. 
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CRITICAL WEATHER FACTORS 


DAYAWARM WETIWARM MIXED ORVHOT WET/HOT WETICOLD 


WESTERN 
HEMISPHERE 


WIDDLE EAST: 
SOUTHWEST 
ASIA 


NAMIBIA 
SOUTH AFRICA 


As indicated by the above figures, the weather in the expeditionary environment is uniformly bel. This 
suggests that ‘evaluation’ standards for vartical fitt and other systems should ba based on “hol” as the norm rather 
than as the “extreme* condition. Norway. d its cold Weather conditions is unique among Ihe countries. The cost 
to the Marine Coms'and its MAGTEs in‘mairtaining a cold weather capability for this single contingency may ment 
review. 
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GENERAL GEOGRAPHIC CONDITIONS 
CRITERIA FOR LEVELS OF DIFFICULTY 


Gan Geograpnic 
Cangitians 


The mosl difficut geographic conditions wera mountains, followed by [ungle, dasen. and urban centers. The 
predominate condition in each country was determined through 2 review of the reference material. A country was 
classited as “urban” if 70 percant or more of its population were living in urban areas. References used for this 
assessmant included: 


() Countries of the Worlg and Their Leaders Yearbook, 1989, Gaile Research inc. 
(2) The Word Almanac ang Book of Facts, 1989, Published by Pharos Books, a Scripps Howard Company 
(3) The World Factbook, 1988. Directorate of Intelligence, Central Intelligence Agency 


The accompanying charts show a breakdown of country general geographic conditions by fagional distribution. In 
(he Western Hemisphere, aver half the countries have primarily mountainous conditions. Countries such as 
Cotombia, El Salvador, and Panama fall into this most difficutt category. Three countnes in the ragion, Costa 
Alea, Nicaragua, and Surinam, have predominately jungle conditions which are the naxt most dilficult after 
mountains, 


in the Middle East/Southwest Asia, almost 60 percent of the countries have desan conditions. These include 
Egypt, Kuwait, and Saud! Arabla. In this region, fran, North Yemen, and Oman can be characterized as 
mountainous. Sahrain, iraq, and Lebanon have 70 percent or more of their populations living in urban canters_ 


GENERAL GEOGRAPHIC CONDITIONS REGIONAL DISTRIBUTION 


URBAN DESERT JUNGLE MOUNTAINOUS 
I CUBA COSTA RICA COLOMBIA. 
MEXICO NICARAGUA OOM. AEP. 
‘PERU ‘SURINAM EL SALVADOR 
WESTERN VENEZUELA GAEHADA 


HEMISPHERE . 
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Africa was found to have a range of canditions. Elght countries such as Algeria. Somalia, and Tunisia have 
desert conditions, threes have jungle (Liberia, Uganda, and Zalre), and four have mountains (Ethiopia, 
Madagascar, South Africa. and Zimbabwe) as their primary features. 


\n Asla/Pacitle, just under half the countries had mainly jungle conditions. Representative countries in this 
category were Burma. indonesia, and Malaysia. Mountainous conditions pravaited in almost 40 percent of the 
countries in wis ragion. Countries such as Afghanlatan, North Korea, South Korea, and the Peapie’s Republic 
of China were in this caregory. 


In Europe/Mediterranean, Greece, Norway, Turkey, and Yugosiavia presented mountainous conditions while 
Denmark and italy hag mainly urban populations. 


GENERAL GEOGRAPHIC CONDITIONS REGIONAL DISTRIBUTION 


URBAN DESERT SUNGLE MOUNTAINOUS. 
ALGERIA UBERIA _ ETHIOPIA 
ANGOLA UGANDA MADAGASCAR 
AFRICA 
INIA PAKISTAN BANGLADESH AFGHANISTAN 
ASLAL JAPAN BURMA NORTH KOREA 
PACIFIC IHOONESIA PAPUAN. G. 
MALAYSIA PHILIPPINES, 
SPRATLY IS PRG 
SAI LANKA SOUTH KOREA 
| ee 
THAWAND S. PACIFIC 1S. 
VIETNAM 
EUROPE DENMARK GREECE 
wED ITALY NORWAY 
TURKEY 
—___|- 
YUGOSLAVIA 


PLANNING AND PROGRAMMING IMPLICATIONS 


Tho four types of terrain appear with sufficient frequency to require the development ol full combined arms 
capabilities for each: mountains, jungles, deserts, and urban enviranments. Scenarios corresponding to each of 
these ditterent environments would be helpful in deveicping Required Operational Capabilities (ROC). 
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OPERATIONAL ELEVATION 
1A H 


© . Elevations greater than 12.000 faat 


», 7 avations from 9,001 feat to 12,000 feet 
B- Elevations from 6,001 fest to 9,000 teat 
- Elevations from 4,000 feet to 6,000 feet 
B- Elavations from 2,000 faet to 3,999 feet 
A- Elevations from sea level to 1,999 feet 
NOTE: In the process of grading each expeditionary environmant country, averages were taken of elevations 
adjacent to coastal areas, capital cities. key installations, important fines of communications, and other areas where 
Mannes would be likely to operate. Data was obiained trom reference material, including atlases, encyclopearas. 
and almanacs. 
SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIRONMENT COUNTRIES 

The accompanying matricas show the regional distribution of countries by operational elevation. In the Westem 
Hemisphere, half the countrias had operational elavations between 2,000 and 4,000 feet. The mountainous country 


of Peru was found to have the highest elavations. 


In the Middle East/Southwest Asia, almost 60 percent of the countrias were grouped in the elevation categones 
of less than 4,000 feet and less than 2,000 feet. North Yemen, iran, and Saudi Arabia had the highest elevations 


REGIONAL DISTRIBUTION OF COUNTRIES BY OPERATIONAL ELEVATION 


«< 2,000 FT < 4,000 FT =< 6,000 FT > 6,000 FT >» 9.000 FT > 12,000 FT 


CUBA GOSTARICA | GUATEMALA | COLOMBIA PERU 
GRENADA OOM, REP NICARAGUA __| MEXICO 
SURINAM EL SALVADOR 
WESTERN HAITI 
HEMISPHERE HONDURAS 
JAMAICA 
PANAMA 
VENEZUELA 
BAHRAIN IRAQ IRAN NORTH YEMEN 
wODLE EGYPT LESANON SAUDI ARABIA 
East: KUWAIT OMAN 
SOUTHWEST | LIBYA ‘SOUTH YEMEN 
ASIA QATAR SYRIA t 
UAE 
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In Africa, the operational elevations ranged between 2.000 and 9,000 faet for all countries. 


Operational elevations in the countries of Asia/Pacific ranged across most af the categories with Papua New 
Guinea prasenting the most difficull conditions. 


In Eurape/Mediterranean, Denmark had the lowast elevations while Greece, Norway, Turkey, and Yugoslavia 
had the highest. 


REGIONAL DISTRIBUTION OF COUNTRIES BY OPERATIONAL ELEVATION 


+2000 FT < 4,000 FT 6,000 FT » 6,000 FT » 9,000 FT » 12.000 FT 


LIBERA ALGERIA ANGOLA 

NAMIBIA OnsoUTI ETHIOPIA 

TUNISIA SOMALIA KENYA 
AFRICA ZAIRE SOUTH APRICA | MADAGASCAR 


SUDAN 
UGANDA | 
—— 
ZIMBABWE 


BANGLADESH | (HOLA JAPAN. AFGHANISTAN | PAPUAN. G i 
BURMA INDONESIA PAKIGTAN MALAYSIA 
asia SPRATLY IS. | PRC PHILIPPINES | NORTH KOREA I 
PACIFIC ‘SAI LANKA S. PACIFIC IS. | SOUTH KOREA : 
THAILAND’ i 


VIETNAM 


DENMARK TTALY GREECE 
4 

EUROPE, NORWA’ —— 
MED TURKEY 


YUGOSLAVIA 


The two expeditionary environment countries with the highest elavations are described as follows: 


(1) Papua New Guinea contains a complex system of mountains extending irom the eastern end of the main 
istand to tha westsrn boundary with Indonesia. Precipitous slopes. knife-sharp ridgas. great outcroppings of 
mountains to heights of almast 15,000 feet, and broad upland valleys at altitudes of 5,000 to 10.000 feet 
characterize this area. 


(2) In Peru, the Andes Mountains occupy nearly 27 percent of the land area and represent a formidable natural 
barrier to transponation and communications between the coast and the interior. The highest mountain. Huascaran, 
is 22,071 feet above sea level, 


PLANNING AND PROGRAMMING IMPLICATIONS 


In preparing for all types of conflict situations, the elevations whare Marines will be operating should be a 
foremost consideration. Particularly in helicopter operations, wealher conditions, as well as elevation, must be 
carefully assessed. The vortical litt of Marinas, together with their equipment and supplies, over varied terrain to 
inland locations is a tundamantat requirement for most operations and must receive the caretut attention of planners 
in order to be successfully executed. 
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CROSS - COUNTRY MOBILITY 
CRITERIA FOR LEVELS OF DIFFICULTY 


a 


Cross-Country Mobility Sanerally Suited Partiatly Suited 


¢ - Large ponions of a country are unsuitable for cross-country movement of tracked vehicles due to broken terrain, 
extensive ground cover, marshes, swamps, and/or'signilicant bodies of water. In those countriss where Ihe 
coastal ragion prevents tracked movement from the baach to the interiar, the entira Country is categonzed as 
unsuited for tracked movernant. 


B- Signilicant parts of a country ara suitable for cross-country movement of Iracked vehicles. For axample, (he 
Central Luzon plain of the Phillppines is valficable, while most other pans of the country are mountainous and 
unsuited for tracked movernent. 


A- Large parts of a country can accommodate the cross-country movement of tracked vehicles. Algeria, for 
exampie, is primarily Gesert and suitable for hath wheeled and tracked cross-country movement. 


Note: —Tratficability in ihis assessment raflects the suitability for cross-country tracked vehicle movement. The 
factor did not address lines of communications, and existing road, rail, and canal networks. The emphasis was on 
true cross-country movement. 


The analytical judgments in this aSsessment are based on a review of each Country's National Intelligenge Survey 
or its follow-on Army Country Profile and were developed by ihe USMC Intelligence Center staff. 


SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIBONMENT COUNTRIES 


The accompanying charts llustrate the regional distribution of expeditionary environment countries by suitability 
for cross-country mobility. Over 6D percent of the countries are generally unsuited for this movemen? and an 
additional 20 percent are only partially suited. 


Inthe Western Hemisphere, almost 80 parcent of the countries were found to be geferally unsuited for 
cross-country movement by tracked vehicies. Countries such as Calombla, El Salvador, Guatemala. and Peru 
have extensive mountain ranges while Costa Rica, Nicaragua and Surnam have dense tropical forests that 
preclude vehicular movemenl. Only in Cuba, Mexico, and Venezuela, and to a lasser extent Grenada can 
movement ba generally accommodatad. 


GENERAL TRAFFICABILITY/CAOSS-COUNTAY MOBLITY 


GENERALLY SUITED PARTIALLY SUITED GENERALLY UNSUITED 


WESTERN MEMISPHERE 
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in tha Middle East/Southwest Asia, over 40 percent of the countrias aro generally unsuited tor wacked 
movement tran, for example, has rugged hills and mountains, and smaller areas 01 wetlands covering anout 
two-thirds of ils area. However, about 60 percant of this ragion is generally, or at laast partially. suitad far movement 
by tracked vahiclas. Egypt and Libys in particular have desert plains which facilitate movement. 


Africa was the region with the most countries which could readily accommodate tracked vehicles, Exacity 40 
parcent of the countries, including Algeria, Ethlopla, and Somalia, were ganerally suited for tracked movement 
while an additional 13 percent (Madagascer and Uganda) were partially suited. Tha remaining 47 percent of the, 
countries, Including Angola, South Africa, and Sudan, were generally unsuited due to conditions ranging from 
forest areas to coastal mountains. 


In the Asla/Paelfle region tratticability presents a serious prablem with 13 of 18 countrias or 72 percent generally 
unsuited for tracked movemant. Tha primary impediments to tralticabilily are dense tropical jungles, numerous 
wetlands such as swamps and marshes, and periodic heavy rainfall. Only India was generally suited and 
Afghanistan, Pakistan, the Philippines, and South Korea partlally suited for tracked movement in this region. 


Of the six European/Mediterranean countries considered, four ware genarally unsuited and two were pamially 
suited tor tracked movement. The significant mountain ranges in countries such as Greece, Turkey, and 
Yugoslavia ware a principal limiting factor in this region. 


GENERAL TRAFFICABILITY/CROSS-COUNTRY MOBILITY 
GENERALLY SUITED PARTIALLY SUTED GENERALLY UNSUITED 
IRAN 


RaQ 
MIDDLE EAST/ . NORTH YEMEN 
SOUTHWEST ASIA OMAN 
‘SAUOI ARABIA 
‘SOUTH YEMEN 


AFRICA 


PLANNING AND PROGRAMMING IMPLICATIONS 


Marine Corps capabilities which are totatly dependant on vehicular transport may need to be reevaluated. It 
merits comment that a premise which ted to these generalizations was that if the coastal region of a country was 
unsuited, the entire country was assumed to be unsuited because heavy vehicles could not get from their offshore 
launch point to intand objectives. Maritime Prepositioning Ships (MPS) and strategic airlift deployment alternatives 
were not considered. 
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INTERVISIBILITY: AVERAGE LINE OF SIGHT DISTANCE 
CRITERIA FOR LEVELS OF DIFFICULTY 


LEVELS OF DIFFICULTY 
OPTIMUM AESTAICTED 


2,000 Meters 1,900 - 2.000 Meters, 


{Line O1 Sight 


POOR - Average Line Of Sight (LOS) distance is less than 1,000 meters 


RESTRICTED - Average LOS distance is betwean 1,000 and 2.000 meters 
OPTIMUM - Average LOS distance is between 2,000 and 3,000 meters. 


Intervisibilily is defined as tha LOS distance inat direct-fira weapans (armor and antiarmor) of the ground combai 
elemant can tire without restrictions to visibility and weapons effectiveness in each of the expedilionary environment 
countrias. Tha firapower of armor and antiammor weapons is highly dependant on the terrain. Long-range. 
flat-trajectory weapons cannot effectively vtllize their range in cities, forests. industrial areas, and mountainous 
regions. In covered and broken terrain, armored forces can employ only a fraction of their firepower and light 
infantry lotcas have the advantage, Darknass, poor weather conditions, and obscurants on the batilefield will atso 
have a limiting attact on long-range, direct-lire weapons. The more open the terrain and visibility becomes. ine 
beller these weapons can realize their full potential, 


Atler a closa examination of the source material in relation to the above criteria, each of the expeditionary 
environment countries was raled according to its intetvisibility. Volume li, Study Supporting Material. Section 22, 
Intervisibility: Average Line ol Sight Distance contains an assessment of the conditions within each country on which 
lhe ratings were based. The references used as Source material for the assessment are as follows: 


(1) Battlefielg Central Europe, Danger of Overraliance on Tochnglogy by he Armed Forces, Brigadier General 
Franz Uble-Wattler, undated. * 

(2) Zanes of Conflict, An Atlas of Future Wars, John Keegan and Ancrew Wheatcrolt, 1986. 

(3) A Quick & Dirty Guide to War, James E. Dunnigan and Austin Bay, 1986. 

(¢) Atlas of the Thirg World, Gearge Kurian, 1983. 

(5) Hamond World Atlas. 1984, Hammond Inc. 

(6) Countries of the World and Their Leasters Yearbook 1989, Gals Research, Inc. 

(7) Wordmark Encyslooedia of the Nafins. 1984, Wortdmark Prass Inc. 


(8) USMC Intelligence Center document titled Irafficabitiv Narrative. 
MMARY A. iT OF T UNTRIES 


The accompanying matrix shows tha ragional distribution of countries according to their degree of intervisibility tn 
the Western Hemisphere, over 80 percent of the countries have poor intervisibility where armor and antiarmor 
weapons cannot be fully employed. Only Cuba, Mexico, and Venezuela could accommodate better line of s gr: 
ranges. 


In the Middle East/Seuthwest Asia, more than hail the countries had poor intarvisibility. The exceptions here 
were the flat and barren countries of Egypt, Kuwalt, Qatar, and the United Arab Emirates, and to a lesser extent 
Iraq and Libya which had better line of sight distances. 


In Africa, 60 percent of the countries had average line of sight distancas lass than 1,000 maters. Kenya and 
Tunisia could accommodates intervisibility between 1,000 and 2.000 maters while Algeria, Djibouti, Ethlopla, and 
Somalia could exceed 2,000 meters. 

The great majority of countias in Asle/Pacliflc and Europe/Meditecranean tall into the category o! poor 


inlervisibility. In the middle calegory on the matrix, with average line of sight ranges between 1,000 and 2.000 
meters were lound the Asian countries of (ndia and Pakistan and the European country of Denmark. 
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REGIONAL DISTRIBUTION OF COUNTRIES BY INTERVISIBILITY 


An overall assessment of intervistbility in the expeditionary environment indicates that almost three quanters of 
the countrias have avarage line of sight distances less than 1,000 meters. It was determined thal on an average. 
the engagemant range for armor and antiarmor weapons was about 900 meters. This means thal most of the 
countrias in the expeditionary anvironment have terrain, vegetation, and/ot other conditions of obscuration which 
would preclude angagements by these weapons at their maximum ranges. As a resull, il may nol be cost elfectve 
to acquira and malmtain a sizeable number of thase waapons in the Maring Corps inventory if they cannot de tully 
utilized. Light infantry forces with a minimum of armor and heavy equipment would appear to be better able to 
Operate in the rastricted terrain and vislollity conditions that were identified in this assessment. Manne planners 
Must continually evaluate the tradaotts between forces and weapon systems to selact those that can be employed 
most effectively in the anticipated environment. 
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HYDROGRAPHY - NAVAL GUNFIRE CONSTRAINTS 


LEVELS OF DIFFICULTY 


Hysragrapny - NGF Unaatistactory 
Constrainis 


UNSATISFACTORY: Distance of the 5 Fathom Une from tha coast is greater than 24.000 meters 
POOR: Distance of the 5 Fathom Line trom the coast is betwaen 16,001 and 24,000 meters 
FAIR: Distance of the 5 Fathom Ling from the coast is between 8,001 and 16,000 meters 
900: OCistanca of tha 5 Fathom Line from the coast is 8,000 meters or less 


‘This assessment addresses NGF capabilities and the constraints imposed by hydrographic conditions off the 
coasts of expeditianary environment countries. For purposes of this avaluation, a U.S. Navy destroyer with an 6.4 
meter (29 foot} draft and 5-inch 54-caliber guns was chosen as tha representative NGF platterm. To determine 
coastal hydrographic canditions, the Defense Mapping Agency's hydrographic charts were examined to identity the 
clasesi distance a destroyer could operate offshore of the countries o! interest. Because the water depths and 
conditions along extended caastlinas frequently have significant variations, kay locations (adjacent to pons. cilies. or 
key lines of communications intand) where an ATF would be likely to aparate ware selected, and a reading taken ot 
the average distance of the S Fathom Line from the coast. (Distances were calculated only to the beach, not to 
inland targets.) Distances were then compared with the 24,000 meter maximum range of ine destroyers quns and a 
NGF rating based on tha above scale was assigned to aach country. Volume il, Study Supporting Material, Section 
23. Hydrography - Naval Guntire Constraints provides a listing of country key locations selacted for a reading of the 
§ Fathom Line, OMA chart numbers of chars used, the assessed distance of the § Fathom Line from the coasi. and 
the overall country ratings. The primary relerence used for this assessment was the Department of Deterse, 
Detense Mapping Agency, Catalog, of Maps, Charis. and Related Products, Par 2 - Hydrographic Products, 


JARY_A! hal F NTR 


The accompanying charts show a regional breakdown of NGF capabilitias atfecied by hydrography. in tne 
Western Hemisphere, most of the countries have conditions favorable to NGF coverage. Oniy Surinam had 
unsatisfactory conditions which would prevent the use of NGF. 


NAVAL GUNFIRE CAPABILITIES BY REGION 


GOOD FAR POOR ‘UMSATISFACTOAY 
COLOMBIA HONDURAS ‘SURINAM 


HEMISPHERE HAITI 
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In the Middia EasvSouthwest Asta, NGF can be employed to various degrees of effectiveness in all tne 
countries. Iraq and North Yemen were fourid rict'to°nave the paorest conditions. 


In Afries, hydrographic conditions ware not identified as limiting NGF employment. Only against the iniang 
countrias of Uganda and Zimbabwe was tt found net feasible to use NGF. 


In Asle/Pacific there was determined to be a range of conditions, Dus to the attshore constraints involved, NGF 
could not be effectively employed in Bangladesh, Burma, North Korea, and the Paople's Republle of China, as 


well as the inland country of Afghanistan. In other countries in this region, NGF could be Gelivered with varying 
degrees of eflectiveness. . 


(n Europe/Meciterranean offshore hydrographic conditions were found ta permit satisfactory NGF coverage in alt 
of the six countrias considered. : 


NAVAL GUNFIRE CAPABILITIES 8Y REGION 


The results of this assessment indicate that good NGF coverage is possible in over nalf of the expeditionary 
anvironment countries if a destroyer approaches to its closest point off the beach. However, fo execute an 
Over-The-Horizon (OTH) amphibious assault where the element of suprise is highly iImponant. it is necessary tha! 
the NGF platform operate further aut to sea and still cover the priority targets ashose. For this type of operation the 
24,000 meter range of the S-inch, $4-caliber gun is no tonger satisfactory. To adequately support OTH operations in 
the future, Marines must encourage and support Navy actions to acquire an NGF weapon with a range of at least 60 
Nautical miies. 
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HYDROGRAPHY - COASTAL THREAT CONSTRAINTS 


yore graphy - 
Coastal Theeat 
Consiraints 


US NGF ana 
‘Threm Equa? 


THREAT ADVANTAGE: Maximum range of threat coastal defanse weapons exceads 24.000 meters 
US NGF AND THREAT EQUAL: Maximum range of threat coastal datense weapons 1s 24,000 meters 
WANTAGE: Maximum range of threat coastal detanse weapons is lass than 24.000 meters 


This assessment considers U.S NGF capabilitias as compared to the otfectivenass of threat surface-fo-surace 
weapons when used for coastal defense. For purposes of this evaluation, the representative NGF plattorm was 
again a destroyer with S-inch, 54-caliber guns positioned off thé coast of expeditionary environment countnes. Tre 
maximum tanga ol the §-inch, $4-caliber gun was considered to be 24.000 motars. The methadology far tn:s 
assessment involved gathering data on sufface-to-surtace weapons of tha countries of interest and companng 
longest range weapan with that of the U.S. dastroyer’s 5-inch, $4<caliber gun. The above scala was used 10 assign 2 
tating or level of diflicuity to each country. 


Volume Il. Study Supporting Material, Section 24, Hydrography - Caastal Threat Constraints contains a listing 2 
@ach country’s maximum capadility weapon, aach weapon's maximum range, and the country ratings wien were 
~esignad. The pnmary data Source used for this assessment was Jane's Weapon Systems, 1987 - 88. 


BY A ; Tet 
The accompanying charts illustrate 2 regional breakdown of U.S. NGF varsus threat coastal defense capan: 


(t was found that the coastal threat may pose a major problem, as 44 percent of the countries consicerec 
ieast Some Capability (hat exceeds tha range of the Standard S-inch gun on mos! Navy combatants. 


vi 


in the Western Hemisphere. Cube, Peru, and Venezuela have a firepower advantage, while Honduras 2-< 
Nicaragua possess a capability equal to U.S: NGF. 


U.S. NGF VERSUS THREAT CAPABILITIES BY REGION 


US. NGF US. NGF AND THREAT 
ADVANTAGE THREAT EQUAL ADVANTAGE 

COLOMBIA HONDURAS cuga 

COSTARIGA KIGARAGUA PERU 

DOM. REP. VENEZUELA 

EL SALVADOR 
western  L_-ORENADA 
HEMISPHERE GUATEMALA 

HAITL 

JAMAICA 

MEXICO 

PANAMA 

SURINAM 
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In the Middle East/Southwest Asia, over two-thirds of the countries have a tire 
: Q . power advantage over U.S. NGF. 
itis parlicutarly noteworthy that unstable countries such as fran, frag, and Libya fall into this category, 


in Atrica, almost hall the countries, including Algerla, Angola, Somalia, and Sudan, can out-gun the §-inch, 
S4-caliber waapon, : 


tn Asia/Pacific. seven countries have the advantage in firepower, the mast notable of which are North Korea, 
the People's Repubilc of China. and Vietnam. Thalland was found to have 3 capability equal to U.S. NGF. 


u ot Europe and the Mediterranean, alt the countries considered except Danmark have the advantage agains} 


U.S. NGF VERSUS THREAT CAPABILITIES BY REGION 
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ELANNING AND PROGRAMMING IMPLICATIONS 


This asessmoent has found that many of the expeditionary environment countries have acquired 
sufface-to-surtaca waapons which, when employed in a coastal defense role. would give them the advantage over 
the standard U.S. NGF capabilitias. The 24,000-meter range of the S-inch, 54-caliber gun is inadequate to provide 
the necessary support for amphibious or limited objective operations. To effectively supress enemy coastal 
defenses and engage intand targets trom an Over-The-Horizen {OTH) Jocalion a more capable NGF weapon is 
needed. Marines must encourage and support Navy actions to obtain an enhanced NGF capability that will support 
expeditionary operations at a range of 60 nautical miles or more. . 
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MAPPING, CHARTING, AND GEODESY SHORTFALLS 


LEVELS QF DIFFICULTY. 


WCEG Coverage 


E- Countries with no coverage by 1:50,000 ar 1:250,000 scala maps or Muttispeciral imagery (MSI) 


&- Countnes with complete coveraga by 1:250.000 scale maps {either serias 1501 (ground) or 15014 (air}) ana map 
‘ditions all have been praducad since 1980. No 150,000 scale map coverage or MS! are available. 


 - Countrias which have currant and complete MSI available, but no 1:50,000 scale map coverage 

¢ - Countries with partial coverage by either current or dated 1:50,000 scale maps 

B - Countries with complate coverage By 1:50.000 scala maps, most editions af which were produced Bnor te 198¢ 
A- Countries with complate coverage by 1:50,000 scala maps and all map editions were produced since 1986 


Using the above criteria, expeditionary environment countries were classified into the sx categanes (A througn F 
through research of the data sources. These sources consisted of the following. 


(1) Oepanment of Defense. Defensa Mapping Agency. Catatog of Maps, Chans, ang Related Produc:s. 

(2) Telephone conversatians with the Earth Observation Satallita Company, Subject: MSI Syppon tor OMA. 

(3) Commanding General. Marine Corps Combat Development Command letter 3140 IN 06 dated June :. 
1989, Subject: rin mn S--| ing, Chart ht ments, 


MARY Lil VIRONMENT. tES 
The accompanying charts show the distribution of Mapping, Charting, and Geodesy (MC&G) coverage dy ‘egic> 


Because there was no countries identified with itams E (1-250 New) and F (None) at the upper end of tne ieve! 
difficulty scat, these tems were not addressed further in this assessment. 


in the Western Hemisphere, only four countrias had full coverage by the older 1:50,000 scale maps. Tnese 
were Cuba. Dominclan Reputlle, Hatt and Jamaica. Over 50 percent of the countnes had panial coverage wir 
1:50,000 maps while Grenada, Mexico, and Surinam had the tass effective MSI available. 


DISTRIBUTION OF COUNTRIES BY MC&G COVERAGE 


1:50 NEW 1:50 OLD SOME 1:50 MSI AVAIL 


GRENADA 
MEXICO 


SURINAM 
WESTERN 


HEMISPHERE 
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In the Middle East/Southwest Asia 


Most of the caumrias had some 1:50,000 scale map coverage Only 
Bahrain had full coverage with dated 1: 


,000 maps, and Kuwait and North Yemen had just the MSI availapie 


In Afriea, there were no countries with full 1:50,000 scale map coverage. Countries in this region were apout 
equally divided between hese with partial covarage by 1:50,000 scale maps and those with MSI. Counines sucn as 
Algeria, Liberia, South Africa, and Zimbsbwe had partial 1:50,000 map coverage. Representative counties win 
only MS! ware Angola. Namibia, Sudan, and Uganda. 


In the Asta/Pacifie region thara were only two countries, North Korea and South Korea, wih full coverage by 
dated 1:50,000 scale maps. The remaining countries were equally divided batwaen Ihe panial 1:50 and the MSI 
available categories. Nations such as Afghanistan, Pakistan, and Thailand had tne partial 1:50 while Burma. 
india, and Malaysia were reprasentative of tha MSI available category. 


In Europe and the Mediterranean, the countries of Greece and Turkey prasented the most difficult cs. rs 


wilh only MSI available. Maly has partial 1:50 coverage while Denmark, Narway and Yugosfavia hag full coverage 
with the dated 1:50's. 


DISTRIBUTION OF COUNTHIES BY MCKG COVERAGE 
1:50 NEW 1:50 OLD E MSI AVAIL 


MIDDLE EAST/ 


This asessment has indicated that there are significant shortialls in MC&G cavarage of expeditionary envirceme: 
countrias. Over 85 percent of the countries have only partial 1:50,000 scale map coverage or MSI. AS a ‘esi 
this situation, MAGTF's employed in many of these countries will not have the maps required to conduc: ett 
gfound and air operations. To overcome this deficiency, actions must be laken to ensure that the Defense Maocieg 
Agency directs its available resources toward an aggressive large-scale mapping program of Thira World OS 
to suppart the range of operations across tha spectrum of conflict. 
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AIRFIELOS 


E - Countras with no airtialds that are capable of recsiving C-130 or larger transport aircratt 


E - Countrias wilh only one airfietd that can accommodate C-130 or C-141B aircraft. There ara no airfielas inat car. 
receive C-5 awcratt. 


Q - Countries with wo to four airfields that can accommodate C-130 or C-141B aircraft. There are no airtetcs tnat 
can receive C-5 aircratt. 


& - Countries with tive or more airfiakis that can accommodate C-130 or C-141B aircratt. There are no airtie!ds inat 
can receive C-S aircratt. 


B - Countries with only ane airfiatd that can receive C-5 aircratt. These countrias may have additionat airfields :nai 
can handle C-1418 ano C-130 aircratt. 


“A - Countries with more than one airtiekd that can receive C-5 aircratt. Thase cauntries may also have airhe!cs snat 
can handle only C-1418 and C-130 aircratt. 


Using the above criteria, in conjunction with a thorough review of source material, the expaditionary environ tert 
countries were classilied into the six levels of difficully (A to F). The purpose in this instance was to show [he cegres 
of access that a military Jorce might have to a country theough its airfields. Volume Il, Study Supporting Maz: 
Section 26, Airfields contains a {isting af the primaty airfields in each country, a brief discription of each a . 
the overail country rating assigned. The principal referance used for source material was the Miltary ~: 
Commanc. Code DOVF, Airigi¢ Suitability Report, dated August! 1, 1989. 


IMMARY AS: Lid iF PEDT INTRI 


at 


The accompanying chart shows a breakdown of countrias by their capability to receive strategic airlit. Overall, 
nearly 60 percent of the countries have at least one airfiald that can receive C-5s. Thera are more ihan one C-5 
capable airtields in 50 percent of the countries. Some of the aiffialds. however, are consirained in such ways a5 
runway condition, ramp space, fue! storage, and other support functions. 


in the Western Hemisphere, all the countrias considered have al least ane airfield able to receive C-5 aircratt 
Particularly noteworthy are Colombla with 3 6-5, 4 C-141B, and 2 C-130 capable airfields, and Henduras witn 2 
C-5 and 7 C-130 capable airfields. 


in the Middle East/Southwest Asia 10 of 14 countries or over 70 percent of the total, have at least one aurtrec 
whith will accommodate C-Ss. Saudi Arabia has 9 C-S capable airfields while Iran has 8 and Egypt 6. In this 
region, iraq, North Yernen, and Gatar all have the least accessibility 10 airlift with only one ©-141B capable airietc. 


Africa has the fewest countries with airfields able to nandle large transport aireratt. The six countries of Algeria 
Angola. Madagascar, Tunisis. Uganda, and Ojlbout! are all unable te accommodate C-Ss. 


In Asia/Pacifle, 11 of 18 countries have more than one airfield that can recaive C-Ss and 4 of 18 counines nave 
Just one airfield with this capability. Only Afghanistan ang Burma are limited to C-1418 capable airfields write no 
airtieics tor transport aircraft can be lound in ihe Spratly Islands. 


in Europe and the Mediterranean. 5 of 6 countries have more than ane C-5 capable airiaid. Only Yugosiavia 
has the lesser capability of 4 C-1418 capable airields. 
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AIRFIELDS 


aie5 1-8 2SC-130 2400-130 wO-190 NONE 
COLOMBIA COSTA RICA 
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The information shown hare is designed to illustrate the types of airfiaids available for planning purposes anc 
provide indicators about where accessibility by strategic airfitt may be most difficult. tt is noteworthy that strategic 
ailitt (the C-5) surfaced as a very viable option for 79 percent of the countrias with tactical airlift (the C-130) opening 
an additional 21 percent of the countries, If third party nations were available as staging areas. Also, in those cases 
where direct entry into a country thraugh its airfields is constrained, plannérs will need to consider access via 


adjacent countries in conjunction with other tactical means of transport such as helicopter and surface lift. 
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PORTS 


LEVELS OF DIFFICIN TY 
a a c 9 € 


Wide Harber! ‘Wide Harbor! 249° Oapin 15-99 Depin 2-36 Oem 
50’ Depth matt Daoth 


E- Countries with no major ports. 


& - Countries having at least one majar port with a large, medium, or small haber, and charinel and anchorage 
depths of batween 25 and 34 fast. 


Q - Countries naving at jeast ona major port with a large, medium, or small harbor, and channal and anchorage 
depths of between 3§ and 39 feat. 


 - Countrias having at least one major port with a small harbor, and beth channel and anchorage dapths exceed 40 
feet. 


B- Countries naving at east one major part with eithar a large er medium harbor, and both channel and anchorage 
Gepihs belween 40 and 50 feat. 


A- Countries having at least ona majar port with either a jarge or medium haroor, and both channel and anchorage 
depths greater than 50 feat. 


MAJOR PORT: 


+ Accommodates vassels over 500 feat in fength 
* Channel and anchorage depths af 25 feet or more 
* Harbor size of large, medium or small 


HARBOR SIZE: 


” Determined by ths DMA Wonid Port Index 
* Based on area, facililias and wharf space 


Through application of the above eriteria to the source material, the countries af interest were classilied inta ne 
six levels of difficulty (A to F). The purpose here was to show the degree of access that a military force might have 
to a country through its ports. Volume Il, Study Supporting Material, Section 27, Ports contains a listing of the 
primary poris in each country; identiles the most accessible ports: brielly describes each port: and provides overali 
level of difficulty country ratings. The folowing refarances were used for sourcs material: 


{1} Defense Mapping Agancy Hydrographic/Topographic Center, Word Port Index, Ninth Edition, 1964 
(2) Commandar in Chief, U.S. Atlantic Fleet and Commanding General, Martina Corps Combat Development 
Command, TAGMEMO PZ005700-1-88, Deoloyment of the Assautt Follow-On Echelon, June 1988 


SUMMARY ASSESSMENT OF IMPACT ON EXPEDITIONARY ENVIRONMENT COUNTRIES 


The accompanying chan shows a breakdown of countries by their capability to recaiva strategic sealift. Overall, it 
was found that 33 of 69 countries or about 48 percent of tha total fall into the top three levels af difficulty. There 
were 10 countries. or 14 percent, which have ag acceptable major pons. Such countries as El Salyador, Somalia. 
Oman, and Bangladesh ware in this most ditficull category. A total of 15 countries, or 22 percent of the 
expeditionary environment were in the second most difficult category where major ports had channel and anchorage 
depths at only 25 to 34 feat. Representative Countries in this category were Cubs, Nicaragua, Iraq, and Libya. 
Channel and anchorage depths below 35 feet are highly marginal for the approach and off-load of strategic sealitt 
such as the Maritime Prepositioning Ships (MPS) and other Miltary Sealift Command (MSC) shipping. MPS ships 
have dratts up to 34 feet. Certain types of MSC.and U.S..Flag Fiaet cargo ships have drafis over 40 feet. 
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From a regional perspective, the Western Hemisphere countries had the fewest suitable Ports while Europe ang 


the Mediterranean had countries with the Most capabis ports. Other regions had a fairly even distn 
3 ut 
the tavals of difficulty. . , : 3 y a 


PORTS 
WIDE/>50" WIDE/>40" >a 35-39 25.30 NONE 
| COLOMBIA JAMAICA COSTAAICA | £L SALVADOR 
GRENADA VENEZUELA CUBA SURINAM 
WESTERN MEXICO OOM. AEP. 
HEMISPHERE PANAMA GUATEMALA | 
PERU HAITI 
NICARAGUA 
LEBANON BAHRAIN QATAR \RAQ NORTH YEMEN 
SAUDI ARABIA EGYPT UusyA OMAN 
MODLE EAST/| UAE IRAN 
SOUTHWEST KUWAIT 
ASIA SOUTH YEMEN 
SYRIA 
| [soumiarnica| ataenia | ANGOLA | ~GwBOUTI | MADAGASCAR SOMALIA | 
KENYA ETHIOPIA NAMIBIA UGANDA 
arnca |_| _*d SERIA «| SUDAN ZAIRE —=~~=CZIBABWE | 
TUNISIA r \ 
JAPAN INDIA NORTH KOREA | QURMA AFGHANISTAN 
SRI LANKA | INDONESIA PAKISTAN BANGLADESH 
MALAYSIA THAILAND SPRATLY IS. 
or PAPUAN. G. 
bacwic PHILIPPINES 
PRC 
SOUTH KOREA 
ry  ~. [seams | |. |. 4 
EE se 
ITALY DENMARK 
EUROPE: | NORWAY GREECE 
MED YUGOSLAVIA TURKEY 


The information shown here Is designed to illustrate the types of pons available for planning purposes anc 
provide indicators conceming those countries where accassibility by strategic sealift is most difficut. In the process 
of rapid mission planning for contingency operations in expeditionary countries, Marine Corps planners musi able to 
examine all avenues of antry, including sea, air, and land and choose the one most effective. Marine Corps 
wargaming initiatives and other training efforts should be designed to support this process. 
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KEY INSTALLATIONS 


c 3 


Koy insiallanons i Murti Sites Pipeline 


E - Countries associated with Nuclear, Biological, and Chamical (NBC) weapon possession and production. These 
countries have NBC production and storage facilities which could prasent significant industrial complexity in terms 
of neutralization. 


& - Countries with oil as a significant natural resource. Thase counties have oil fields, off-shore oil recovery 
tacilitias. and supporting industrial capabilities, 


B - Countries with numerous indysirial complexas together with pipelines for crude oil, refined products, or naturat 
gas. 


¢ - Countries with saveral basic industrial centérs in being ar under development and moderately capable 
Iransponation and communications systems. 


8 - Countries having an underdeveloped infrastructure with only a few important facilities such 2s airfields. pons, and 
communications sites. 


A - No installations of miliary significance. 


Using the above criteria, axpeditionary anvifonment countries were classifies into the six categories (A through F} 
through research of the data sources. The pumpase here was to show the level of industrial complexity which might 
be encountered by military forces when operating in a country. Key installations may guickly become priority target's 
or key objectivas when a crisis situation develops. Voluma II, Study Supporting Material, Section 28, Key 
Installations depicts the primary facilitias In each country and is the basis for the country ratings assigned. The 
following refarances were used for Source material: 


(1) Foraign Arsa Studies, The American University, Area Handbook Serigs, 1979 - 1989 
(2} Countries of the World and Their Leaders Yearbook, 1989 Gale Research. inc. 
(3) World Almanac and Book of Facts, 1989. 


MMAR’ i 0 


The accompanying chart shows the distribution of countrias according to their degres of indusirial complexity. 
Overall, there were 17 of ihe 69 countries, or 25 percent, which were identitied as having NBC facilities, the most 
difficutt category. An additional 19 countnas or 28 percent, had oil fiekis and supporting industrial capabilities, 


From a regional perspectiva, he Western Hemisphere countries showed a range of key installation categories 
from Grenada and Surinam with just a few sites, te Cuba with a reported chemical and biological capability. 


The Middie East countries all had numerous communications and transponation facilities as well as pipelines 
and oil fields. Egypt, iran, Iraq, Libys, and Syria were associated with NBC praduction or possession. 


In Africa, there again was a range of countdes trom Dj!bautl anc Liberia with just a faw less developed facilities 
to South Africa with a reported amerging nuclear capability. 


In Asia thera were ten expeditionary environmant countries which reportedly produce or possess various types of 
NBC weapons. These included Indla, North Korea, Pakistan, and Vietnam. 


The countries of Europe al! had modern communications and transportation facilities, including industrial centers 
and pipelines. Greece and Norway had offshore olf extraction facilities: 
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KEY INSTALLATIONS 


NONE FEW SITES MULTIPLE SITES PIPELINE OIL FIELD NBC 


COSTA RICA COLOMBIA 
COM. REP GUATEMALA 
MEXICO 


ASA QATAR SYRIA 
SAUDI ARABLA 
— 
UAE 
OABOUTI ~-| ETHIOPIA KENYA ALGERIA SOUTH AFRICA 
UBERIA MADAGASCAR | SOMALIA ANGOLA 
AFRICA 
NAMIBIA SUDAN TUNISIA 
UGANDA ZAIRE 
ZMBABWE 
SEES eee ee a a ee 
SPRATLYIS. | S.PACIFIGIS. | PAPUAN.G | GANGLADESH | AFGHANISTAN | BURMA 
PHILIPPINES: MALAYSIA INCIA 
SRILANKA INDONESIA 
JAPAN 
{___| sAPAN__| 
asa NORTH KOREA 
PACEIC PAKISTAN 
PRC 
SOUTH KOREA 
THAILAND: 
VIETNAM 


This assessment has indicated that th is a wide diversity of industrial complexity among the countnes o1 
interest. Marines must have an understanding Of the infrastructure within these countries to be prepared for a range 
of operations across the spectrum of conflict. Because events frequently unfold very quickly, important tacililies in a 
Country can suddenly bacome key objectives for peacetime contingency or counterterrorist operations. NBC 
weapons producing facilities may need to be rapidly seized and secured without adverse affect. Ports and airteics 
may need to $e neutralized and then rapidly repaired 0 they can be used by friendly forces. Noncombat equipmest. 
material, and replacement pars will all be required to complete this process satisfaciorily, Manne planners must 
“ensure that aquipmant acquisition and training actions are taken to achieve the maximum tevel of reaainess ‘or 
these situations. Marines, and aspecially their engineers, must know how such facilities are constructed, what xey 
nodes are within the facilities. and how to protect, destroy, or covertly neutralize the facility. 
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STRATEGIC AND TACTICAL LIFT CAPABILITIES AND CONSTRAINTS 


MEU Response Time 


B - Countries which require more han 6 days deployment time for a sea-based MEU. 

& - Countrias which raquire between 4 to § days caplayment time far a sea-based MEU. 
& - Countries which require batween 2 and 4 days deploymant lime far a sea-based MEU. 
A - Countries which require lass than 2 days deployment time for a sea-basad MEU. 


GUIDELINES 


(1) The focus was on typical responsa times for forward-deployad MEUs and garrison MELUs on the U.S. east 
and west coasts. The Air Alert Force (AAF) and two Air Contingency Battalions (ACBs) were recognized 
as a capability to deplay Marines by strategic airtitt to any focation in the world within 24 hours. However, 
because neithar the AAF nor the ACBs possass a forcible entry capability, they were nat factored into this 
assessment. 


“(2) ‘The Atlantic Arnphibious Ready Group (ARG) with an embarked MEU normally operates in the 
Magiterranean Sea. The Pacific ARG wih its ambarkad MEU operates either In the Middle EasySouthwesi 
Asia region or the Western Pacific based on intelligence raports and the anticipated threat. An assumption 
was made that there would be some advance waming of a davaloping crisis to allow initial movemant of the 
ARGs loward an objective area. 


43) Garrison MEUs at Camp Lejaune and Camp Pendleton both require 72 hours to embark aboard 
amphibious ships. Once embarked, it would requira 3 more days far the Atiantic coast MEV to reach the 
Caribbean Sea and the Pacitic coast MEU to reach the southern part of Mexico. 


(4) ARGs, once underway, would maintain a speed of 12 knots. 


Using the above methodology in conjunction with the data sources, the countries of interest were placed in the 
tour categories (A through D). The following references were used as the basis for this assessment. 


(1) Ostense Mapping Agency; Hydrographic/Topgraphic Canter. Distance Between Pons, Filth Edition, 1985, 
{2) MAGTF Warfighting Center latter dated 13 November 1989, Subject: Deployment Capabilities Guidelines. 
(3) Headquarters U.S. Marine Corps, Marine Alr-Ground Task Foree Master Pian, dated 7 July 1989. 


Tha accompanying charts show the regional distribution of expeditionary enviranment countries according to their 
respactive sea-based MEU response times. [n tha Western Hemisphere, most of the countries taquire in excess of 
6 days deployment time. Only 2 portion of Mexico and Cuba can be reached in Jess time. This is due to the time 
necessary for garrison MEUs on the U.S. east and west coasts !o embark on amphibious ships and sail to inese 
countries. In the Middle EastSouthweat Asia, however, ARG/MEU arrival times at most countries are jess than 2 
days. These countries are mainty on the Mediterranean Sea and Persian Gull Iitaral and are in proximity to the 
principal ARG/MEU operating areas. In Africa, over half the countrias required a response time or more than 6 
days. These countries are outside the Maditerransan Saa and the farthest away from the ARG/MEU operating in the 
Indian Ocean. In Asia/Pacific, response times were caiculated from a likely ARG/MEU operating area in the 
Philippines. Those countries most distant from the Philippines had the longest response times. tn 
Evrope/Mediterranean, the countries of Norway and Denmark had the longest response times for tha ARG/MEU 
Operating primarily in the Mediterranean Sea. 
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DISTRIBUTION OF COUNTRIES BY ARG/MEU RESPONSE TIMES 
«<2 DAYS =2<4DAYS > 4<6 DAYS >6 DAYS 


CUBA 
MIO-MEXICO 


WESTERN 
HEMISPHERE 


MIOOLE EAST’ 
SOUTHWEST ASIA 


COASTAL INDIA 


This assessment has found that 42.percent of the countrias have ARG/MEU response-times of more than six 
days. This suggests that the Commandant's recent emphasis on strategic deployment by air merits in-depth 
planning and programming support. In the area of tactical lift, capabilities such as the Landing Craft Air Cusmon 
(LCAC) will allow a naval expeditionary force to be far offshore and still effectively strike 4 target The CH-26 
helicopter, however, does not have the extended range to adequately support the OTH assauit and a replacement 
such as the MV-22A Osprey needs to be acquired. By using tactical litt capahilitles such as the Advanced Assauil 
Amphibious Vehicle, high-speed LCAC, and extended-range vertical lift, the ATF will have a better opportunity tc 
execute its OTH assaut. 
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NONCOMBATANT EVACUATION LOGISTICS 


ry 
NEO 


Embassy Statt «28 
Evacuses fone 
inland Obj Coastal 


= For purposes of this study, S00 evacvees was Used £3 8 thresnokt. Anyining above $00 would probably fequire Consideration of athar 
Spores, «.0.. evacuation By airtin or seein, 


&-U-S. Embassy staff over 500; evacuees over 500; and evacuation site 1,000 nm or more from Ihe coast. 

E- U.S. Embassy staff - 250 to 500; avacuees - 300 to S00; and evacuation site 500 to 1,000 nm from the coast. 
D-U-S, Embassy staft - 100 to 250; evacuees - 200 te 300: and evacuation sita 300.10 500 nm from the coast. 
&- US. Embassy staff - 50.to 100; evacuees - 100 to 200; and evacuation site 100 tg 300 nm from the coast. 
B -U.S. Embassy staff - 25 to 50; evacuees - up to 100; and evacuation site up to 100 nm from the coast. 

A- US, Embassy staff lass nan 25; no evacuees; and evacuation site located on the coast. 


EMBASSY STAFE: This includes the Country Taam and supporting units such as the Martine Security Guard. Not 
included are Foreign Nationals who under some circumstances would require evacuation. 


EVACUEES: These aro the U.S. citizens (less military personne! and U.S. Embassy stati} in residence. 


INLAND OBJECTIVE: The capital of each country was selected as the NEO inland objective (evacuation site). 
Oistances werd catculated from q point just off the coast to the capital. 


Using the above eritecia in conjunction with Source material, the countrias of interest were assigned a rating (A 
through F). Because a number of countries did not always match the designated categories for Embassy Stait, 
Evacuees, and Inland Obj, the highest value for the three categories detarmined tha rating. For exampie, it the 
Country's evacuaes exceeded 500 but the Inland objective was less than 200 nm from the coast, an “F™ rating was 
assigned. Volume ii, Study Supporting Material, Section 30, Noncombatant Evacuation Logistics contains the dala 
for each country on which the ratings are based. The following references were used as source material: 


(1) U.S. Department of State, Statistics on LS, Embassies in Countigs of interest, 21 February 1990. 
(2) U.S. Department of State, Numbers. ot US. Citizens Living in Countries of Interest, 21-22 February 1990. 
AR F 


The accompanying chart shows the regional distribution of countries according to noncombatant evacvation 
logistics. inthe Western Hemiaphere, over 80 percent of the countrias fall into the most difficult catagory due 
primarily to tha large number ct potential evacveas. 


In the Middle East/Southwest Asta, all but two countries were rated in the Ihrae most difficult catagories. There 
were 9 of the 16 countries in this ragion that had more than 500 potential evacuees while $§ countries had distances 
to their capitals {evacuation paints) exeseding the range (70 nautical miles) of the CH-46 medium litt helicopter. 


In Africa, over half the countries presented the most difficult logistic conditions for NEO. Nine of the 15 countries 
in this ragion hed evacuation distances greatar than the range of he CH-46. 


In Asia/Pacific 2 total of 12 countries ware In the most difficult category while in Europe/Mediterranesn all 6 
countries were rated most difficult, These two regions hac 7 countries where distances to the evacuation point 
exceeded the range of the CH-46. There were 18 countries in these regions with more than S00 evacuees. 


Mission Area Factors - 49 


Wed 
2 
Oo 


REGIONAL DISTRIGUTION OF COUNTRIES BY NONCOMBATANT 
EVACUATION LOGISTICS 
INCREASING DIFFICULTY 


EL SALVADOR 


WESTERN 
HEMISPHERE 


MIDDLE EAST: 
SOUTHWEST ASIA” 


AFGHANISTAN 
5. PACIFIC B. 


ASIA/PACIFIC 


EUROPEMED 


PLANNING AND PROGRAMMING IMPLICATIONS 


Despite the emphasis in recent years on the importance of the MAGTF in NEO, the study found that these 
Operations are extremely dificult in $3 of the 69 countries (77%) unless there is a major draw-down of U.S. citzens 
before the crisis davelops, or provisions are miade tor the use of strategic airlift to evacuate the noncombatants. The 
existing range and {itt capability of the CH-46 cannot support the requirements of the expeditionary environment. in 
most countries, there are over 100 U.S. citizens in the Embassy, and/or over 200 U.S. citizens in the national caoital, 
and/or the distance of the NEO objective from the offshore platform is greater than 300 nautical mites. 
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APPENDIX G 
OSINT OPSEC: Selected References and Information 


NOTE: The complete addresses for all of the publishers are provided at the end of this 
handout. 


OPEN SOURCES AND TELEPHONE INTERCEPTION 


Tom Kneitel, Tune in On Telephone Calls, CRB Research (1993) 
ISBN: 0-939780-19-4 


OPEN SOURCES AND RADIO INTERCEPTION 

Monitoring Air Force One- 50 page manual. Published without any reference to the identity 
- of its author nor to the place or date of its publication. Purchased in July, 1994, through an 
ad placed in Monitoring Times. 


Tom Kneitel, Guide 1o Embassy & Espionage Communications, CRB Research (1986). 
ISBN: 0-939780-06-2 


Monthly hobbyist magazine: Monitoring Times, Brasstown, NC. 


OPEN SOURCES AND EAVESDROPPING 

Electronic Eavesdropping Techniques and Equipment, prepared for the National Institute of 
Law Enforcement and Criminal Justice, Law Enforcement Assistance Administration, U.S. 
Department of Justice, by Raymond N. Jones. Republished as Covert Intelligence: Electronic 
Eavesdropping by CRB Research. No date listed. 


Electronic plans from - Portfolio of Schematic Diagrams for Electronic Surveillance, Mentor 
Publications, Flushing, NY (1979) 


OPEN SOURCES AND UNDERCOVER OPERATIONS 


E. Roy Slade and James R. Gutz, The Pretext Book, Cloak and Data Press, Houston, TX 
(1991). Available through: The P.I. Catalogue, (512) 928-8190. 


Kingdon Peter Anderson, Undercover Operations; A Manual for the Private Investigator, 
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Paladin Press (1988). ISBN: 0-87364-486-7. 


Eddie the Wire, The Complete Book of Lockpicking, Loompanics Unlimited (1981). 
ISBN: 0-915179-06-7. 


Burt Rapp, Shadowing and Surveillance; A Complete Guidebook, Loompanics Unlimited 
(1986). ISBN: 0-915179-33-4, 
OPEN SOURCES AND INTERROGATIONS 


Richard W. Krousher, Physical Interrogation Techniques. Loompanics Unlimited, (1985). 
ISBN: 0-935179-23-7. 


No author listed, Interrogations: Techniques and Tricks to Secure Evidence, Paladin Press 
(1991). ISBN: 0-87364-625-8. 

OPEN SOURCES AND EXECUTIONS 

John Minnery, How To Kill, Paladin Press (1973). ISBN: 0-87364-003-9. 

George Hayduke, The Hayduke Silencer Book, Paladin Press (1989). ISBN: 0-87364-522-7. 
John Sanchez, Slash and Thrust, Paladin Press (1980). ISBN: 0-87364-188-4. 

J. David Turby, Zips, Pipes, and Pens; A Manual of improvised Weapons, Paladin Press 
(1992). ISBN: 0-87364-702-5. 

OPEN SOURCES AND EXPLOSIVES 

Ragnar Benson, New and Improved C-4, Paladin Press (1995). 


Seymour Lecker, Homemade Semtex: C-4’s Ugly Sister, Paladin Press (1991). 
ISBN: 0-87364-617-7. 


Thomas Mordechai, Professional Standards for Preparing, Handling, and Using Explosives, 
Paladin Press (1995). ISBN: 0-87364-807-2. 


Jo Jo Gonzalez, Death by Deception; Advanced Improvised Booby Traps, Paladin Press 
(1992). ISBN: 0-87364-651-7. 


Seymour Lecker, improvised Explosives, How Te Make Your Own, Paladin Press (1985). 
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ISBN: 0-87364-320-8. 


No author, How To Destroy Bridges, Paladin Press (1988). ISBN: 0-87364-485-9, 


OPEN SOURCES AND RADIO DETONATION OF BOMBS 

Lawrence W. Meyers, Improvised Radio Detonation Techniques, Paladin Press (1988). 
ISBN: 0-87354-479-4, 

OPEN SOURCES AND VEHICULAR ENHANCEMENTS 

Ronald George Eriksen, Getaway, Driving Techniques For Escape and Evasion, Loompanics 
Unlimited (1982) 

OPEN SOURCES AND TACTICAL COMMUNICATIONS JAMMING 

Lawrence W. Myers, Improvised Radio Jamming Techniques, Patadin Press (1989). 

ISBN: 0-87364-520-0. 

OPEN SOURCES AND BANK CARD FORGERY 


Anonymous, How To Create A New Identity, Carol Publishing Group, NY (1991). ISBN: 
0-8065-1034-X. , 


Jack Luger, Counterfeit 1.D. Made Easy, Loompanics Unlimited (1990). ISBN: 
0-915179-90-3. 


Thomas Collins, Counterfeir Currency, How To Really Make Money, Loompanics Unlimited 
(1990). ISBN: 1-55950-042-5. 


John Sample, Methods of Disguise, Loompanics Unlimited (1993). ISBN: 1-55950-096-4. 


J.P, Straw, Around The World Contacts, Worldwide Investment News, Dalton, GA (1991). 


OPEN SOURCES AND LEGAL OFFSHORE PASSPORTS 
Passport Agent's Manual, originally published by the U.S. Passport Service, republished by 
Eden Press, Fountain Valley, CA (no date listed). 
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OPEN SOURCES AND CHOOSING A CRIMINAL SPECIALTY 


K. Hawkeye Gross, Drug Smuggling: The Forbidden Book, Paladin Press (1992). 
ISBN: 0-87364-685-1. 


Harold S. Long. Successful Armed Robbery, Loompanics Unlimited (1990). 
ISBN: 1-55950-023-9. 


Rex Farel, Hit Man; A Technical Manual for Independent Contractors, Paladin Press (1992). 
ISBN: 0-87364-7. 


Michael Connor, How To Hide Anything, Paladin Press (1984). 
ISBN: 0-87364-289-9. 


Ragnar Benson, Gunrunining for Fun & Profit, Paladin Press (1986). 
ISBN: 0-87364-359-3. 


Communicating with the Publishers 


Paladin Press CRB Research Books, Inc. 
P.O. Box 1307 Box 56 

Boulder, CO 80306 Commack, NY 11725 
(800) 392-2400 _ (800) 656-0056 
Loompanics Unlimited Eden Press 

P.O. Box 1197 P.O. Box 8410 

Port Townsend, WA 98369 Fountain Valley, CA 92728 
Does not have an (800) order line (800) 338-8484 


For those interested in further study of this topic, catalogues are available from each 
publisher which document the full range of material available to the public. 


Communicating with the primary source for this lesson: 


Mr. Richard Horowitz 

307 West 79th Street 

Suite 331 

New York, NY 10024 

Tel: (212) 362-5199 

Fax: (212} 769-6162 
RHJDPICPT@Compuserve.com 
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APPENDIX H 


Countries Comprising the Expeditionary Environment 


ia/Paci 


Bangladesh 
Cambodia 
China 

Fiji 

Indonesia 
Japan 
Kazakhstan 
Kiribati 
Kyrgystan 
Malaysia 
Myanmar 

New Caledonia 
North Korea 
Papua New Guinea 
Philippines 
Russia 
Solomon Islands 
South Korea 
Spratly Islands 
Sri Lanka 
Thailand 
Vanuatu 
Vietnam 


Eusope/Mediterranean 


Belarus 

Bosnia- Herzegovina 
Croatia 

Czech Republic 
Denmark 

Estonia 

Greece 

Haly 

Latvia 

Lithuania 
Macedonia 
Moldova 

Norway 

Poland 

Romania 

Serbia and Montenegro 
Slovakia 

Slovenia 

Turkey 

Ukraine 
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I W Asi: 


Jordan 
Kowait 
Lebanon 
Oman 
Pakistan 
Qatar 

Saudi Arabia 
Syria 
Tajikistan 
Turkmenistan 
United Arab Emirates 
Uzbekistan 
Yemen 


Western Hemisphere 


Argentina 
Bolivia 
Brazil 
Colombia 
sta Rica 
Cuba 
Dominican Republic 
Ecuador 
El Salvador 
Grenada 
Guatemala 
Haiti 
Honduras 
Jamica 
Mexico 
Nicaragua 
Panama 
Paraguay 
Peru 
Suriname 
Uraguay 
Venezuela 


Africa 


Algeria 
Angola 
Djibouti 
Egypt 
Ethiopia 
Ghana 
Kenya. 
Liberia 
Libya 
Madagascar 
Namibia 
Nigeria 
Somalia 
South Africa 
Sudan 
Tunisia 
Uganda 
Zaire 
Zimbabwe 
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